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3 This talk will describe how cloud-based applications interact with stored
data. The traditional semantics of file systems are often not applicable or
relevant. We will discuss how language-specific idioms from several
common development frameworks are mapped into the stored data
abstractions present in the cloud. We will also outline some of the
practical implications of deploying such applications.

0 Learning Objectives
Understand how cloud applications interact with stored data

Semantic differences between traditional file systems and cloud stores
(blob, NoSQL and key-value)

Practical implications of variations in consistency models, latencies, and
geographic distribution

Comparison of language-specific idioms for interacting with cloud
stores (Ruby vs Java/Spring vs Python)

Lessons learned from a real-world implementation
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0 Terminology

7 How Internet-scale application requirements are
displacing traditional systems

1 Cloud storage versus traditional storage

0 Strategies and challenges for integrating cloud
storage

0 Key takeaways

0 Q&A
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3 The Cloud...

1 Blob/Cloud Storage

2011 Storage Developer Conference. © EMC Corporation. All Rights Reserved.



ubilities
distribubed conbrol  nebwork m

paral.[al Gransactions infrasbructure-as-a-servic
storage Ownership meafﬂluﬁrﬂwmﬁ
nmmamtanabmu b
quality-of-service

o Ineroparabia thvoughous secunbg Ecﬂlﬂblhhu

marchlbecbure

applications e comPUUlng

paolicies
mmmm

services aubhorization A IdEﬂblﬁ
grid Mgﬁce nnar::hléd stewardship g

authenbication
mﬁﬁﬁmmdaba

Cowmasy'— wordie mal



Supporting the Shift to Cloud Inside, SDC .

STORAGE DEVELOPER CONFERENCE

Outside, and Across Organizations SMIA  saserncL v

Cloud is a model for enabling convenient, on-demand
network access to a shared pool of configurable computing
resources (e.g. networks, servers, storage, applications) that can
be rapidly provisioned and released with minimal
management effort or service provider interaction

-

N\ vl
Infrastructure deployed and Composition of two or more Infrastructure made available
operated exclusively for an clouds, private and/or public to general public or many
organization or enterprise industry groups/customers

Source: *National Institute of Standards and Technology, V15 October 2009
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7 How Internet-scale application requirements are
displacing traditional systems

| 0s of thousands of nodes, PBs of data
| 00s of thousands of disks

0 The CAP Theorem, application requirements, and
the rise of no-sql db’s and blob (cloud) stores
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0 Berkeley professor Eric Brewer’s CAP theorem states that it
is impossible for a distributed computer system to
simultaneously provide all three of the following guarantees

Consistency

7 All nodes see the same data at the same time
Availability

7 Node failures do not prevent survivors from continuing to operate
Partition tolerance

7 The system continues to operate despite arbitrary message loss
due to network failure

0 A system can satisfy only TWO of these guarantees at the
same time...
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7 No-SQL
7 Blob stores

3 Evolution
ISAM

RDBMS

Clustered/
Sharding

NoSQL

Diagram source: Nathan Hurst’s blog: blog.nahurst.com/visual-guide-to-nosgl-systems
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3 Of the CAP theorem...

7 The requirements of Internet scale applications
exceed the capabilities of traditional structured and
unstructured storage systems.

1 At low transactional volumes, small latencies to
allow databases to get consistent have no noticeable
affect on either overall performance or user
experience.

7 At high x-action volume => increased latency to
keep consistent

1 Deploying replicas for fault-tolerance/load balancing
=>"increased latency
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Evolving Apps to Scale
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3 VI (2004) 3 V2 (2005)

PHP webapp Cached PHP webapp

|00k users, |5 servers | m users, 20 servers
SROWSER HTML Table Layouts and Inline Styles CLIENT . HTML Table Layouts and Inline Styles

HTTP - Internet HTTP - Internet
LAVER PHP CAVER PHP
S BANoRS Single Database NFS Image Storage e Search
. DATA Single | i:_ié Image
How the architecture at Memcached | paiabae  Storage

Tagged evolved to meet
scalability requirements
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3 V3 (2006) 3 V4 (2007)

Databases scaling Database sharding

|Om users, 100 servers 50m users, 500 servers
e HTML CSS e HTML 599 JavaScript

iTT 184 ITT
2 | 2 E |

L R L R
K e P lized BACKEND  Qaapeh  Personalized | Datab Social
SERVICES oearch S?Jrsggsatilgr?s SERVICES Search Suggestions ngr:.? RaSIan Gﬁ;lpah
DATA N s el Cluster NFS Image DATA o Sharded NFS Image
SERVICES pasrlacilen Database Storage SERVICES S Database Storage

How the architecture at
Tagged evolved to meet
scalability requirements
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An example...

7 V5 (2010)
Refinements and extensions

80m users, 1,000 servers

CLIENT
ROWSER

How the architecture at
Tagged evolved to meet
scalability requirements ™"
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Search Analytics  Social Graph Groups Pets Game
Personalized 7 Status
Suggestions Logging Spam Filter Game Cafe Updates

Queuing Admin Dg{’:&lﬁ Farm Game
Tweaked Sharded NFS Image
Memcached Database Storage
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Will the NFS/NAS store easily scale?
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Scalability issues w/ NAS and mount points SNIA * SANTA CLARA, 01
Application O Single points of failure that
you have to manage
= App has 20-30 servers
= 5 mount points * 30 servers =
g | |50 single points of failure
Aeﬁggiﬁ::nqlserers | 0 Location and server problems
*Nas2:/mnt2 u . . //corpusmx32/somedir/ ??
Nasn:/mntn  EEE
Pay g 3 Unnecessarily complex
Storage semantics
Create/read/write/close/remove
. . . 0 Need to know path and
Single site maintain state for file handles
Active State doesn’t scale
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0 Even more single points of failure

0 Homegrown replication software is
a lot of overhead

Application = Scripted rsync anyone!?
= i FTP maybe?
Managing consistency is a challenge
ﬁgﬁ.l &.ﬁ.. O Passive failover resources are
sitting around idle

Application servers 0 Layering active/passive instances in

mggng .'. rsync scripts alternate directions adds further

Nasn:/mntn Site #1 Site #2 complexity

Active Passive O Two sites is bad, three+ sites is

Storage worse
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0 Eliminate single points of failure

0 Simplify semantics — create/update/delete

0 Eliminate file handles and mount points

0 Eliminate dependencies on path, state, location
0 Get rid of sizing / provisioning constraints

7 Maximize utilization of resources

2011 Storage Developer Conference. © EMC Corporation. All Rights Reserved.



Cloud Storage

Application

Application servers

http://accesspoint.yourcompany.com

*NasA:/mntA
L1111
Storage ...
Site #1
Active
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Site #2
Active
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Single URL across all access
nodes — no SPOF, failover

Simple — create/update/delete

No need to understand
handles, paths, state or
location

Once access is permitted, all
capacity is available

All sites active for reads and
writes — no wasted resources

PLUS

Policy-based management for
content protection, retention
and positioning
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0 Is there a standard/consistent interface shared by cloud
providers!?

No... (close, but no....)
0 WVhat drives the differences across system layers?
Data layer — system-level implementation choices
Service layer — what boundary surface is exposed
Application layer — fit language and app paradigms
0 Is it advisable to wrap vendor API’s
Provide an isolation layer, portability
Adapt the API to be more friendly to language paradigms
0 Two example language bindings and frameworks available

Spring and Ruby
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Example - Spring
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VI “Developing a Spring Framework MVC
Application Step-by-step”

O http://static.springsource.org/docs/Spring-MVC-step-by-step/index.html
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O

V2 “Spring into Atmos” Parts | and 2

7 https://community.emc.com/docs/DOC-7655
7 https://community.emc.com/docs/DOC-8197

IXdb & Atmos

2011 Storage Developer Conference. © EMC Corporation. All Rights Reserved.
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O
O

0
V3 Today’s app...

7 Re-factored structure so that Spring directly
instantiates and injects the Atmos API

7 CSS v3 styling

2011 Storage Developer Conference. © EMC Corporation. All Rights Reserved.
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___
Presentation/View
Springapp.web
LD Application/Contraoller

@ngapp.repository

2011 Storage Developer Conference. © EMC Corporation. All Rights Reserved.
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createlbject [Ac]l acl, Metadatalist metadats, byte[] data, java.lang.String mimeType)

Creates a new object in the cloud.

COhijectId

createlbjectFromSegment (Acl acl, Metadatalist metadata, BufferZecment data, java.lang.String mimeType)

Creates a new object in the cloud using a BufferSegment.

ChijectId

createlbjectFromSegmentOnPath (ChjectPath path, Acl acl, MetadabslList metadata, BufferSegwent data,

Java. lang. 3tring mimeType)

Creates a new object in the cloud using a BufferSegment on the given path.

ChijectId

createlbjectOnPath (ChijectPath path, Acl acl, Metadatalist wetadata, byte[] data,

Java. lang. 3tring mimeType)

Creates a new object in the cloud on the specified path.

woid

deletelObject [Identifier id)

Deletes an object from the cloud.

woid

deletelUserMetadata (Identifier id, MetadataTags tags)

Deletes metadata items from an object.

Ll

gethcl (Identifier id)

Returns an object's ACL

COhijectMetadata

getAlIMetadata (Identifier id)

Returns all of an object's metadata and its ACL in one call.

HetadataTags

getListabhleTags (MetadataTag tag)

Returns a hist of the tags that are histable the current user's tennant.

HetadataTags

getListableTags [java. lang. String tag)

Returns a list of the tags that are listable the current user's tennant.

Hetadatalist

getSystemMetadata (Identifier id, MetadataTags tags)

Fetches the system metadata for the object.

Metadatalist

getUserMetadata (Identifier id, MetadataTags tags)

Fetches the nser metadata for the ohiect.
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Example — Ruby
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Create/Read/Update/Delete in EsuApi

require "rubygems”
require "EsuApi”

EsuApi: :EsuRestApi .new("accesspoint.atmosonline.com”,80,

esu =
"b245ad26ft5c94bcbbaffa315a833127a/A79755852684b2e05d00" ,
*D7qsp4j16PBHWS1Ubc/bt31bPBY=")

id = esu.create object( nil, nil, nil, nil )

content = esu.read object( id, nil, nil )
esu.update object( 1d, nil, nil, "Hello World", "text/plain" )

esu.delete object(id)

2011 Storage Developer Conference. © EMC Corporation. All Rights Reserved.
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Create/Read/Update/Delete in aws/s3

require "rubygems”

require "aws/s3"

AWS: :S3::Base.establish_connection!(
-access key id => "abc”,
-secret_access key => "123"

)

Bucket.create("bucket")

S30bject.store(""file.txt'", “"Hello World®, “bucket®)

S30bject.value("file.txt", "bucket®)

obj = S30bject.find "file.txt", "bucket”

obj.data = “"Hello World!"

obj .store

S30bject.delete "file.txt", "“bucket”

2011 Storage Developer Conference. © EMC Corporation. All Rights Reserved.
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Create/Read/Update/Delete in Atmos::Store

require "rubygems”
require "atmos”

print "about to start\n"

s = Atmos::Store.new(
url => "https://accesspoint.atmosonline.com”,
uld  => "b245ad26f5c94bcbbaffa315a833127a/A79755852684b2e05d00",
:secret => "sM60oN/k6e031W7INSUzFav9rwck=")

print ""'made connection\n"

obj = s.create(:data => ""Hello World"™)
contents = obj.data

obj .update(".")

obj.delete

2011 Storage Developer Conference. © EMC Corporation. All Rights Reserved.
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Create/Read/Update-in-place/Delete in Atmos::Store

require "rubygems”
require "atmos”

print "about to start\n"

s = Atmos::Store.new(
url =>"https://accesspoint.atmosonline.com”,
uld  => "b245ad26f5c94bcbbaffa315a833127a/A79755852684b2e05d00",
:secret => "sM60oN/k6e031W7INSUzFav9rwck=")

print ""'made connection\n"

obj = s.create(:data => ""Hello World", :mimetype => "text/plain®)
contents = obj.data

obj.update('.")

obj.update("'Mad ', 1..5)

obj.delete
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0 Distributed storage is mandatory for internet-scale apps

Applications need to scale orders of magnitude bigger than
they used to. You cannot fit your persistent data in a single
machine or even a cluster of machines anymore.

0 Distributed stores behaves differently than traditional storage
Latencies. Consistency guarantees. Network reliability
0 App developers who are aware of these differences can adapt.

The difference is not transparent. Traditional file system
semantics represent an impedence mismatch. Relaxed

consistency constraints aid scalability — do you really need
that level of consistency!?

Expect things to fail.
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