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Abstract 

 The in-box Windows drivers have a lot of telemetry 

to share. 

History of telemetry for drivers. 

How do they share it? 

How do you listen to it? 

What does it mean? 

Applying it to things you care about… 

The SMB & SMB2 client & server are drivers. 

What do they share? 
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The evolution of driver telemetry 

 The dark times 

Ye old printf – this better not surprise you. 

Any questions? 

Getting the output requires the checked / debug 

version of a driver that uses DbgPrint 

 Checked builds cost money; MSDN only? 

Getting the output requires the Windows kernel 

debugger. 

 Output to the debugger REALLY slows the system. 
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The Dark Times - DbgPrint 

 The Windows kernel debugger is the tool to use 

when debugging device drivers. 

 Windows kernel debugger is FREE and very good. 

Comes with the WDK or separate download (both 

free) 

You need the symbols for your version of Windows 

for debugging to be useful.  Free download 

 You need a checked (debug) build of the drivers you are 

interested in; the ones that interact with your code. 

 Installing a checked driver onto a target is a manual 

process that takes some tinkering (easy to get it 

wrong). 
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http://msdn.microsoft.com/en-us/windows/hardware/gg463009
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 There are over 140 debug print masks available in 

the kernel.  That is a lot… 

5 

kd> x /n nt!Kd_* 
fffff800`01e23d5c nt!Kd_ACPI_Mask = <no type information> 
fffff800`01e23ea0 nt!Kd_ALPC_Mask = <no type information> 
fffff800`01e23d60 nt!Kd_AMLI_Mask = <no type information> 
fffff800`01e23ee8 nt!Kd_APPCOMPAT_Mask = <no type information> 
fffff800`01e23da8 nt!Kd_AUTOCHK_Mask = <no type information> 
fffff800`01e23dc0 nt!Kd_BURNENG_Mask = <no type information> 
fffff800`01e23ef8 nt!Kd_CACHEMGR_Mask = <no type information> 
fffff800`01e23d14 nt!Kd_CDAUDIO_Mask = <no type information> 
fffff800`01e23d18 nt!Kd_CDROM_Mask = <no type information> 
fffff800`01e23f00 nt!Kd_CFR_Mask = <no type information> 
fffff800`01e23d1c nt!Kd_CLASSPNP_Mask = <no type information> 
… 
fffff800`01e23ea4 nt!Kd_WDI_Mask = <no type information> 
fffff800`01e23ed4 nt!Kd_WDT_Mask = <no type information> 
fffff800`01e23eb8 nt!Kd_WHEA_Mask = <no type information> 
fffff800`01e0bfb0 nt!Kd_WIN2000_Mask = <no type information> 
fffff800`01e23dbc nt!Kd_WMICORE_Mask = <no type information> 
fffff800`01e23d58 nt!Kd_WMILIB_Mask = <no type information> 
fffff800`01e23e9c nt!Kd_WOW64_Mask = <no type information> 
fffff800`01e23e14 nt!Kd_WSOCKTRANSPORT_Mask = <no type information> 
fffff800`01e23f38 nt!Kd_XSAVE_Mask = <no type information> 

The Dark Times - DbgPrint 
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The Dark Times - DbgPrint 

 Several steps to get this working properly 

 Telemetry is very raw 

Great learning tool if you already understand 

kernels and want to know more about what is 

going on inside of the Windows kernel. 

Quite useful for understanding problems with 

device drivers that service hardware 

Many device driver do not use hardware, they are 

services that run in kernel space like the SMB client and 

server. 
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The evolution of driver telemetry 

 The Middle Ages: WMI Event Tracing (overview doc) 

Raw data is separate from printf style output 

strings. 

Compiled into checked / non-debug / released 

drivers 

Very nice data capture; pre-allocated in kernel 

buffers for capturing raw data, very little impact 

on speed of code execution. 

Windows 2000 + 
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http://msdn.microsoft.com/en-us/library/ff566350.aspx
http://msdn.microsoft.com/en-us/windows/hardware/gg487406
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The Middle Ages – Tracing 
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The Middle Ages – Tracing 

 Turn it on/off, trace levels and components 

Nearly ZERO COST when turned off. 

 Reading a trace is a two (2) step process 

Collect the raw data  Format it into human 

readable text BUT to do this you need the magic 

decoder rings 

The TMF files or the PDB file. 

You need private symbols! 

Oh, and by the way, Microsoft doesn’t share private 

symbols and you can’t expect them to – very risky and 

you know why. 
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The Middle Ages - Tracing 

 Use TraceView to start / stop, format & view trace sessions 

in near-real time. 
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The Middle Ages - Tracing 

 In-box drivers begin to incorporate tracing. 

Good news; more info w/o debugger slow down 

Bad news; decoder rings are only available from 

Microsoft Professional Support Services. 

You have to pay to get logs decoded. 

Necessary if you’re stuck. 

But what if you can get un-stuck with just the decoder 

ring? 

 You don’t need a PSS engineer to tell you how to fix it, you 

just need a better understanding of the failure condition. 
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The evolution of driver telemetry 

 The Renaissance: Event Tracing for Windows (ETW) 

 Released with Vista 

 Extends WMI Event Tracing 

Decouples raw data  human readable 

conversion from the symbols.  

A raw data  human readable conversion schema 

may be created and PUBLISHED. 
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The Renaissance - ETW 

 

 Magic Decoder rings go public! 

 Schema is XML and may contain a lot of event 

details and context. 

Many decoders are built-in and are supported 

from Performance Monitor and Event Viewer 

Microsoft publishes decoder rings. 
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The Renaissance - ETW 

 NetMon has parsers created 

from schemata 

 Parsers are in the public 

domain and on CodePlex 

 Oh this is lovely… 
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http://nmparsers.codeplex.com/
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The Renaissance - ETW 

 The renaissance Event Tracing for Windows (ETW) 
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The Renaissance - ETW 

 The bad news… 

The decoder rings for SMB, SMB2, & SMB 2.2 are 

not part of the NetMon parsers (yet). 

CALL TO ACTION. 

Talk to your favorite Microsoft person at the PlugFest 

and encourage them to add these protocols to the 

family of available parsers. 

WHY? 

The more you know the less likely your are to create 

an incompatible implementation. 

Better 3rd party implementations  lower support 

costs for Microsoft. 
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Wrap up 

 Q&A 

 A quick show and tell time permitting… 

 

17 


