=
STORAGE DEVELOPER CONFERENCE A SNIA. Event

=SD¢C

BY Developers FOR Developers

NVMe/FC or
NVMe/TCP

In-depth Packet & Flow Level Comparison

Fremont, CA
September 12-15, 2022

Presented by: Kamal Bakshi

Director Technical Marketing, Cisco Systems




__.

About me.. (I help Customers in adopting “New Technologies”)

Cisco ACI Fabric — The Perfect Transport Choice for NVMe-oF (RoCEv2/TCP) \
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Kamal Bakshi B Cisco
[S)lreclt(or((g_sco )—Technology Evangelist, Distinguished 1996: ( CCIE #2316) Cisco
peaker Is_co ) ] & Certified Internetwork
San Jose, California, United States Expert

Director Storage Transport Solutions
Cisco
Nov 2020 - Present - 1yr 11 mos

-MDS/FC Storage Technical Marketing group
-NVMe-RoCEV2/TCP IP storage solutions

NVMe Promoters Group Board Member (Cisco)

nvm_,
7 NVM Express

Jan 2021 - Jan 2022 - 1yr 1 mo
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Principal Engineer
Cisco

Feb 2016 - Jan 2020 - 4 yrs
San Jose, CA, USA

Datacenter Technology Evangelist

-Intent Based DC Networking

-Next Generation DC Solutions Lab
-NVMe-oF Transport

-Sales Enablement / Technology Adoption

Technology Adoption Mantra (5A)

1-Awareness  (heard of it/marketing)
2-Advantages (value proposition/match)
3-Attitude (liking/personal experience)
4-Adoption (migration process/non disruptive)
5-Acceptance (easy to maintain/ROl)

Director Technical Marketing
Cisco Systems

Oct 1994 - Jul 2011 - 16 yrs 10 mos
San Jose, CA

(Data Center Business Unit Group)

Managed multiple technical functions. Storage TME team, Competitive team, DC
architecture showcase center, and tools development. Brought multiple internal
BUs & partners together (EMC, Netapp, VMware) to stage Cisco DC3.0

architecture.
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Download the latest NVMe specifications 2.0

&< — (C @& nvmexpress.org M x B » O 2

nm_) Home About Membership Developers Education Compliance News Events Q
®
EXPRESS NVMe Base Specification

DO DOTIAIIIN 3 Wi —
S . 0 .’ w ’ oo NVMe Command Set Specifications
0 ’r. .. 'O
’." » NVMe Transport Specifications

) - NVMe-MiI Specification

-w_

NVMe-oF Specification

Drivers

.
- »

The NVMe 2.0 Specifications have been published!

To learn everything you need to know about the NVMe 2.0 Specifications and new Technical Proposals,
click HERE.

STORAGE DEVELOPER CONFERENCE
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NVMe Adoption

» Today (2022) total NVMe market size is over $80 Billion

> By 2030 NVMe market will exceed $175 Billion (CAGR 28%)

» Nearly ALL servers shipping today support NVMe drives

» All enterprise networking adapters sold today are NVMe-oF capable
» Over 80% of the All Flash Storage Arrays are based on NVMe

» By 2026 SSD/flash will be cheaper than enterprise HDD/disks

Sources: G2M Research, Wikibon, & others

Future-Proof your IT Infrastructure
by upgrading to NVMe today

22
Kamal Bakshi, Cisco Bl D
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What is NVMe/oF? Why should I care? What to watch out for? Reap Benefits!

What problem are What is the value What are the Do’s & Don’ts Better performance,
we trying to solve? proposition & advantages for best experience? Easy to maintain,
of this technology? High ROI

KNOWLEDGE IS THE KEY TO SUCCESS

NVMe-PCle NViMe-oF FC-FCP FC-FS NVMe-cDC | NVMe-KV
PCled0 " . 84pages | NVMe-TCP 117 pages 504 pages || TP8010 82pages | 23 Pages
1053 pages Peg NVMe-CMD 35 pages ! NVMe-MI
I————1105 pages NVMe-FC2 NVMe-ZNS
NVMe-Base NVMe-RDMA 95 (7S 161 pages
455 pages 16 pages

(...but over 3000 pages!)

STORAGE DEVELOPER CONFERENCE

5| ©2022 Storage Networking Industry Association. All Rights Reserved R v' > S D @
' ' Kamal Bakshi, Cisco



Agenda

1. Data Center Storage Architecture
2. NVMe/FC Architecture
3. NVMe/TCP Architecture

Appendix
= NVMe Evolution
= NVMe/PCle Architecture
= NVMe/FC Packets
= NVMe/RoCEv2 Architecture
= NVMe Advanced Features

https://www.ciscolive.com/on-demand/on-demand-library.html?search=kamal%20bakshi#/

(Cisco Live video session that covers the above Appendix topics)

STORAGE DEVELOPER CONFERENCE
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https://www.ciscolive.com/on-demand/on-demand-library.html?search=kamal%20bakshi

DC Storage Infrastructure

STORAGE DEVELOPER CONFERENCE
=SDE
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Data centers are fast adopting 100G/400G Ethernet

Data Center

Ethernet Infrastructure $ss

100G, 200G, 400G, (800G) *

BUSINESS > MARKET RESEARCH

800G data center switch ports to top 400G by 2025: Dell’'Oro

The availability of 800G optics and 25.6T chips has already created a demand for 800G switch ports, according to Dell’Oro.

Stephen Hardy
July 19, 2022

Quick Google Search

NIK -Cisco Nexus Ethernet Switch STORAGE DEVE

LOPER CONFERENCE
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©1994: Traditional Storage Infrastructure is Fibre Channel

Data Center

Ethernet Infrastructure $ss

100G, 200G, 400G, (800G) *

Fibre Sss Server Server
Channel

32G, 64G, 128G*

MDS Director

SCSI/FC

<
SCSI-FCP
NIK -Cisco Nexus Ethernet Switch MDS -Cisco Fibre Channel Switch

STORAGE DEVELOPER CONFERENCE
. =SDG
Kamal Bakshi, Cisco
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' 2017: New NVMe/FC technology works on existing FC

Data Center

Ethernet Infrastructure $ss

100G, 200G, 400G, (800G) *

Fibre SssNVMe/Fc Server Server
Channel

32G, 64G, 128G*

MDS Director
NVMe/FC | SCSI/FC

C <
NVMe/FC seamlessl
NVMe 5o / S SCSI-FCP
AFA works on the existing
Fibre Channel Transport
NIK -Cisco Nexus Ethernet Switch MDS -Cisco Fibre Channel Switch STORAGE DEVE

LOPER CONFERENCE
PS -Dell PowerStore All-Flash Storage <l S D @
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Is Fibre Channel Meeting Your Storage Criteria?

"Houston, Do we have a problem ?"

Fibre Channel

Check List $84 [foz
1-Security F I b re NVMe/FC Server Server
-Dedicated Fabric, FC-SP, Hardware Zoning NVMe
2-High Availability Channel FCP

-Dual Fabric A/B, Multipathing, Lossless/B2B
3-Built in SAN Fabric Services/Automation *
-Addressing, Directory Services, Name Server, Change Notifications 326' 64G' 128G
4-High Performance

-Congestion Control/Slow Drain (B2B, DIRL, FPIN), MDS Director
-Bandwidth, Throughput, IOPS, Latency, Zero Copy
5-Management NVMe/FC | SCSI/FC
-Storage Troubleshooting, Topology, Storage Analytics = <
6-Scalability NVMe NVMe/FC seamlessly
-Fabric Architecture, Max. Switches/domain, Virtual SAN AFA PS works on the existing sltslael

7-Ecosystem/Interop/Certification

-Driver support, Adapters, Optics, Storage arrays, Switches Fibre Channel Transport

MDS -Cisco Fibre Channel Switch STORAGE DEVELOPER CONFERENCE
PS -Dell PowerStore All-Flash Storage i 22
11 | ©2022 Storage Networking Industry Association. All Rights Reserved. it
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© 2020: NVMe/TCP transport binding specification released

Data Center

Ethernet Infrastructure $ss

100G, 200G, 400G, (8006)

Server Server Fibre SSSNVMe/Fc Server Server
Channel

32G, 64G, 128G*

MDS Director

works on the existing |NVMe/TCP  NVMe/FC | SCSI/FC

NVMe/TCP seamlessly

Ethernet Transport ' NVMe NVMe/FC seamlessly ’SCSI-FCP
AFA P2 works on the existing

Fibre Channel Transport

N9K -Cisco Nexus Ethernet Switch MDS -Cisco Fibre Channel Switch STORAGE DEVELOPER CONFERENCE
PS -Dell PowerStore All-Flash Storage . S D @
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Q: Does NVMe/TCP offers better Price/Performance than NVMe/FC?

Data Center

Ethernet Infrastructure $ss

100G, 200G, 400G, (8006)

Where to Invest ?

Server Server Fibre SSSNVMe/Fc Server Server
Channel

32G, 64G, 128G*

MDS Director

works on the existing |NVMe/TCP  NVMe/FC | SCSI/FC

NVMe/TCP seamlessly

Ethernet Transport ' NVMe NVMe/FC seamlessly ’SCSI-FCP
AFA P2 works on the existing

Fibre Channel Transport

N9K -Cisco Nexus Ethernet Switch MDS -Cisco Fibre Channel Switch STORAGE DEVELOPER CONFERENCE
PS -Dell PowerStore All-Flash Storage < 27
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Can NVMe/TCP provide FC SAN like services?
1-Security

2-High Availability
3-Built in SAN Fabric Services/Automation

4-High Performance

5-Management
6-Scalability

7-Ecosystem/Interop/Certification

STORAGE DEVELOPER CONFERENCE
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2022: NVMe/TCP is not plug & play as compared to NVMe/FC

1-Security

-Dedicated Fabric (Y), FC-SP (TLS1.3), Hardware Zoning (SDN)
2-High Availability

-Dual Fabric A/B (Y), Multipathing (), Lossless/B2B (ECN/PFC)
3-Built in SAN Fabric Services/Automation

-Addressing (SDN), Directory Services, Name Server, Change Notifications (CDC -TP8009/10)
4-High Performance

-Congestion Control/Slow Drain (DIRL, FPIN) (TCP Congestion Control Methods ?)

-Bandwidth/Throughput/IOPS (100G/400G), Latency (Smart Buffering), Zero Copy (DPU?)
5-Management

-Storage Troubleshooting/Topology (Y), Storage Analytics (SOC Analytics ?, HBA Analytics)
6-Scalability

-Fabric Architecture, Max. Switches/domain, Virtual SAN (TCP is highly scalable)

7-Ecosystem/Interop/Certification (TBD: In pilot testing)
-Driver support (Linux, ESXi, Windows), CDC, Adapters, Optics, Storage arrays, Switches

STORAGE DEVELOPER CONFERENCE
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With NVMe you can take Advantage of both (FC & Enet) Infrastructure Investments! «

Cisco Single Pane of Glass (Nexus Dashboard) - NVMe Storage Management

APIC NVMe NDFC
ACI Insights LAN
LAN Analytics

\ A |19
\ '
\ i
\ ’
\

Cisco NVMe Anywhere
Hybrid Storage Fabric

\\ Insights

N9k

NDFC SAN Analytics

N9k SAN NVMe

nev NOK

Enet | Enet FCOE Enet
_ ] ) . NVMe/FC |
Server Server TCP Fabric Services (CDC) FC Fabric Services Server Server
NVMe NVMe mDNS Directory Service NVMe
\ / Push/Pull Registration Name Server DB FCP
Fabric Zoning (FZL,FZS,FZR) Zone Server DB
Centralized AER (Async. Event Reg.) RSCN
Discovery
Controller NVMe/TCP NVMe/FC MDS Director
I
NVMe/TCP 100G _ 32GFC NVMe/FC | ‘ ECp
h Storage ———
- SCSI/FC
Ethernet ps | Array Ly ] / SCSI-FCP
N9K -Cisco Nexus Ethernet Switch \/Flash/NS F | b re Cha n nEI
CDC: Dell’s SFSS/CDC MDS -Cisco Fibre Channel Switch STORAGE DEVELOPER CONFERENCE
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NVMe Storage Architecture

Cisco Slngle Pane of Glass (Nexus Dashboard) - NVMe Storage Management

—r

APICIW NDFC P \DEC SAN Analytlcs
S\ ACI _~|Insights |\ LAN QN nvve
" LAN Analytics : | Insights

g "

N9k' Cisco NVMe Anywhere nev N9k N9k

Hybrid Storage Fabric

Enet ’ iR FCoE Enet
, ‘ . . ) ) e S — ,
Server Server TCP Fabric Services (CDC) FC Fabric Services Server ’ Server ‘
NVMe NVMe mDNS Directory Service NVMe S E—
' Push/Pull Registration Name Server DB '
Fabric Zoning (FZL,FZS,FZR) Zone Server DB
Centralized AER (Async. Event Reg.) RSCN
Discovery
Controller NVMe/TCP NVMe/FC MDS Director
NVME/TCP 100G 32GFC NVMe/FC I
Eth t Storage JJF SCSI/FC
o Array = Fibre Channel
Flash/NS iore anne

STORAGE DEVELOPER CONFERENCE

e
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NVMe Storage Architecture (Enet NIC)

PCle

NIC Card

<

All Flash
Array

o

- * pCle| PMA | |0
Engine
NIC /7~
Hwd
queues
Network Interface
MAC *  —
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NVMe Storage Architecture (PCle SSD)

PCle
< >
Memory
IDDR I PCle Register
I BAR Address
PCle MSIx space
A NVMe-oF
d'
PCle
Lanes
o
)
: <
(a
v
All Flash
Array

Engine

T 1
NIC
EO
queues

Network Interface

ﬂ* PCle DMA

NVMe/PCle SSD
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NVMe SSD
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—% NVMe Storage Architecture (I/O Controller)

PCle
- —> Mlpcie| PMA
Memory  1/0 CNTL NVM $SQ/CQ, Engine
IDDR " lPCle Register | 9Min-Q /0.Q 1
=S [NEE Sz I
BAR Address —= = Hwd
0 1 'n queues
PCIE MSlx space Network Interface
A NVMe-oF MAC *¢:‘>
1 NVMe Subsystem NVMe I/O
PCle Subsystem
Lanes [ )
I— Controller
/0 CNTL NS
I - ‘IIIILBIAI|\
o ‘ T Name Space
4 |Host ‘cha el #0 v >
i E O [pcle| Properties Fclatslh NSID/volume
nti.
\4 = <channel # 3 1
Processor
NAND Flash
All Flash  nvimve/pPcle = ‘!llll! NVMe SSD
Array SSD
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NVMe Storage Architecture (Discovery Controller/DDC)

DDC
Direct Discovery

Controller (no 1/0_Q)

I

PCle
- — Mpcie| PMA
Memory  1/0 CNTL NVM SQ/CQ Engine
'DDR l PCle Register Admin_Q = S 1 '
I BAR Address = IfrEllfrEl Hwd @
0 1 'n queues
PCIe HUSE SRS @ Network Interface
4 DDC | NVMe-oF & e 4
ort-
4 (Discovery CNTL ) NVMe Subsystem
PCle Admin 0 |— :
Lanes saq/cQ = f )
NSID
7| Log Page 70 1/0 CNTL NS
\_ J \ ) - LBA
@ Door @ ......
Host 2~ Bells % <chamel #0 ¥ >
; E < |pCle| Properties Fclatslh
O |Intf. ] . q|
M o Processor A P
NAND Flash
All Flash  nvime/pPcle (- .‘!....!
Array SSD
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NVMe Storage Architecture (Administrative Controller)

PCle
- —> Mlpcie| PMA
Memory  1/0 CNTL NVM $SQ/CQ, Engine
IDDR I PCle Register Admin_Q /0_Q S 1 X
I BAR Address IE,E IfrEllfrEl Hwd @
0 1 'n queues
PCIe Mbhdspdce @ Network Interface
A DDC NVMe-oF = MAC  —
Port-ID
Administrative 4 (Discovery CNTL ) NVMe Subsystem
Controller PCle Admin 0 |— :
Lanes sa/ca  HE [ )
I/O CNTL S
Q_og Page 70 y NS
R \ P _,1 LBA r
Administrative CNTL @ Eolcl’r @ O NNE
NVMe-MI Host [ ——— ¢ | (chapnel #0 3 .
< |pCle| Properties Fclatslh
O |Intf. — R »
M o Processor A P
NAND Flash
All Flash
as NVMe/PCle |[ FTL 0000
Array SSD

=sSDG
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NVMe/TCP Storage Architecture (CDC Controller)

PCle
< > —>Mpcre| PMA
Memory /0 CNTL NVM SQ/CQ Engine
IDDR “Ipcle Register | Ad4Min-Q /0.Q 1
Sz == S= I ) e
BAR Address — = e Hwd
0 1 'n queues
MSI
PCIe SIx Space @ Network Interface NVMe-TCP
4 DDC | NVMe-TCP & MAC j >
Port-ID
PCle Admin 0 = v
Lanes sa/ca  HE [ h
I/0 CNTL I
Log Page 70 NS
\_ y, 1 LBA r
\. A —1>
Administrative CNTL @ Dolcl’r @ ... ...
NVMe-MlI Host [—£——ols o | chafinel #0 ¢ i
< |pcle| Properties | Flash Centralized
2 Intf. — Cntl. |¢ > .
v (ON chafnel #1 3 Discovery
o Processor
All Flash NVMe/PCI NAND Flash Controller
e/PCle| || Fmw 0000
Array SSD

=sSDG
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NVMe Storage Architecture (Information)

Tunable
Features

Properties

areonthe ——

controller’s
memory space

DDR
 \1

Log Pages, ID#

/

\

Identification
of Controller
& NameSpace
(CNS)

STORAGE DEVELOPER CONFERENCE
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PCle
- —>Mpcie| PMA
Memory  1/0 CNTL NVM $SQ/CQ, Engine
' l PCle Register Admin_Q /0_Q — i 4
BAR Address IE,E IfrEllfrEl Hwd
0) 1 n &
PCIE Mslx Space OIS w Logs ] Network Interface
A DDC NVMe-oF Identity | [& MACj¢
[ Port-ID
4 (Discovery CNTL ) i} NVMe stem
PCle Admin 0 |— , —
Lanes sQ/cQ = CNTL# -
Log Page 70 NS P
" g y |/O CNTL LBA
\. A —1>
S mDNS Responder @ Door @ ......
Host —*~ Bells ‘chamel #0 ¢ >
< |pcé| Properties | Flash
< 8 Illtf ~ Cl’ltl. < h 1#1 t >
o Processor s
NAND Flash
All Flash
as NVMe/PCle | FTL 0000
Array SSD
Kamal Baks

=sSDG
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NVMe Storage Architecture (Properties, Features)

Controller Type

-
. N
-Discovery Controller \\:x\
-1/0 Controller AN
-Administrative Controller %
<

N

Properties (Get/Set)

00-07 Controller Capability
08-0B Version

14-17 Controller Configuration
1C-1F Controller Status =—___
20-23 NVM Sub. Reset

FOO-FFF Command Set Specific

PCle —=
- — M pcre PMA
% Memory  1/0 CNTLNVM SQ/CQ _o-"| Engine
| Al F PCle Register Admin_Q /0_Q ,/"' 1 '
\ Sao _ SR NIC
AN S BAR Address = = Hwd
N ‘\\ 0 k’r n queues
PC S~ MSIx space | Features L
‘l\e Sso o 08> Network Interface
4 DDC NVNIe;oF Identity | [& MAC
N - X< [ Port-ID
J 2 ~l([)iscovery CNTL ) S i}NVMe Subsystem
PCle Admin 0 |— % v
Lanes sa/cq =& [ CNTLH )
Log Page 70 NS P
" g Fag y |/O CNTL LBA
\. ) ——t—>
-~ =~==4____| mDNSResponder @ Door @ ......
o= --—--~- Host o Bells ] chahnel #0 1:
-~ > >
STTECTep Properties | Flash
o Processor S
NAND Flash
All Flash
as NVMe/PCle |L FIL 0000
Array SSD
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Feature ID (Get/Set)

+” 01 Arbitration

02 Power Mgmt.

04 Temperature Threshold

06 Volatile Write Cache

07 Number of Queues

08 Interrupt Coalescing

0B Async. Event Config.

0C Autonomous Power Trans.

0D Host Memory Buffer

OE Timestamp

OF Keep Alive Timer

10 Host Controlled Thermal Mgmt.
11 Non-Operational Power Transition
12 Read Recovery Level Config

13 Predictable Latency Mode Cfg.
14 Predictable Latency Mode window
16 Host Behavior Support

17 Sanitize Config

18 Endurance Group Event Cfg.

19 1/0 Command Set Profile

20 Key Value Command set

7D Enhanced Controller Metadata
7E Controller Metadata

7F Namespace Metadata

80 Software Progress Marker

81 Host Identifier

82 Reservation Notification mask
83 Reservation Persistence

84 Namespace Write Protection Cfg.

STORAGE DEVELOPER CONFERENCE
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NVMe Storage Architecture (Log Pages buffer, Identify/CNS buffer)

Identify (Controller/NS) Log Page ID
CNS value RN PCle P
'\.\ < >~ — PCle DMA g 00 Supported Log Pages
H ~ ‘ L, .

Active Namespace Mgmt. Seo Memory I/0 CNTL NVM $Q/CQ Engine |_4 01 Error Information _

00 Identify Namespace for NSID ‘\_ Admin Q 70 m— 02 Smart Health Information

01 Identify Controller DTTR PCle Register - /0_Q T 7 l 03 Firmware Slot Information

03 NS ID descriptor for NSID R Address —— = Hywd 05 Commands Supported

~ 0 1 'n < :

04 NVM Sets List Sso _f [Queues 06 Device Self-test

05 1/0 command set / NSID MSIx space || /g 07 Telemetry Host-Initiated

06 I/0 command set /Controller PC I € paq‘= catures @ Logs Network Interface 08 Telemetry Controller-Initiated
07 Active NS ID List (/0O cmd. set) A DDC NVMe-oF Identity | [& MAC 09 Endurance Group Information
08 1/0 cmd set Independent - [ Port-ID OA Predictable Latency /NVMe set

A (Dlscovery CNTL ) i} NVMe Subsystem 0B Predicable Latency Event

Controller NS Mgmt. PCle Admin 0 |— v 0C Asymmetric Namespace Access
10 Allocated Namespace ID List Lanes sa/ca  HE é CNTL# ) 0D Persistent Event Log

11 Identify NS / NSID NSID OF Endu_rance. Group Event

12 Controller List attached to NSID \ Log Page /70 y |/O CNTL NS BA 10 Media Unit Status _

13 Controller Lists in NVM Subsys. \ J— 11 Supported Capacity Cfg. List

14 Primary Controller Capabilities mDNS Responder @ Daar @ ... ... 12 Feature Identifiers SdUPPOFtEd ;
15 Secondary Controller List Host | —&_els 3 chahnel #0 ¥ ii EMVe—MIdcch)r;man SLsuisorte

ity Li 08 omman eature Lockdown
17 001D Lot retorm o Host 3 b 3 [Bcle| Properties Flash i 15 Baot Partitor
- ntl. . . .

18 Domain List v 8 Intf. <channel 41 t q| 16 Rgtatlonal Media Information
19 Endurance Group List Processor i Flaih ;(1) 3|SC0§—'FY

1A 1/0 command set / NSID AND Flas ost Iscovery

1B /0 command set /Identify NS All FIaSh NVME/PCle |L FIL | \ |!....! 80 Reservation Notification

1C 1/0 command set data structure Array SSD 81 Sanitize Status

STORAGE DEVELOPER CONFERENCE
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NVMe Storage Architecture (Architecture)

Tunable

Features |

(Direct)
Discovery
Controller

Administrative

Controller \

Properties
are on the
controller’s
memory space

\
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NIC Card
PCle
< > —>Wrcie| PMA [ Log Pages, ID#
Memory /0 CNTL NVM SQ/CQ Engine
B T PCle Register Admin_Q [ 1 l |/0
BAR Address (IT_'El T Hwd X Controller
—, n €S
PCle MSIX space | Features g Logs [+ N NVMe-TCP
\A DDC NVMe-oF Identity |vI5 M‘g/j¢T
[ Port-ID
,,\A fDiscovery CNTL ) i} Nwﬁte/\m TCP/CDC Cntl
PCle Admin0 [|— v oo .
Lanes sQ/cQ —= é CNTLH# A / | |C|entlflcat|0n
NSID
| . \logPage70 /0 CNTL NS || of Controller
*<> \ Jo—t LBA & Namespace
S mDNS Responder @ Door @ ......
;. A (CNS)
Host <cha nel #0 v >
; E\O.\p\cls Properties | Flash
! o | Cntl et r N Name Space
o Processor . l NSID/volume
NAND Flash
All Flash  nviwve/Pcle (e ‘!...as.! 4+
SSD NVMe SSD
Array
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NVMe/FC Architecture

Cisco Single Pane of Glass (Nexus Dashboard) - NVMe Storage Management

APIC | NVMe NDFC ” Niy7amy, AN Analytics
ACI Insights LAN NS SAN NVMe
LAN Analytics —— \\ Insights
m e Cisco NVMe Anywhere vey N9k N9k
. . . , e _
Server Server TCP Fabric Services (CDC) FC Fabric Services Server Server
NVMe NVMe mDNS Directory Service NVMe
\ / Push/Pull Registration Name Server DB FCP
Fabric Zoning (FZL,FZS,FZR) Zone Server DB
Centralized AER (Async. Event Reg.) RSCN
Discovery
Controller NVMe/TCP NVMe/FC MDS Director
100G _= 32GFC NVMe/FC
NVMe/TCP | ‘ FCp
h Storage ———
= SCSI/FC
Ethernet o Array SI/ SCSI-FCP
NIK -Cisco Nexus Ethernet Switch \/Flash/NS Fl bre Cha n nEI
CDC: Dell’s SFSS/CDC MDS -Cisco Fibre Channel Switch STORAGE DEVELOPER CONFERENCE
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NVMe/FC Architecture

STORAGE DEVELOPER CONFERENCE
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NVMe-Over Fabric

— EEm BEE BN S o
B S — ——

PCle - —
< ,’L’ > S PEIE DMA
- Memory NV)./IESQ/CQ S o Engine
= lDDR l PCle Registep |/Admin B QN‘Q 1
//r BAR AddreSs I_IE| I_lE| I_IE| de@ @
\ queues g
s MSIx spaceN\ - > :
' ~ o etwori_( Interface
A NVMe-oF ~ NIC AC *"
\ } N -~ - /
\ _—
J  NVMe-PCle ,———
A\ ( ) /7
PCle Z
Lanes , NVMe CNTL ||, < LBA
~
) ~ -,r[O —F mam [
< » ¢ |Host channel #0 v
< > G PCle . Flash‘ >
< > a Intf Device Memory| cptl. <
v : channel #1 $
Processor
NVMe/PCIe NAND Flash
L_Fm 0O0000
Storage Array

30 | ©2022 Storage Networking Industry Association. All Rights Reserved.

Kamal Bakshi, Cisco

Fibre Channel
Ethernet

~ Infiniband

N
NVMe-oF ~
\
I |
o < N /L
/" H A\

_\\ Fabric \/_..J Netww(
\"\\\\ -4 _ |- “Ada pter
oNVMe-FC NVMe-oF
eNVMe-TCP

NVMe-oF SQ/CQ
eNVMe-RDMA Admin
-Infiniband,
-RoCEv2 Host Software
~ (under 10usec)
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NVMe-FC Transport

vV

Connect to NVMe Cntl.

Create NVMe Queues

Discover Namespaces

Start NVMe 1/O operation

31| ©2022 Storage Networking Industry Association. All Rights Reserved.

Get ID FC4 Feature

Host NVMe Cntl.
: |
Fabric Login , | Discovery 1/O Cntl.
(FLOGI) i
_Port Login -Ingress :
(PLOGI) "

GET_ID FF)

Port Login -Target

v

<
<

(PLOGI) i

Process Login -Target

v

A

(PRLIN /NVMe-FC)
Link Services Cl:reate NVMe Association

A

(LS_CASS) :

Create NVMe Admin Queue

v

v

A

(NVMe_Connect)

Enable the NVMe Controller

v

A

(Get/Set Prope%rty)
Get the I/O Cor:ntrollers list

v

A

(Get Log Page I:D 70)

Link Services Cl:reate NVMe Association

»

A

(LS_CASS)

Kamal Bakshi, Cisco
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NVMe-FC Transport

vV

Host

Connect to NVMe Cntl.

U

Create NVMe Queues

U

Discover Namespaces

U

Start NVMe 1/O operation
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A

NVMe Cntl.

Discovery |/O Cntl.

Create NVMe Admin Queue

A

(NVMe_Connect)
Enable the NVMe Controller

A 4

(Get/Set Property)
Create NVMe I/O Connection

v

A

A

(LS_CIOC)
Create NVMe I/O Queues

v

(NVMe_Connect)

Kamal Bakshi, Cisco
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NVMe-FC Transport

vV

Host

Connect to NVMe Cntl.

J

Create NVMe Queues

U

Discover Namespaces

I

Start NVMe 1/O operation
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A

NVMe Cntl.

Discovery |/O Cntl.

Get Controller’s details

7 N

(NVMe Identify-01, 1C)
Get Active NS List

v

A

(NVMe Identify-02)

Host issues Write Command

v

(NVMe Write)

Kamal Bakshi, Cisco
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NVMe-oF (NVMe Subsystem)

Memory NVMe SQ/CQ

NVMe-oF

NVMe Subsystem.NQN

Port-ID

| CNTL-ID
NVMe CNTL

Host
PCle :
Intf Device Memory
NVMe/PCle
SS
Storage Array | -
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-NVMe Subsystem consists of multiple CNTLs
-Controllers provide access to Name Spaces

via SQ/CQ

-Subsystem Port (Port-ID) is a protocol
interface between an NVM subsystem & host

Kamal Bakshi, Cisco
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NVMe-oF (FC Mapping Abstractions)

r

Initiato
Host
Memory ‘ a
Region #1
_— —  SQE
Memory
Region #2
\/__
NVMe-FC
NVMe-Port ID >

<
<«

FC Fabric

—,F NVMe-Port ID

LBA

Namespace

|NSID

NVMe
CNTL

NVMe Subsystem

NVMe-FC

g NVMe Host Submits a NVMe_Write command as SQE (Submission Queue Entry)
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NVMe-oF (FC Mapping Abstractions)

Initiator

Host

Memory
Region #1

Jﬁ

Memor

RegioE Data Series
SQE

\ 4

NVMe-FC

NVMe-Port ID

.._

FC Fabric

LBA

Namespace

|NSID

NVMe
CNTL

NVMe Subsystem

NVMe-FC

—,k NVMe-Port ID

e Data pointed by the Host SGL is placed in a Data Series and command

is passed to NVMe-FC layer
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NVMe-oF (FC Mapping Abstractions) -Association ID

Initiator
Host o
e NVMe Association ID 100

Memory
Region #1
J:ﬁ
Memory
Region #2 | Data Series
L | QE
Association ID

NVMe-FC \ /

NVMe-Port ID .._ EC Fabric

—,F NVMe-Port ID

LBA

Namespace

INSID

A

NVMe
CNTL

NVMe Subsystem

NVMe-FC g

6 The Host NVMe-FC layer specifies the NVMe-FC association with the NVMe controller
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NVMe-oF (FC Mapping Abstractions) -Connection IDs

NVMe Association ID 100

NVMe Connection ID 10
NVMe Connection ID 11

NVMe Connection ID 12

Initiator

Host NVMe-oF
Memory queues
Region #1
— Admin ||=
Memory _ -
Region #2 | Pata Series| |/0 ||z
\/_ A 4 QE -
Association ID EE
Connection Il NVVMe-FC

(Queue ID
NVMe-Port ID

.<— FC Fabric

2 & 1
) N

Target
" NVMe 00—
queues LBA
Namespace
Admin SQ/CQ
INSID
/0 sQ/cQ 1
NVMe
NVMe-FC g
CNTL
T NVMe Subsystem
NVMe-Port ID

0 The Host NVMe-FC layer maintains a mapping of Host queues (NVMe-oF) to
the NVMe controller’s NVMe queues (SQ/CQ) via connection IDs.
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NVMe-oF (FC Mapping Abstractions) -Exchange 1Ds

Initiator

Memory
Region #1
— Admin

Memory -
Region #2 | Data Series 1/O

.

A 4

Host NVMe-oF

queues

Association ID

Connection I} NVVMe-FC

=Hlo

Il
mT
N

(Queue ID
| Q
XID
NVMe-Port ID

v
A

Target
" NVMe 0 —
NVMe Association ID 100 queues LBA
; _ Namespace
NVMe Connection ID 10 0 |[EF/|Admin SQ/CQ
) I < NSID
} NVMe Connection ID 11 : EIE /0 SQ/cQ |
N <
NVMe Connection ID 12 _IE NVMe-EC J NVMe
' CNTL
T NVMe Subsystem
FC Fabric NVMe-Port ID

Upon receiving the SQE command NVMe_Port allocates XID for the NVMe-FC I/O

operation and associates the NVMe command in the SQE to the Exchange. All NVMe
|Us for the NVMe-FC I/O operation are transmitted as part of this Exchange.

STORAGE DEVELOPER CONFERENCE
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NVMe-FC (Association ID, Connection ID, Exchange ID, Queue ID )

Initiator farget
Host | NvMe-oF - . NVMe |
Memory queues NVMe Association ID 100 queues LBA
Region #1 | _ Namespace
- Admin [ [=F]|o NVMe Connection ID 10 0 ||=fg|Admin sQ/cQ NS
oy : _ s Rl | -
Eg'o”/#z Pata Series| |/o =Hl1 NVMe Connection ID 11 Y EIE /0 sQ/cQ
y - I N <
Association ID :E 2 } : 2 E5 NVMe
Connection I} NVVMe-FC NVMe Connection ID 12 : - NVMe-FC 1 CNTL
(Queue ID |
l @ XID NVMe Subsystem
NVMe-Port ID :.: I FC Fabric .| NVMe-Port ID
SQE /0

Operation

e The initiator NVMe_Port transmits the NVMe_CMND |U payload to start the
NVMe-FC I/O operation.

STORAGE DEVELOPER CONFERENCE
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NVMe-oF (HBA/MSIx Interrupts)

PCle -
M : PONS\;[NKS/C(Q/I > *PCIe v
em?ry Admin 7 T0™ 3-1/0 Frame
ppr  PCle Register - ' - \
I BAR Address —= \\:i -
MSIx space ' N - N Host
etwork Interface . Door
A NVMe-o 5-F€tCh I/O MAC FC Fabrlg J— g Host Bus el
; Port-ID / -
PCle NVMe subsysterdl 6-\Write 1/O SW [ Adapter -
( : ] L
/0 CNTL NS m | | VNIe-oF :
o ) Door i ' ... NVMe-of SQ/CQ i
A . I
8 Ecoit .BeII - FlaSh<chamel #0 v > Admin Vo) . :
i & Il fe Device Memory| Cpl. | J = ==1E=t
N . Processor chapnel #1 § . - L
NVMe/PCle NAND Flash 1-Write I/O Req ‘.‘
SS | o (IR ‘ Host Software
Storage Array |
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NVMe-oF (Discovery Services Subsystem)

-Discover Subsystems with Namespaces

Storage Array

NVMe-oF
Port-ID
- € e e ———— ->
(Discovery CNTL )~ NvMe Subsystem.NQN1 |
Admin ¥
NSID
Log-Page 70 < /0 CNTL%J\Q — —
NVMe Subsystem \L 4 < > m
.Discovery Services T
Host chahnel #0 y >
PCIe . laSh N
Intf Device MemoryN&(_\.‘m-n&#1 7
Processor ¢

]

|[ FTL

NA sh

q
-«

-Discover Multiple Paths to Subsystems
-Discover Static I/O Controllers

-Manage Async. Event Notifications

#1 FC Name Server
identifies the NVMe-FC Ports

including that offers Discovery Services

Fabric

A
o

#3 1/0 Controller

Identify (CNS 02)
Active Namespaces

#2 Discovery
Controller
\identifies the other
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NVMe Subsystems

Host

Host Bus
Adapter

NVMe-oF

Host Software

I/O CNTL, Discovery CNTL

Kamal Bakshi, Cisco
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NVMe-FC Protocol Flows

PCle FLOGI LS CASS |dentify
— g DMA PLOGI Connect Get Lo
Memory _ NVM Sa/c *me — PRLI Property  Writ /i d
- I roper rite/nea
DDR  PCle Register Admin /0 . T ] P Y
I BAR Address IE,E| EE' IE|E| Hwd @ 7
queues T T
MBI space Network Interface “/ \3‘
A NVMe-oF MAC ~  FCFabric  —u J Host Bus
_________________________ Port-ID \\;/ u
PCle Admin  |— v
Lanes sa/ca == (CNTL-ID ) .
NSID
Log Page 70 1/O CNTL NS < NVMe-oF
s || & J—1= LBA
e Subsystem < - - )
.Discovery Services | o ..... > TZMG oF SIS);)/CQ
' h 1#0 v min
i E 8 Ecoite : Flash‘c S 2 NVMe_OF i v -
o e Device Memory| cpf], | ) |§E| IEE |§E|
N Processor chapnel #1 § Protocols
NVMe/PCle — NAND Flash
SS L_rr oooo Host Software
Storage Array |

STORAGE DEVELOPER CONFERENCE
Host o
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NVMe-FC Protocol Flows (FLOGI)
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FC Fabric\\ j—»J Host Bus
4 SW >
1-FLOGI

Flogi (Fabric Login)
FCID is assigned
B2B are initialized

Adapter

NVMe-oF

Host Software

I I O St STORAGE DEVELOPER CONFERENCE
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NVMe-FC Protocol Flows (PLOGI)

45 | ©2022 Storage Networking Industry Association. All Rights Reserved.

Port Logins
Name Server Login -Registration
Fabric Controller - SCN

Get ID_FF (FC4 Features Support)
-Type 28/NVMeoFC
-Feature 04/Discovery Services

FC Fabric /—»J Host Bus
lsw Adapter

2-PLOGI
NVMe-oF

3-GID_FF

Port IDs list
-NVMe-FC Host Software
-Discovery Svc.

I I O St STORAGE DEVELOPER CONFERENCE
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NVMe-FC Protocol Flows (PRLI)

PRLI NVMeoFC
Service Parameter Page
— NVMe-FC — <«—  FCFabric /—*J Host Bus
_________________________ ort- Q 7 y
(Discovery CNTL ) NVMe Subsystem.NQN1 1 - A Ada pter
NVMe-FC
\_ _J 4-PRLI
NVMe Subsystem <
.Discovery Services -
Service Parameter
e|nitiator NVMe-FC
eTarget NVMe-FC
5 D S Host Software
Storage Array _ 'SLSE;OVGrV ve.

H Ost STORAGE DEVELOPER CONFERENCE
=SDGC
: I . - 22
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NVMe-FC Protocol Flows (NVMe Association)

Communication relationship between a
particular controller and a particular host
that encompasses the Admin Queue and
all 1/0 Queues of that controller.

P
y D
R  FCFabric —im
NVMe-FC R c Host Bus
ort- < -
(Discovery CNTL @ - Ada pter
Admin  |= NVMe Association
sa/ca =
I NVMe-FC
. Y, I
NVMe Subsystem
.Discovery Services |- (=
Host Software
Storage Array
H O St STORAGE DEVELOPER CONFERENCE
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NVMe-FC Protocol Flows (LS CASS)

NVMe-FC
(Discovery CNTL )

. J

NVMe Subsystem
.Discovery Services

Storage Array

Port-ID

4._ FC Fabrir\ j—»J Host Bus

Create NVMe Association

Host sends “Create Association”
NVMe_LS to the Discovery Service
subsystem WKA NQN
ngn.2014-08.org.nvmexpress.discovery

Y
~N

AN 777{\,\ 7777/)\\ //7 // Ad a pte r

NVMe-FC

LS_CASS

48 | ©2022 Storage Networking Industry Association. All Rights Reserved.

-
<

Create association
Descriptor (Payload)
-CNTLID FFFF

(dynamic controller)
-5Q Size (ADMIN) Host Software

-Host.NQN
-NVMe Su bsyste m-WKA H O St STORAGE DEVELOPER CONFERENCE
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NVMe-FC Protocol Flows (LS CASS ACC)

Controller Accepts the create association &
assigns the “Association ID” and

“Connection ID” that would represents the
Admin queue O

N\
J\‘
\

X

/ . /{\ J
e NVMe-FC o <«—  FCFabric —g Host Bus
ort- . -
(Discovery CNTL ) TN // Ada pter
NVMe Association ID#
Connection ID# I NVMe-EC
\_ Y, I
NVMe Subsystem
.Discovery Services |L » =
CASS-ACC
Accept Create association
Descriptor (Payload)
-Association |D# Host Software
Storage Array -Connection ID#

H O St STORAGE DEVELOPER CONFERENCE
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NVMe-FC Protocol Flows (Connect Command SQE)

NVMe-FC

(Discovery CNTL )
Admin
sQ/ca

queueid=0

NVMe Subsystem
.Discovery Services

Storage Array

<

Port-ID

NVMe Association Established

Host sends a NVMe Fabric
command “Connect” to create
the Admin SQ/CQ at the controller

_____
<

\‘/,//

\
S

A

,r/

NVMe_Connect

; \

-\ FC Fabric j_.i

TSQE]

-Queue

(Admin queue)

-Queue

-Keep Alive Timeout

(KATO)

Note: Discovery CNTL
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ID =0

Size

Host Bus
Adapter
NVMe-FC
'
I+ =5

Host Software

doesn’t have 1/0 queues

Host

Kamal Bakshi, Cisco
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NVMe-FC Protocol Flows (Connect Response CQE)

NVMe-FC

(Discovery CNTL )
Admin
sQ/ca

queueid=0

NVMe Subsystem
.Discovery Services

Storage Array

If a connection is established, then
the Controller ID allocated to the
host is returned.
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T \
4'—\/\ FC FabrlR /,—IJ Host Bus
Port-ID Q
Ty Adapter
NVMe Association Established
NVMe-FC
: ~ NVMe-OF
Connect_Resp T =1 o-Admin
[CQE]
Status code
-Success (CNTL ID) Host Software
H O St STORAGE DEVELOPER CONFERENCE
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NVMe-FC Protocol Flows (Get Property CC)

——

NVMe-FC

MAC
Port-ID

Admin O
sQ/cQ

@ropertles

(Discovery CNTL )

7

NVMe Subsystem
.Discovery Services

Storage Array

NVMe Association

“Get” command’s offset pointed to
CC -Controller Configuration buffer

N
- FC Fabrlg\'/ /,—»J Host Bus
& // y Ada pter
NVMe-FC
Get Property i
- +=Lh
CNTL
-Configuration
Buffer Host Software
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NVMe-FC Protocol Flows (Set Property CC.EN)

Enable the controller
Set “EN” bit to “1”

Ny ¥ N
/ ) ( “\

L >~ ' é A
NVMe-FC MACj‘_\/\ FC Fabric /—"J Host Bus
ort- ‘ -
fDiscovery CNTL ) \"”\ S aedd Ada pter
Admin 0 NVMe Associatio
sQ/ca
: NVMe-FC
Properties |4 Set Property [
NVMe Subsystem < &
.Discovery Services CC.EN =1 l_ *EE
Host Software
Storage Array
v s A st =spe
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NVMe-FC Protocol Flows (Set Property CSTS.RDY)

NVMe-FC

Admin O
sQ/cQ

(Discovery CNTL )

@ropertles

A

NVMe Subsystem
.Discovery Services

Storage Array

<

Set the Controller Status to Ready
Now Controller can start accepting
the commands

/ S —
/ c‘// o Y )
k|-  FCFabric W HostB
_— MAC@" —\\ L 4 oSt bus
T N /,/[ - Ad a pte r
NVMe Association
NVMe-FC

Set Property I
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csTsRDY Al

Host Software
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NVMe-FC Protocol Flows (Get Log Page)

Host sends Get Log Page-70 command to
retrieve the known NVMe Subsystems
within the storage target.

NVMe-FC /I,/ MACj—\/\ FC Fabrlc\\ /'_"J Host Bus
Port-ID -
(Discovery CNTL ) ,, Adapter
Admin 0
sa/cQ
Log Page |70 4
h/Me Subsystem <Get Log Page I

.Discovery Services

NVMe Association

NVMe-FC

LID =70 —

Host Software

Storage Array

H OSt STORAGE DEVELOPER CONFERENCE
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NVMe-FC Protocol Flows (Get Log Page)

NVMe-FC

(Discovery CNTL )

Admin O
sQ/cQ

NVMe Subsystem.NQN#1

Q_og Page |70 )
NVMe Subsystem
.Discovery Services

Storage Array

CNTL#8
1/O CNTL

The Discovery Log Page provides an
inventory of NVM subsystems with
which a host may attempt to form an

association.
y ' - " N
[t FCFabric T o Host Bus
Port-ID Q / >
Adapter

NVMe Association

NVMe-FC

Log Page ID 70
>

Subsystem Name T CE
(NQN#1)
-Transport Type

-Transport Address H Sof
-Controller ID#8 GStoONtWale
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-Subsystem Port ID

H O St STORAGE DEVELOPER CONFERENCE

Kamal Bakshi, Cisco vs D @




NVMe-FC Protocol Flows (create Association with 1/0 CNTL)

Storage Array

PCle
< >
Memory NVMSQ/CQ

I lDDR l PCle Register Adriin

BAR Address —=
0

\ MSIx space f
NVMe-FC I

NVMe j;bsystem.N QN#1

CNTLH8
|
|/O CNTL

MAC

-
Port-ID “\ -

NVMe Associa

| Connection IDO

<

NVMe Admin Queue Association
-LS_CASS
-NVMe Connect (queue #0)

Host Bus
Adapter

NVMe-FC

-LS_CASS
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-NVMe Connect

‘ -’EE 0-Admin

NVMe-OF

Host Software

Host
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NVMe-FC Protocol Flows (1/O CNTL Ready to accept commands)

PCle
< >
Memory NVMSQ/CQ
lDDR l PCle Register Adriin
BAR Add —=
ress 0
\ MSIx space f
NVMe-FC I
NVMe j;bsystem.N QN#1
Properties
Buffers ¥
Device Memory
Storage Array I

MAC

4

/ y : A
f/>\\ \ //
Port-ID | . / //'

NVMe Associa

\,\ b o

tion ID
| Connection IDO

<

Get/Set Properties
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Get Property CC (Controller Config)
Set Property CC.EN (Enable Controller)
Set Property CSTS.RDY (Controller Ready)

Host Bus
Adapter
NVMe-FC
1 NVMe-OF
‘ -’EE 0-Admin
Host Software
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NVMe-FC Protocol Flows (create I/0 Queues)

PCle NVMe I/O Queue #1 Connection
7 Memory NVM SQ/CQ g LS CIOC (queue id #1 / size)
e (oCle Register | oM “NVMe Connect” uses Admin queue

DDR
I BAR Address I—,-El |—|E|

MSIx space f f r )
| a L A J
NVMe-FC | MACj‘\;\ FC Fabric ~ — Host Bus
Port-ID ‘3 F
e - Adapter

NVMe ibsystenIN QN#1 B
NVMe Assoaatlon ID

CNTL#S
— I Enﬁci)ni)o— - NVMe-FC
I/0 CNTL Connection ID1 l
. ---------------I‘ NVMe_OF
Properties = - i
Buffers < > ->L'E| >Admin
Device Memory -LS_C|OC I_ - |§|E| 1-1/0 queue
-NVMe Connect
Host Software

Storage Array

STORAGE DEVELOPER CONFERENCE
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59 | ©2022 Storage Networking Industry Association. All Rights Reserved. Kamal Bakshi, Cisco vs D @



NVMe-FC Protocol Flows (NvMe Identify CNS 02)

PCle
< >
Memory NVM SQ/CQ
lDDR l PCle Register Admin
I BAR Address I—,-El |—|E|
\ MSIx space
NVMe-FC

Storage Array

NVMe jjbsystem.N QN#1

CNTLH8
|
|/O CNTL

Properties
Buffers

Device Memory

Flash [
Cntl.

MAC
Port-ID

LBA

—
=
2
I+
S

Get a list of “Active Namespaces”

| Connection IDO

Host Bus
Adapter

NVMe-FC

|dentify
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>
Active NS List

= ==

NVMe-OF
0-Admin

EE' 1-1/0 queue

Host Software

Host
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NVMe-FC Protocol Flows (NvMe Write)

PCle

it R NVMe “Write” command
Memory NVMSQ/CQ

uses I/0 queues to transfer
I lDDR l PCle Register Admin

data
BAR Address I—,-El |—|E|

N
L] MSIx space ,4 * ) \

| y A
NVMe-FC Il | MAC - FC FabnR —"J Host Bus
Port-ID < » d
NVMe Su'bsystenI.N QN#1 S S Adapter
CNTLHE' VI
e_
/D CNTL [ Connection ID1
B L= 1= =~~.=F] 0-Admin
Properties -Fl:S; <NV|V| Wri =- \\:l
— Cntl. =
nt <channel 7T > e rite o * =N 1-1/0 queue
NAND Flash E
EREEN Host Software
Storage Array

STORAGE DEVELOPER CONFERENCE
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NV

Me-FC

. NVMe-FC Remote Storage
e
< >~ > DMA i
viemors NVM 5Q/CQ *PCIe e over Fibre Channel
W PCle Register Admin /o — T l
I BAR Address IE|E| |1§|E| Hwd @ @ Fibre Channel
0 queues e Y \\_\
PCle NSIESEPRIes PCle ,4 / Network Interface /4’ . A J
Y NVMe-oF ol MAC - FCFabric  — Host Bus
D ™\ d ,' Port-ID @ | / d
Discovery CNTL ) NvMe Supsysten. NQN#1 A Adapter
PCle Admin 0 = - NVMe Association ID
Lanes sQ/cQ =
NVMe-FC
Q_og Page |70 y, Connection ID1
NVMe Subsystem - e e -l NVMe-OF
.Di Servi ‘ o o e =1 . .
iscovery Services ?'J - -..____< ;____:.- o - I ~ '\|;| 0-Admin
i E O Properties PgafP [ \
~ nti. —
M Processor “Cchafel 71 v l = = I?rgl 1-1/0 queue
NVMe/PCle ‘ NAND Flash E
SS L_Fm 0Oo0d Host Software
Storage Array
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NVMe/TCP Architecture

Cisco Single Pane of Glass (Nexus Dashboard) - NVMe Storage Management

APIC NVMe NDEC y NDFC SAN Analytics
ACI Insights LAN N9 SAN NVMe
LAN Analytics — \\ Insights

Enet | Enet FCoE Enet
TCP Fabric Services (CDC) i i NVMe/FC )
Server Server FC Fabric Services Server Server
NVMe NVMe mDNS Directory Service NVMe
\ / Push/Pull Registration Name Server DB FCP
Fabric Zoning (FZL,FZS,FZR) Zone Server DB
Centralized AER (Async. Event Reg.) RSCN
Discovery
Controller NVMe/TCP NVMe/FC MDS Director
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NVMe/TCP Architecture
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NVMe/TCP Fabric (Storage «Host)
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NVMe/TCP Fabric (Storage s Host)
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NVMe over Fabric (FC, TCP, RoCEv2)
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NVMe-TCP Port Numbers

TCP port 4420 has been assigned for use by NVMe over Fabrics

TCP port 8009 has been assigned by IANA for use by NVMe over Fabrics discovery. TCP port 8009 is
the default TCP port for NVMe/TCP discovery controllers.

There is no default TCP port for NVMe/TCP 1/0 controllers, the Transport Service Identifier
(TRSVCID) field in the Discovery Log Entry indicates the TCP port to use.

The TCP ports that may be used for NVMe/TCP I/O controllers include TCP port 4420, and the
Dynamic and/or Private TCP ports (i.e., ports in the TCP port number range from 49152 to 65535).
NVMe/TCP I/O controllers should not use TCP port 8009. TCP port 4420 shall not be used for both
NVMe/iWARP and NVMe/TCP at the same IP address on the same network.

The TRSVCID field in a Discovery Log Entry for the NVMe/TCP transport shall contain a TCP port
number in decimal representation as an ASCII string. If such a TRSVCID field does not contain a TCP
port number in decimal representation as an ASCII string, then the host shall not use the
information in that Discovery Log Entry to connect to a controller.

source: NVMe Specifications
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NVMe/TCP -(11) Types of PDUs The PDU header (1DR)consists of 2 PDU common

PDU specific header (PSH) which has a variable length

CH Common Header (8 bytes) PSH
Enet hdr | IP hdr | TCP hdr | PDU Opcode (xx) | Flags | hlen | PDU offset | PDU len | Packet Specific Header | HDGST | PAD | Data | DDGST | Enet FCS
_________________ 1
00 01 02 03 04 07
v NVMe/TCP PDU Types
TCP Port# - 5 Opcode by field
i (xx) PDU Opcode PDUN Functi PDU | Combined | ection [PDU Descripti
8009 NVMe/TCP Discovery 00-ICReq -H2C ame anetion | birection ' | opcode 2 | S°tO" escription
. (00)
4420 NVMe over Fabric 01-|CRESP -C2H Initialize Connection Request: A PDU sent from
No default NVMe/TCP I/O cntl. ICReq 0000000b ob 00h 362, [ hosttoa controller to communicate NVMe/TCP
connection parameters and establish an
02-H2CTermReq NVMe/TCP connection
Initialize C ti R« : A PDU I
03 'CZ H Te rm Req |1:]c:r:1aalz::eontr(:)rliz:'e folgnhos‘te‘tsg ggz:pt a connecst;nn
: ICResp 00000006 1o Oth 36.23 request and communicate NVMe/TCP connection
A host and a controller in an
- 04-Ca psu leCmd -H2C Eé:)rsarwettsrs Controller Terminate Connection|
NVM subsystem communicate 05-C leR C2H H2CTermReq | 0000001b 0b 02h 36.24 [Request: A PDU sent from a host to a controller in
. -Lapsuleresp - response to a fatal transport error
over TCP by exchanging
Controller to Host Terminate Connection
C2HTermReq 0000001b 1b 03h 3.6.2.5 |[Request: A PDU sent from a controller to a host in
NVMe/TCP Protocol Data 06-H2CData response to a fatal transport error
07-C2HData Command Capsule: A PDU sent from a host to a
Units (NVM e/TCP PD Us) CapsuleCmd 0000010b 0b 04h 3.6.26 [controller to transfer an NVMe over Fabric
: Command Capsule
Response Capsule: A PDU sent from a controller
09_R2T—C2H CapsuleResp 0000010b 1b 05h 3.6.27 [o a host to transfer an NVMe over Fabrics|
Response Capsule
An NVM e/TCP PD U may be Host to Controller Data: A PDU sent from a host
d f | 0OA-KD Req H2CData 0000011b ob osh 3628 to a controller to transfer data to the controller
use to trans er a Ca pSU e; CoHData 0000011b 1b 07h 3629 IController to Host Data: A PDU sent from a
OB-KDRESp 77 |controller to a host to transfer data to the host
data, or cont rol/status Ready to Transfer: A PDU sent from a controller
. f t R2T 0000100b 1b 09h 3.6.2.10 fto a host to indicate that the controller is ready to|
INntformation. accept data
(0A) Kickstart Discovery Request: A PDU sent from (0B) Kickstart Discovery Response: A PDU sent from
a DDC to a CDC to request a pull registration and a CDC to a DDC to accept a pull registration request
NVMe/TCP facilitates an optional PDU Header Digest (HDGST) communicate connection parameters to be used and connection parameters.
and Data Digest (DDGST). The presence of each digest is during the subsequent pull registration.

negotiated at the connection establishment.
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PDU Type (00) ICReq -Initiate Connection Request

CH Common Header PSH
Enet hdr | IP hdr | TCP hdr | PDU Opcode (00) | Flags | hlen | PDU reser | PDU len | Packet Specific Header | HDGST | MAXR2T | reserved | Enet FCS
00 01 02 03 04 08T TTTTTTTTTTTTTTLa 12 16 127

An NVMe Transport connection is established
between a host and an NVM subsystem prior to the
transfer of any capsules or data.

The mechanism used to establish an NVMe
Transport connection is NVMe Transport specific
and defined by the corresponding NVMe Transport
binding specification.

The first step is to establish a TCP connection
between a host and a controller. A controller acts as
the passive side of the TCP connection and is set to
“listen” for host-initiated TCP connection
establishment requests.

Once a TCP connection has been established, the
host sends an Initialize Connection Request (ICReq)
PDU to the controller.

Key Info carried in ICReq
-DDGST/HDGST enable or disable
-Max outstanding R2T (Ready to Transmit)

Opcode: 00 ICReq -Initialize Connection Request

Bytes S(l:(l:)titcj) n Description
00 PDU-Type: 00h
01 FLAGS: Reserved
02 CH HLEN: Fixed length of 128 bytes (80h).
03 PDO: Reserved
07.04 PLEN: Fixed length of 128 bytes (80h).
09:08 PDU Formqt_ Ve_rsiqn (PEV_); Specifies the format version of NVMe/TCP PDUs. The format of the
] record specified in this definition shall be cleared to Oh.
Host PDU Data Alignment (HPDA): Specifies the data alignment for all PDUs transferred from the
10 controller to the host that contain data. This value is 0’s based value in units of dwords in the range
0to 31 (e.g., values 0, 1, and 2 correspond to 4 byte, 8 byte, and 12 byte alignment).
DGST: Host PDU header and data digest enable options.
Bits | Definition
PSH 7:2 | Reserved
" 1 DDGST_ENABLE: If set to ‘1’, the use of data digest is requested by the host for the
connection. If cleared to ‘0’, data digest shall not be used for the connection.
0 HDGST_ENABLE: If set to ‘1’, the use of header digest is requested by the host for
the connection. If cleared to ‘0’, header digest shall not be used for the connection.
1512 Maximum Number of Outstanding _R2T (MAXRZT): Specifie§ the m_ax_imum number of outstanding
’ R2T PDUs for a command at any point in time on the connection. This is a 0’s based value.
127:16 Reserved
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- AT
PDU Type (00) ICReq -example

CH Common Header PSH

Enet hdr | IP hdr | TCP hdr | PDU Opcode (00) | Flags | hlen | PDU reser | PDU len | Packet Specific Header | HDGST | MAXR2T | reserved | Enet FCS

________________ 1
00 01 02 03 04 y( 11 12 16 127

" - ICRe
Initiate Connection Requést g
ePPP b Ethernet II, Src: Mellanox_4b:df:3a (50:6b:4b:4b:df:3a), Dst: VMware_bf:37:26 (00:50:56:bf:37:26)
. b Internet Protocol Version 4, Src: 9.1.1.44, Dst: 9.1.1.55
0010 b Transmission Control Protocol, Src Port: 56268, Dst Port: 8009, Seq: 1, Ack: 1, Len: 128
00280 ‘|NVM Express Fabrics TCP Discovery Controller
" [Cmd Qid: © (AQ)]
0030 Pdu Type: ICReq (6)_ PDU Opcode
040 Pdu Specific Flags: 0x00 Non-Kickstart discovery NVMe/TCP connection
4 Pdu Specific Flags: ©x00

AR EEO0 00 00 00 00 00 00 PO 0O OO0 00 00 00 00 00 OO © = PDU Header Digest: Not set

..0. = PDU Data Digest: Not set
0069 . .0.. = PDU Data Last: Not set
9979 .... @... = PDU Data Success: Not set

Pdu Header Length: 128
0080 Pdu Data Offset: ©
096 Packet Length: 128
4 ICReq
eeae Pdu Version Format: @
Host Pdu data alignment: @
du d 1i
Digest Types Enabled: ©

VOco

Maximum r2ts per request: ©
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71| ©2022 Storage Networking Industry Association. All Rights Reserved. Kamal Bakshi Cisco ’v



PDU Type (01) |CResp -Initiate Connection Response

CH Common Header PSH

Enet hdr | IP hdr | TCP hdr | PDU Opcode (01) | Flags | hlen | PDU offset | PDU len | Packet Specific Header | HDGST | MAXH2CDATA | reserved | Enet FCS

00 01 02 03 04 08 11 12 16 127

Opcode: 01 ICResp -Initialize Connection Response

When a controller recelves.an ICReq PQU, Bytes S:(I:::iLcj)n ST
that controller responds with an Initialize 50 PDUType: 0T
Connection Response (ICResp) PDU. The 01 FLAGS: Reserved
: : 02 CH HLEN: Fixed length of 128 bytes (80h).
exchang.e is used to both establlsh. a 03 50O Roscrved
connection and exchange connection 07:04 PLEN: Fixed length of 128 bytes (80h).
i i i PDU Format Version (PFV): Specifies the format version of NVMe/TCP PDUs. The format of the
Conflguratlon parameters. 09:08 record specified in this definition shall be cleared to Oh.
Controller PDU Data Alignment (CPDA): Specifies the data alignment for all PDUs that transfer
When a connection is established, the 10 data in addiion to the PDU Header (refer to section 2). This is a 0’s based value in units of dwords in
the range 0 to 31 (e.g., values 0, 1, and 2 correspond to 4 byte, 8 byte, and 12 byte alignment).
host and controller are ready to exchange DGST: Controller PDU header and data digest enable options.
capsules and command data. Bits | Definition
PSH 7:2 | Reserved
" 1 DDGST_ENABLE: If set to ‘1’, data digest is used for the connection. If cleared to ‘0’,
data digest is not used for the connection.
0 HDGST_ENABLE: If set to ‘1’, header digest is used for the connection. If cleared to
‘0’, header digest is not used for the connection.
Maximum Host to Controller Data length (MAXH2CDATA): Specifies the maximum number of
15:12 PDU-Data bytes per H2CData PDU in bytes. This value is a multiple of dwords and should be no
less than 4,096.
127:16 Reserved
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| ____—<
) ICResp -example

PDU Type (01

Initiate Connection Respohse

0000
0010
0020
0030
0040
0050
0060
0070
0080
8090
0020
oebo
00co
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0010 0000 (1048576)

CH Common Header PSH
Enet hdr | IP hdr | TCP hdr | PDU Opcode (01) | Flags | hlen | PDU offset | PDU len | Packet Specific Header | HDGST | MAXH2CDATA | reserved | Enet FCS
00 01 02 03 04 16 127

b Ethernet II, Src: VMware bf:37:26 (©0:50:56:bf:37:26), Dst: Mellanox_4b:df:3a (50:6b:4b:4b:df:3a)
b Internet Protocol Version 4, Src: 9.1.1.55, Dst: 9.1.1.44
b Transmission Control Protocol, Src Port: 8099, Dst Port: 56268, Seq: 1, Ack: 129, Len: 128

4 NVM

Express Fabrics TCP Discovery Controller

[Cmd Qid: @ (AQ)]

Pdu Type: ICResp (1)

Pdu Specific Flags: ©x00
4 Pdu Specific Flags: 0x@0

PDU Header Digest: Not set
PDU Data Digest: Not set
PDU Data Last: Not set

PDU Data Success: Not set

® .
([T TR

2]

Pdu Header Length: 128
Pdu Data Offset: ©
Packet Length: 128

4 ICResp

Pdu Version Format: @

Controller Pdu data alignment: ©

Digest types enabled: ©

Maximum data capsules per r2t supported: 1048576

Kamal Bakshi, Cisco
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PDU Type (OA) KDReq -Kickstart Discovery Request

CH Common Header PSH PDU Data
Enet hdr | IP hdr | TCP hdr | PDU Opcode (0A) | Flags | hlen | PDU offset | PDU len | # of Kickstart Records NUMKR | HDGST | KRN/Data | DDGST | Enet FCS
____________________ -——— = d
00 01 02 03 04 08 10 12. 16
KDReq (Kickstart Discovery Request)
Bytes sleli . | pescription
= e # of Discovery Info Entries Kickstart Record #1, #2, #3 .......
Bits | Description
7:2 Reserved .
01 DDGSTF: If set to ‘1’, then the DDGST field follows the KIC ksta rt Reco rd S
1 PDU Data and contains a valid value. If cleared to ‘0",
then the DDGST field is not present.
0| PDU Hoader and coniaine a vaid valus. I loarod o 0 Bytes Description
then the:HDGST.feld Isnot pressnt 00 Transport Type (TRTYPE): This field specifies the transport type as defined in the Transport Type
i CH HLEN: Fixed length of 12 bytes (ie., Ch). (TRTYPE) field in the Discovery Log Page Entry data structure in the NVMe Base Specification.
o i e L e i R Address Family (ADRFAM): This field specifies the address family as defined in the Address
jsectEmsi62 8 that WS previsualyissnty oD ClonhiT SR 01 Family (ADRFAM) field in the Discovery Log Page Entry data structure in the NVMe Base
PLEN: Vari‘able length in bytes. SpeCiﬂcation'
HBEST and DEEET arebolhinotpresentfherheiangthwilbe Transport Serv_ice Identifier (TRSVCID): This field §pecifies_ the NVMe Transport service i.dentiﬂer
. (NUMKR™®:200 bytes) +.12ibytes: 33:02 as an ASCII string as defined in the Transport Service Identifier (TRSVCID) field of the Discovery
(NUMKR - 280 byton) » 16 bytas. "o ter the lenath wid be Log Page Entry data structure in the NVMe Base Specification.
If HDGST and DDGST are both present, then the length will be Transport Address (TRADDR): This field specifies the address of the DDC that may be used for
INOMKR 7 290 byles) + 20 bylos, — - . 289:34 a Connect command as an ASCII string as defined in the Transport Address (TRADDR) field of the
09:08 e o it el L 4 Discovery Log Page Entry data structure in the NVMe Base Specification.
Num.I‘).er of Dlscf)very Informatloﬁ Enlrle§ (NUMI?IE): T.his field
11:10 i the DDC i‘sthpected to rr]eutr:r';eirf :fpull regis{r::i':r:r?sa:::uig:gz.s'l":?sl
field shall be cleared to Oh if a pull d gistration is being
I WM Base Spedcation. L e For kickstart discovery, the CDC acts as the passive side of the TCP
HDGSTF=1 HDGSTF=0 . . wuil: ” . o, . .
o | o | wower | MESST 0SS et rLAGS o s s v connection and is set to “listen” for DDC-initiated TCP connection
S ———— establishment requests. The IP address used by the DDC to establish the
305:16 301:12 regors;:rstdl:;ﬁ:mnoﬁ(gl(ﬁ:)h.‘E'I'vr\\ll.sB-fleld specifies the first kickstart
TCP connection with the CDC may be obtained from the A record
(N +1)* S B . .
B0y | 02t 5o R Lot S i provided in an mDNS response from the CDC.
DD(;S1'?F=1 DDGSTF=0
wran | Nosen | DDSSH |[oerRODCSIIEETRL MuerIAGE s i

bit is cleared to ‘0, then this field is not present.
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" PDU Type (OA) KDRegq -example

b v T T 7

4 KDReqg

CH Common Header PSH PDU Data
Enet hdr | IP hdr | TCP hdr | PDU Opcode (0A) | Flags | hlen | PDU offset | PDU len | # of Kickstart Records NUMKR | HDGST | KRN/Data | DDGST | Enet FCS
00 02 03 o4 o8 T TTTTTTTTTTio T
Kickstart Discovery Request

A008 00 50 56 bf 62 41 6a 3e af cd f8 a7 81 00

cc 64 40 00 40 06 59 50

Ethernet II, Src: 6a:3e:af:cd:f8:a7 (6a:3e:af:cd:f8:a7), Dst: VMware_bf:62:41 (00:50:56:bf:62:41) e3 3e 1f 49 59 b7 9a 8

802.1Q Virtual LAN, PRI: @, DEI: @, ID: 900 OG220 72 bl P90 90 91 01 98 9a
Internet Protocol Version 4, Src: 9.1.1.9, Dst: 9.1.1.55

Transmission Control Protocol, Src Port: 58174, Dst Port: 8009, Seq: 129, Ack: 129, Len: 382 0040 m 0@ ©c Oc 2e 01 @0 00

NVM Express Fabrics TCP Discovery Controller ) ok 1 00 ©3 ©1 38 30 30 39 00 00 00 00 60 00

Pdu Typei 'fiCkstaFt Discovery Request (18) 00 00 00 OO 0O B0 60 BB OO 00 60 60 B0 00

|PdwSpEcifae Flags: o 00 00 00 90 39 2e 31 2e 31 2e 39 00 00 00

b Pdu Specific Flags: ©x00

e g 00 00 00 00 00 00 90 0O 00 PO 00 00 00 00

Pdu Data Offset: 12 ) 00 PO OO PO PO PO PO PO 0O 00 00 00 00 08

b Tenpie S92 00 00 00 00 0O 00 0O PO ©0 0O 00 0O 00 00

Number of Kickstart Records (NUMKR): 1 00 00 00 6o 00 00 00 B 00 00 00 6o 00 00

Reserved: ©x0001 08 00 60 06 00 00 66 BB OO 00 60 66 B8 60

4 Kickstart Record (KR): 93013830303900000000000000000000000000000000000000000000000000000000392e. PP PO PO PP PP PO PO PO PO PP PO PO PO PP

Lol ki S 00 00 00 00 00 00 00 00 ©0 00 00 00 00 00

Address Family (ADRFAM): 1
Transport Service Identifier (TRSVCID): 8089
Transport Address (TRADDR):: 9.1.1.9

75| ©2022 Storage Networking Industry Association. All Rights Reserved.
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PDU Type (OB) KDResp -Kick Start Discovery Response

CH Common Header PSH PDU Data

Enet hdr | IP hdr | TCP hdr | PDU Opcode (0B) | Flags | hlen | PDU offset | PDU len | KSSTAT | FAILRSN |} HDGST | Data | DDGST | Enet FCS

. . 00 01 02 03 04 08 09 10 14 270. 273
KDResp (Kickstart Discovery Response)
Bytes S:giltjm Description
00 PDU-Type: 0Bh . .
o —— Kickstart Status CDC NVMe Qualified Name
Bits Description
7:2 Reserved
1 DDGSTF: If set to ‘1", then the DDGST field follows the PDU Data and contains a
valid value. If cleared to ‘0’, then the DDGST field is not present
e 0 HDGSTF: If set to “1’, then the HDGST field follows the PDU Header and contains
a valid value. If cleared to ‘0’, then the HDGST field is not present.
02 HLEN: Fixed length of 10 bytes (i.e., Ah).
03 PDO: Data offset within PDU. This value shall be a multiple of the data alignment specified
by the HPDA field in the ICReq PDU (refer to section 3.6.2.2) that was previously sent by
the DDC on this TCP connection.
07:04 PLEN: Fixed length of 274 bytes (i.e., 112h).
08 Kickstart Status (KSSTAT):
Bits | Description
7:3 | Reserved
1 | FAILURE: If set to 1’, then the CDC shall not perform a pull registration due to the Bytes PDU ..
reason indicated in the Failure Reason (FAILRSN) field. Section Descrlptlon
0 | SUCCESS: If set to ‘1’, then the CDC shall perform a pull registration.
09 Failure Reason (FAILRSN): HDGSTF=1 | HDGSTF=0
Bits | Description HDGST: If HDGSTF is set to ‘1’ in the FLAGS field, this field is valid and contains the header
7 | Reserved 13:10 Not Present HDGST digest (refer to section 3.3.1.1). If the HDGSTF bit is cleared to ‘0’, then this field is not
PSH
. : present.
6 Insufficient Discovery Resources
5 | TRSVCID does not match TRTYPE CDC NVMe Qualified Name (CDCNQN): This field indicates the NVMe Qualified Name
4, | TEABER Goss o maich ABHERS] 269:14 265:10 DATA ﬁjNVQNII\I) éhat ugiquglry id_entifﬂes rt]hef CDC. Refer to the NVMef (riua'\lliﬁed Names section in the
O I —— e Base Specification for the formatting requirements of NQNs.
2 | Invalid TRTYPE DDGSTF=1 | DDGSTF=0
1| No additional information DDGST: If DDGSTF is set to ‘1’ in the FLAGS field, this field is valid and contains the data
0 | Reserved 273:270 | NotPresent | PDGST | digest (refer to section 3.3.1.1). If the DDGSTF bit is cleared to ‘0’, then this field is not
present.
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PDU Type (OB) KDResp -example

Kickstart Discovery Response

0040

S

Ba
(5]%)
6d
32
(5]%)

99
(5]%]
2e
32
(5]%]

¥ &
be
64
30
(51%)

23
71
65
38
(515

73
be
6cC
32
(51%)

a’/
2e
Ya
34
(%1%)

KSSTAT 01:(0000 00 01)

/

Kickstart Status (KSSTAT):

38
46
33
(515

00 00

v KSSTAT: KickStart Status

01 00 60 01 oc

31 31-2¢ 63 6f
3 39 3a 32 30
38 65 38 00 00
PO 00 00 00 00

--nqn.19 88-11.co
m.dell:S FS5:9:20

22082422 3058e8- -

CH Common Header PDU Data
Enet hdr | IP hdr | TCP hdr | PDU Opcode (0B) | Flags | hlen | PDU offset | PDU len | KSSTAT | FAILRSN } HDGST | Data | DDGST | Enet FCS
\ J
00 01 02 03 04 08 09 iO 14 270. 273

Ethernet II, Src: VMware bf:37:26 (00:50:56:bf:37:26), Dst: 6a:3e:af:cd:f8:a7 (6a:3e:af:cd:f8:a7)
802.1Q Virtual LAN, PRI: @, DEI: @, ID: 900

Bits

Description

7:3

Reserved

1

FAILURE: If set to ‘1", then the CDC shall not perform a pull registration due to the|

reason indicated in the Failure Reason (FAILRSN) field.

0

SUCCESS: If set to ‘1", then the CDC shall perform a pull registration.

L]

Success

(CDC will perform PULL Registration)

77 | ©2022 Storage Networking Industry Association. All Rights Reserved.

Pdu
Pdu
b Pdu
Pdu
Pdu

Type: Kickstart Discovery Response (11)
Specific Flags: ©x00

Specific Flags: ©x00

Header Length: 10

Data Offset: 12

Packet Length: 268

4 KDResp

Kickstart Status: 1 (SUCCESS)
Failure Reason: @ (NO FAILURE)

CDC NVM Qualified Name (CDCNQN): ngn.1988-11.com.dell:SFSS5:9:20220824223058e8

[
[
P Internet Protocol Version 4, Src: 9.1.1.55, Dst: 9.1.1.9
[
F

Transmission Control Protocol, Src Port: 8009, Dst Port: 58174, Seq: 129, Ack: 431, Len:
NVM Express Fabrics TCP Discovery Controller

Kamal Bakshi, Cisco
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PDU Type (04) CapsuleCmd -capsule Command/SQE

CH Common Header

Enet hdr

IP hdr

TCP hdr | PDU Opcode (04)

Flags

hlen

PDU offset

PDU len

00 01

A capsule is an NVMe unit of information
exchange used in NVMe over Fabrics.

A command capsule contains a command
(formatted as a Submission Queue Entry
(SQE)) and may optionally include SGLs or
data.

A capsule is independent of any underlying
NVMe Transport unit (e.g., packet, message,
or frame and associated headers and
footers) and may consist of multiple such
units.

Command capsules are transferred from a
host to an NVM subsystem. The SQE
contains an Admin command, an 1/O
command, or a Fabrics command.
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02 03

04

Command Capsule

Opcode: 04 Command Capsule

Bytes

PDU
Section

Description

00

01

02

03

07:

04

CH

PDU-Type: 04h

FLAGS:

Bits | Description

72 Reserved

DDGSTEF: If set to ‘1°, then the DDGST field follows the PDU Data
1 and contains a valid value. If cleared to ‘0’, then the DDGST field is
not present.

HDGSTF: If set to ‘1, then the HDGST field follows the PDU
0 Header and contians a valid value. If cleared to ‘0’, then the HDGST
field is not present.

HLEN: Fixed length of 72 bytes (i.e., 48h).

PDO: Data offset within PDU (i.e., the offset from byte 0 to the CCICD field; the
value of ‘N’). This value shall be a multiple of the data alignment specified by
the CPDA field in the ICResp PDU (refer to section 3.6.2.3) that was previously
sent by the controller on this TCP connection.

PLEN: Total length of PDU (including CH, PSH, HDGST, PAD, DATA, and
DDGST) in bytes.

71:

08

PSH

NVMe-oF Command Capsule SQE (CCSQE): Command Capsule SQE.

HDGSTF=1

HDGSTF=0

75:72

Not present

HDGST

HDGST: If the HDGSTF bit is set to ‘1’ in the FLAGS field, this field is present
and contains a valid header digest (refer to section 3.3.1.1). If the HDGSTF bit
is cleared to ‘0’, then this field is not present.

N -1:76

N-1:72

PAD

PAD: If in-capsule data is present, the length of this field shall be the necessary
number of bytes required to achieve the alignment specified by the CPDA field
(refer to section 3.6.2.3).

M -

1:N

DATA

NVMe-oF In-Capsule Data (CCICD): This field contains the in-capsule data, if
any, of the NVMe-oF Command Capsule.

DDGSTF=1

DDGSTF=0

M+ 3:M

Not present

DDGST

Data Digest (DDGST): If the DDGSTF bit is set to ‘1’ in the FLAGS field, and
the CCICD field is present, then this field contains the data digest (refer to
section 3.3.1.1) of the CCICD field (i.e., the in-capsule data). If the DDGSTF bit
is cleared to ‘0’, then this field is not present.

Kamal Bakshi, Cisco
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PDU Type (04) CapsuleCmd/SQE

CH Common Header

Command Capsule

Enet hdr | IP hdr | TCP hdr | PDU Opcode (04) | Flags | hlen | PDU offset | PDU len | SQE Header (64 bytes) | HDGST | PAD | In-Capsule Data | DDGST | Enet FCS
00(04)Capsu|eCmd01 02 03 08PSH 72 N: M: M+3
bytes SQE Header (64bytes)
0 4 8 12 16 24 40 44 48 52 60 63
SQE Opcode | FUSE | reserved | PRP or SGL (PSDT) | Command ID | NSID | CDW2 | 3 | Meta Data PTR | Data PTR | CDW10 | 11 [ 12 | 13 | 14 | 15
00 08 10 14 16. 31

bits

1/0 Queue Commands Admin Queue Commands

CDWs are command specific

Fabric Commands

09 Set Feature
OA Get Feature

OC AER
18 Keepalive

09 Dataset Mgmt.
0D Resv. Register
OE Resv. Report
11 Resv. Acquire
15 Resv. Release

81 Security Send
82 Security Receive

1D NVMe-MI Send
1E NVMe-MlI Receive

01 Write 01 Create 1/0O SQ OD Namespace Mgmt.

04 Write Uncorrectable 00 Delete I/0 SQ 15 NS Attachment

08 Write Zeroes

02 Read 05 Create /0 CQ 1C Virtualization Mgmt.
€d 04 Delete I/O CQ )

00 Flush 20 Capacity Mgmt.

OC Verify 02 Get Log Page 19 Directive Send

05 Compare 06 Identify 1A Directive Receive

19 Copy

7F Fabric Commands

80 Format NVM

84 Sanitize

86 Get LBA Status

08 Abort

10 Firmware commit

11 Firmware download
14 Device Self Test

24 Lockdown

7C Doorbell Buffer Config

New Admin Cmds

01 Connect

08 Disconnect

00 Property Set

04 Property Get

05 Authentication Send
06 Authentication Receive

New Admin Cmds (CDC)

21 Discovery Info. Mgmt.
22 FZ Receive

25 FZ Lookup

29 FZ Send
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PDU Type (04) CapsuleCmd/SQE -example

CH Common Header

Command Capsule

Enet hdr | IP hdr | TCP hdr | PDU Opcode (04) | Flags | hlen | PDU offset | PDU len | SQE Header (64 bytes) | HDGST | PAD | In-Capsule Data | DDGST | Enet FCS
00 01 02 03 08PSH 72 N: M: M+3
(04)CapsuleCmd
bytes SQE Header (64bytes)
0 4 8 12 16 24 40 44 48 52 60 63
SQE Opcode | FUSE | reserved | PRP or SGL (PSDT) | Command ID | NSID | CDW2 | 3 | Meta Data PTR | Data PTR | CDW10 | 11 [ 12 | 13 | 14 | 15
00 08 10 14 16. 31
bits
Identify Command 4 NVM Express Fabrics TCP Discovery Controller, NVMe Opcode: Identify (@x06) Cmd ID: ©x2002
xﬁ [Cmd Qid: @ (AQ)]

o040 d2 3c FIEECEEENEIEENE: o5 40 02 20 00 00 e S e

B0 00 PO 00 PO OO 0O PO OO 0O PO 60 PO B0 0O OO b Pdu Specific Flags: ©x@8

00 00 B0 PO 00 0O OB 00 0O 00 08 10 00 00 00 00 iy i

B0 S5a P56 00 PO OO 00 PO ©O 00 PO 00 PO 00 00 O Packet Length: 72

00 00 PO 00 PO OO PO PO OO PO ec 6e 79 e9 «
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Opcode: @x06 Identify
Cge in: 175

Fuse Operation: ©x@

LR <~ ]
@
|

Reserved: Ox©
01.. PRP Or SGL: ©x1
Command ID: ©x2002
Namespace Id: Ox00000000
Reserved: 0000000000000000
Metadata Pointer: 9x0000000000000000
P SGL1
Controller or Namespace Structure (CNS): ©x0006
Reserved: 0000
Controller Identifier (CNTID): 00000000

[av]

(]
@
' Q
n n 1
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PDU Type (05) CapsuleResp -Capsule Response/CQE

CH Common Header PSH

Enet hdr | IP hdr | TCP hdr | PDU Opcode (05) | Flags | hlen | PDU offset | PDU len | CQE Header (16 bytes) | HDGST | Enet FCS

00 01 02 03 04 08 24,
0 8 10 12 14 15
bytes
Fabric Response Type Specific | SQ Head Pointer | Reserved | CID | Status STS | rsv.
bits 00 16 bit: 15: 01 00
v
Opcode: 05 Response Capsule
PDU L
Bytes Section Description
00 PDU-Type: 05h
FLAGS:
Bits | Description
01 71 | Reserved
CH 0 HDGSTF: If set to ‘1’, then a valid HDGST value follows the PDU
Header. If cleared to ‘0’, then the HDGST field is not present.
02 HLEN: Fixed length of 24 bytes (i.e., 18h).
03 PDO: Reserved
07:04 PLEN: Length of CH, PSH, and HDGST, if present, in bytes.
23:08 PSH NVMe-oF Response Capsule CQE (RCCQE): Response Capsule CQE.
HDGSTF=1 | HDGSTF=0
HDGST: If the HDGSTF bit is set to ‘1" in the FLAGS field, this field is present
27:24 Not present | HDGST | and contains a valid header digest (refer to section 3.3.1.1). If the HDGSTF bit
is cleared to ‘0’, then this field is not present.
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PDU Type (05) CapsuleResp/CQE

CH Common Header PSH

Enet hdr | IP hdr | TCP hdr | PDU Opcode (05) | Flags | hlen | PDU offset | PDU len | CQE Header (16 bytes) | HDGST | Enet FCS

00 01 02 03 08 24, 27

(05)CapsuleResp

04

Completion Queue Entry (CQE) 16 bytes

bytes 0 8 10 12 5

DWO | DW1 | SQ Head Pointer | SQ Identifier | CID | P | Status Field

/' bits 00 16 00 17 31

command specific

Status

Status Code | Code Type | Cmd Retry Delay | More | Do Not Retry

17 25 28 30 31 bits
Status Codes
00 Successful Completion 08 Cmd Aborted, SQ deletion 10 Metadata SGL length 19 Keep Alive Timer Expired 21 Command Interrupted 84 Format in Progress
01 Invalid Command Opcode 09 Cmd Aborted, Failed Fused 11 SGL type invalid 1A Keep Alive Timeout Invalid 22 Transient Transport Error 85 Invalid Value Size
02 Invalid Field in command 0A Cmd Aborted, missing Fused 12 Invalid use of CMB 1B Cmd Aborted / Abort 23 Cmd Prohibited by feature 86 Invalid Key Size
03 Command ID conflict 0B Invalid Namespace 13 PRP Offset Invalid 1C Sanitize Failed 24 Admin Cmd Media not ready 87 KV Key Does not exist
04 Data Transfer Error 0C Cmd Sequence Error 14 Atomic Write exceeded 1D Sanitize in Progress 80 LBA Out of Range 88 Unrecovered Error
05 Commands Aborted, power loss 0D Invalid SGL Descriptor 15 Operation Denied 1E SGL Data Block invalid 81 Capacity Exceeded 89 Key Exists
06 Internal Error OE Invalid Number of SGL 16 SGL Offset Invalid 1F Cmd not supported/CMB 82 Namespace not ready
07 Cmd Abort Req. OF Data SGL length invalid 18 Host ID Inconsistent 20 Namespace in write protect 83 Reservation Conflict

82 | ©2022 Storage Networking Industry Association. All Rights Reserved. Kamal Bakshi, Cisco

STORAGE DEVELOPER CONFERENCE

=sSDGC



PDU Type (04) CapsuleCmd(7F) -Fabric Commands

CH Common Header PSH PDU Data

Enet hdr | IP hdr | TCP hdr | PDU Opcode (04) | Flags | hlen | PDU offset | PDU len | SQE Header (64 bytes) | HDGST | PAD | In-Capsule Data | DDGST | Enet FCS

00 01 02 03 04 08 72 N: M: M+3

(04)CapsuleCmd o
SQE: Submission Queue Entry

Cmd Opcode (7F) | PSDT | CID | FCTYPE | reserved | FCTYPE Specific

00 01 02 04 05 40 63
v
Fabric Command Types
Fabrics commands are used Command Type by Field ,
= = Combined
e ege qe (07) (06:02) (01:00) Command 1 3
to create queues and initialize Generic Data > | om® | voQueue SRR
Command | Function 4 Type
a controller. Transter
° 0b 000 00b 00b 00h M No Property Set
-01 Connect 0b 000 00b 01b 01h M Yes Connect5
. 0b 000 01b 00b 04h M No Property Get
-08 Disconnect Ob 000 01b 01b 05h 0 Yes Authentication Send
Ob 000 01b 10b 06h O Yes Authentication Receive
Ob 000 10b 00b 08h O Yes Disconnect
-04 Pr0perty Get Vendor Specific
-00 Property Set 1b na | na | contoFFh | O | | Vendor specific
NOTES:
1. O/M definition: O = Optional, M = Mandatory.
_ 2. Opcodes not listed are reserved.
05 AUth' Send 3. AIFI)Fabrics commands, other than the Disconnect command, may be submitted on the Admin Queue. The /O
-06 Auth_ Receive Queue supports Fabrics commands as specified in this column. If a Fabrics command that is not supported on an
1/0 Queue is sent on an I/O Queue, that command shall be aborted with a status code of Invalid Field in
Command.
4. 00b = no data transfer; 01b = host to controller; 10b = controller to host; 11b = reserved
5. The Connect command is submitted and completed on the same queue that the Connect command creates. Refer
to section 1.5.7.

STORAGE DEVELOPER CONFERENCE
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PDU Type (04) CapsuleCmd(7F) -Fabric Commands -example

CH Common Header PSH PDU Data

Enet hdr | IP hdr | TCP hdr | PDU Opcode (04) | Flags | hlen | PDU offset | PDU len | SQE Header (64 bytes) | HDGST | PAD | In-Capsule Data | DDGST | Enet FCS

00 01 02 03 04 08 72 N: M: M+3

(04)CapsuleCmd o
SQE: Submission Queue Entry

Cmd Opcode (7F) | PSDT | CID | FCTYPE | reserved | FCTYPE Specific

02 04 0 40 63

‘|NVM Express Fabrics TCP Discovery Controller,
[Cmd Qid: @ (AQ)]
Pdu Type: CapsuleCommand (4)

Pdu Specific Flags: ©x80 FabrIC ConneCt
b Pdu Specific Flags: ©x00

Pdu Header Length: 72 0040
Pdu Data Offset: 72 8050
Packet Length: 1896 P60
4 NVM Express Fabrics (Cmd)
Opcode: 8x7f Fabric Cmd 0070
[Fabric Cge in: 156] 0080
Reserved: 0x40 PP9e
Command ID: ©x1000 0030

Fabric Cmd Type: Connect (©x01)

Reserved: 00000000A0OOBNENDODAOROBOBODO0O
P SGL1

Record Format: Ox0000

Queue ID: ©x0000

SQ Size: @x001f

STORAGE DEVELOPER CONFERENCE
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PDU Type (05) CapsuleResp -(Fabric Cmd) Response/CQE

CH Common Header PSH
Enet hdr | IP hdr | TCP hdr | PDU Opcode (05) | Flags | hlen | PDU offset | PDU len |} CQE Header (16 bytes) | HDGST | Enet FCS
00 01 02 03 o8 T 24. 27
(05)CapsuleResp CQE: Completion Queue Entry
bytes 8 10 12 14 15

Fabric Response Type Specific

SQ Head Pointer

Reserved | CID | Status STS | rsv.

Fabric Response Capsule -Completion Queue Entry (CQE)

Bytes Description
07:00 The definition of this field is Fabrics response type specific.
SQ Head Pointer (SQHD): Indicates the current Submission Queue Head pointer for the
09:08 . L 1
associated Submission Queue .
11:10 Reserved
13:12 Command Identifier (CID): Indicates the identifier of the command that is being completed.
Status (STS): Specifies status for the associated Fabrics command.
15:14 Bits Definition
15:01 Status Field as defined in section 4.6.1 of the NVMe Base specification.
00 Reserved
NOTES:
1. The SQHD field is reserved if SQ flow control is disabled for the queue pair, refer to section 2.4 and to
section 3.3.
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bit: 15: 01 00

Fabrics commands use the status for commands defined in the NVMe Base specification.
Fabrics commands use an allocation of command specific status values from 80h to BFh

N Commands
Value Description Affected
Incompatible Format: The NVM subsystem does not support the record format Connect,
80h e -
specified by the host. Disconnect
Controller Busy: The controller is already associated with a host (Connect
command). This value is also returned if there is no available controller (Connect
command). Connect,
81h -
Disconnect
The controller is not able to disconnect the I/O Queue at the current time
(Disconnect command).
Connect Invalid Parameters: One or more of the command parameters (e.g.,
82h Host NQN, Subsystem NQN, Host Identifier, Controller ID, Queue ID) specified Connect
are not valid.
Connect Restart Discovery: The NVM subsystem requested is not available.
83h f Connect
The host should restart the discovery process.
Connect Invalid Host: The host is not allowed to establish an association to any
84h controller in the NVM subsystem or the host is not allowed to establish an Connect
association to the specified controller.
85h Inyalld Queue Type: The command was sc_ent on the wrong queue type (e.g., a Disconnect
Disconnect command was sent on the Admin queue).
86h to 8Fh | Reserved
90h Discover Restart: The snapshot of the records is now invalid or out of date. The Get Log Page
host should re-read the Discovery Log Page. 9 Fag
Authentication Required: NVMe in-band authentication is required and the
91h . NOTE 1
gueue has not yet been authenticated.
92h to AFh | Reserved
BOh to BEh Transport Specific: The status values in this range are NVMe Transport specific. Refer to the
appropriate NVMe Transport binding specification for the definition of these status values.
NOTES:
1. All commands other than Connect, Authenticate Send, and Authenticate Receive.

Kamal Bakshi, Cisco
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PDU Type (05) CapsuleResp -(Fabric Cmd) Response/CQE

CH Common Header PSH
Enet hdr | IP hdr | TCP hdr | PDU Opcode (05) | Flags | hlen | PDU offset | PDU len | CQE Header (16 bytes) | HDGST | Enet FCS
00 01 02 03 S RREEEEEEEEEEEEEE

(05)CapsuleResp

bytes

4 NVM Express Fabrics TCP Discovery Controller, Cq
[Cmd Qid: @ (AQ)]
Pdu Type: CapsuleResponse (5)
Pdu Specific Flags: Ox00
b Pdu Specific Flags: 0x@0
Pdu Header Length: 24
Pdu Data Offset: ©
Packet Length: 24
4 Cqe (For Cmd: Connect)
[Fabric Cmd in: 155]
[Cmd Latency: 20.695 ms]
Controller ID: ©x0402
Authentication Required: ©x0000
Reserved: 00000000
SQ Head Pointer: 0x0000
Reserved: ©x0000
Command ID: ©x1060
POPO VPP VPV B00.

Status: ©Ox0000
Reserved: 0x0

86 | ©2022 Storage Networking Industry Association. All Rights Reserved.

24. 27
CQE: Completion Queue Entry
8 10 12 14 15

1

Successful

Fabric Response Type Specific | SQ Head Pointer | Reserved | CID | Status STS | rsv.
bit: 15: 01 00
Connect Response
4b 4b df 3a 00 50 56 bf 37 26 08 00
33 54 40 00 3e 06 f4 f3 09 01 01 37
1f 49 db cc 92 84 20 66 01 78 d5 96
50 d5 00 00 01 01 08 0a al ec d2 38
0040 3d O [EEENEN:EENENCEIENCCNY 02 04 00 00
00 00 OO OO OO 6O 00 16 00 00 21 3a 84 2b

Kamal Bakshi, Cisco
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31 46
00 00

STORAGE DEVELOPER CONFERENCE

=sSDG



PDU Type (06) H2CData -Host to Controller Data

CH Common Header PSH PDU Data
Enet hdr | IP hdr | TCP hdr | PDU Opcode (06) | Flags | hlen | PDU offset | PDU len | Packet Specific Header | HDGST | PAD | Command Data Buffer | DDGST | Enet FCS
00 01 02 03 04 08" T T TTTTTTTT2 N: M: M+3

Opcode: 06 Host to Controller Data Transfer

Bytes

PDU
Section

Description

00

01

02

03

07:04

CH

PDU-Type: 06h

FLAGS:

Bits Description

73 Reserved

2 LAST_PDU: If set to ‘1", indicates the PDU is the last in the set
of H2CData PDUs that correspond to the same R2T PDU.
DDGSTEF: If set to ‘1", then the DDGST field follows the PDU
1 Data and contains a valid value. If cleared to ‘0’, then the DDGST
field is not present.
HDGSTF: If set to ‘1", then the HDGST field follows the PDU
0 Header and contains a valid value. If cleared to ‘0’, then the
HDGST field is not present.

HLEN: Fixed length of 24 bytes (i.e., 18h).

PDO: Data Offset within PDU (i.e., the offset from byte 0 to the PDU-Data field;
the value of ‘N’). This value shall be a multiple of the data alignment specified
by the CPDA field in the ICResp PDU (refer to section 3.6.2.3) that was
previously sent by the controller on this TCP connection.

PLEN: Total length of PDU (including CH, PSH, HDGST, PAD, DATA, and
DDGST) in bytes.

09:08

11:10

15:12

19:16
23:20

PSH

Command Capsule CID (CCCID): This field contains the SQE.CID value of the
Command Capsule PDU associated with the Command Data Buffer.

Transfer Tag (TTAG): This field contains the Transfer Tag of the corresponding
R2T received by the host.

Data Offset (DATAO): Byte offset from start of Command Data Buffer to the
first byte to transfer. This value shall be a multiple of dwords.

Data Length (DATAL): PDU-Data field length in bytes (i.e., the value of M-N).
This value shall be a multiple of dwords.

Reserved

HDGSTF=1 | HDGSTF=0

27:24 Not present

HDGST

HDGST: If the HDGSTF bit is set to ‘1’ in the FLAGS field, this field is present
and contains a valid header digest (refer to section 3.3.1.1). If the HDGSTF bit
is cleared to ‘0, then this field is not present.

N-1:28 N - 1:24

PAD

PAD: The length of this field shall be the necessary number of bytes required
to achieve the alignment specified by the CPDA field (refer to section 3.6.2.3).

M-1:N

DATA

PDU-Data: This field contains the contents of the Command Data Buffer being
transferred. The length of this field is a multiple of dwords.

DDGSTF=1 | DDGSTF=0

M+ 3:M Not present

DDGST

Data Digest (DDGST): If the DDGSTF bit is set to ‘1’ in the FLAGS field, this
field is present and contains a valid data digest (refer to section 3.3.1.1). If the

DDGSTF bit is cleared to ‘0’, then this field is not present.
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PDU Type (07) C2HData -controller to Host Data

CH Common Header PSH PDU Data

Enet hdr | IP hdr | TCP hdr | PDU Opcode (07) | Flags | hlen | PDU offset | PDU len | Packet Specific Header | HDGST | PAD | Host-resident data | DDGST | Enet FCS

00 01 02 03 04 08 24 N: M: M+3

Opcode: 07 Controller To Host Data Transfer

PDU L
Bytes Section Description

00 PDU-Type: 07h
FLAGS:

Bits | Description
74 | Reserved
SUCCESS: If set to ‘1", indicates that the command referenced by CCCID was
3 completed successfully with no other information and that no Response Capsule PDU
01 is sent by the Controller.
2 LAST_PDU: If set to ‘1", indicates the PDU is the last C2HData PDU sent in response
CH to a Command Capsule PDU.
1 DDGSTF: If set to ‘1’, then the DDGST field follows the PDU Data and contains a valid
value. If cleared to ‘0’, then the DDGST field is not present.
0 HDGSTF: If set to ‘1’, then the HDGST field follows the PDU Header and contains a
valid value. If cleared to ‘0’, then the HDGST field is not present.
02 HLEN: Fixed length of 24 bytes (i.e., 18h).
PDO: Data offset within PDU (i.e., the offset from byte 0 to the PDU-Data field; the value of ‘N’).
03 This value shall be a multiple of the data alignment specified by the HPDA field in the ICReq PDU
(refer to section 3.6.2.2) that was previously sent by the host on this TCP connection.
07:04 PLEN: Total length of PDU (i.e., including CH, PSH, HDGST, PAD, DATA, and DDGST) in bytes.
09:08 Command Capsule CID (CCCID): This field contains the SQE.CID value of the Command
) Capsule PDU associated with the host-resident data.
11:10 Reserved
1512 PSH Data Offset (DATAO): Byte offset from start of host-resident data to the first byte to transfer. This
) value shall be dword aligned.
1916 Data Length (DATAL): PDU-Data field length in bytes (i.e., the value of M-N). This value shall
) be dword aligned.
23:20 Reserved
HDGSTF=1 | HDGSTF=0

HDGST: If the HDGSTF bit is set to ‘1’ in the FLAGS field, this field is present and contains a
27:24 Not present | HDGST | valid header digest (refer to section 3.3.1.1). If the HDGSTF bit is cleared to ‘0’, then this field is
not present.

PAD: If the HPDA field (refer to section 3.6.2.2) is set to a non-zero value, then the length of this
N-1:28 N-1:24 PAD field shall be the necessary number of bytes required to achieve the alignment specified by the
HPDA field.

PDU-Data: This field contains the host-resident data being transferred. The length of this field is
a multiple of dwords.

M- 1:N DATA
DDGSTF=1 | DDGSTF=0

Data Digest (DDGST): If the DDGSTF bit is set to ‘1" in the FLAGS field, this field is present and
M+ 3:M Not present | DDGST | contains a valid data digest (refer to section 3.3.1.1) of the PDU-Data field. If the DDGSTF bit is STORAGE DEVELOPER CONFERENCE
cleared to ‘0, then this field is not present. ' o

88 | ©2022 Storage Networking Industry Association. All Rights Reserved R v' — S D @
' ' Kamal Bakshi, Cisco




PDU Type (09) R2T -Ready To Transfer

CH Common Header

Enet hdr | IP hdr | TCP hdr | PDU Opcode (09) | Flags | hlen

PDU offset | PDU len | Packet Specific Header | HDGST | Enet FCS

00 01

02

03 04 08 24 27

Opcode: 09 Ready to Transfer

Bytes S:gil:)n Description
00 PDU-Type: 09h
FLAGS:
Bits | Description
01 71 Reserved
CH HDGSTF: If set to ‘1", then the HDGST field follows the PDU
0 Header and contains a valid value. If cleared to ‘0’, then the HDGST
field is not present.
02 HLEN: Fixed length of 24 bytes (i.e., 18h).
03 PDO: Reserved
07:04 PLEN: Length of CH, PSH, and HDGST, if present, in bytes.
09:08 Command Capsule CID (CCCID): This field contains the SQE.CID value of the
) Command Capsule PDU associated with the host-resident data.
11:10 Transfer Tag (TTAG): This field contains a controller generated tag. The rules
’ of the tag generation are outside the scope of this specification.
15:12 PSH Requested _Data Offset (R2TO): B_yte offset from the start qf the host-resident
) data to the first byte to transfer. This value shall be dword aligned.
19:16 Requested Data Length (R2'I_'L): Number of bytes of _Command Data Buffer
) requested by the controller. This value shall be dword aligned.
23:20 Reserved
HDGSTF=1 | HDGSTF=0
HDGST: If the HDGSTF bit is set to ‘1" in the FLAGS field, this field is present
27:24 Not present | HDGST | and contains a valid header digest (refer to section 3.3.1.1). If the HDGSTF bit
is cleared to ‘0’, then this field is not present.
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PDU Type (02 H2CTermReq -Host To Controller Termination Request

CH Common Header PSH PDU Data

Enet hdr | IP hdr | TCP hdr | PDU Opcode (02) | Flags | hlen | PDU offset | PDU len | Fatal Error Status/Info | reserved | PDU header | Enet FCS

00 01 02 03 04 08 14 24: N-1

Opcode: 02 H2CTermReq -Host to Controller Terminate Connection Request

Bytes S:I:Jtiltj)n Description
00 PDU-Type: 02h
01 FLAGS: Reserved
02 CH HLEN: Fixed length of 24 bytes (18h).
03 PDO: Reserved
07:04 PLEN: Total length of PDU (including PDU Header and DATA) in bytes. This value shall not exceed
) a limit of 152 bytes.
Fatal Error Status (FES): Indicates the fatal error information.
Value Description
00h Reserved
01h Invalid PDU Header Field: An invalid field in the transport header was
detected by the host.
02h tF;]DLrl]S(:quen(:e Error: An unexpected protocol sequence was detected by
e host.
09:08 03h Header Digest Error: An HDGST error was detected by the host.
04h Data Transfer Out of_ Range:_ A CZHI_Data PDU with data offset or data
offset plus data length is out of its associated Command Data Buffer range.
05h R2T Limit Exceeded: An R2T PDU that exceeds MAXR2T was received
by the host.
06h tL]lnstupported Parameter: An unsupported parameter was received by the
ost.
07h to FFFFh | Reserved
PSH Fatal Error Information (FEI): Provides additional information based on the Fatal Error Status field.
Fatal Error Status | Contents of Error Specific Information
00 Reserved
PDU Header Field Offset: This field indicates the offset in bytes from the
01h start of the PDU Header to the start of the field that has an error. If multiple
errors exist, then this field indicates the lowest offset that has an error.
02h Reserved
13:10 03h PDU Header Digest: This field indicates the HDGST that was received by
the host caused a header digest verification error.
04h to 05h Reserved
Unsupported Parameter Field Offset: This field indicates the offset in
06h bytes from the start of the PDU Header to the start of the field that has an
error. If multiple errors exist, then this field indicates the lowest offset that
has an error.
07h to FFFFh Reserved
23:14 Reserved
N - 1:24 DATA Data: This field contains the PDU Header that was being processed by the host while the fatal error STORAGE DEVELOPER CONFERENCE
) was detected. ’
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PDU Type (03 C2HTermReq -Controller to Host Termination Request

CH Common Header PSH PDU Data
Enet hdr | IP hdr | TCP hdr | PDU Opcode (03) | Flags | hlen | PDU offset | PDU len | Fatal Error Status/Info | reserved | PDU header | Enet FCS
00 01 02 03 04 08T TTTTTTTTTTTTTL 24: N-1

Opcode: 03 C2HTermReq -Controller to Host Terminate Connection Request

Bytes S:«giltj) n Description
00 PDU-Type: 03h
01 FLAGS: Reserved
02 CH HLEN: Fixed length of 24 bytes (18h).
03 PDO: Reserved
07:04 PLEN: Total length of PDU (including PDU Header and DATA) in bytes. This value shall not exceed
i a limit of 152 bytes.
Fatal Error Status (FES): Indicates the fatal error information.
Value Description
00h Reserved
01h Invalid PDU Header Field: An invalid field in the transport header was
detected by the controller.
02h PDU Sequence Error: An unexpected protocol sequence was detected by
the controller.
09:08 03h Header Digest Error: An HDGST error was detected by the controller.
04h Data Transfer Out of Range: An H2CData PDU with data offset or data
offset plus data length is out of its associated R2T range.
05h Data Transfer Limit Exceeded: An H2CData PDU with data length that
exceeds MAXH2CDATA was received by the controller.
06h Unsupported Parameter: An unsupported parameter was received by the
controller.
07h to FFFFh | Reserved
Fatal Error Information (FEI): Provides additional information based on the Fatal Error Status
PSH field.
Fatal Error Status | Contents of Error Specific Information
00h Reserved
PDU Header Field Offset: This field indicates the offset in bytes from
01h the s_tart of the P[_)U Header_to _the §tar_t of the field that has an error. If
multiple errors exist, then this field indicates the lowest offset that has
an error.
13:10 02h Reserved
03h PDU Header Digest: This field indic_ates the _I-!DG_ST that was received
by the controller caused a header digest verification error.
04h to 05h Reserved
Unsupported Parameter Field Offset: This field indicates the offset
06h in bytes from the start of the PDU Header to the start of the field that
has an error. If multiple errors exist, then this field indicates the lowest
offset that has an error.
07h to FFFFh Reserved
23:14 Reserved
N— 124 DATA Data: This field contains the PDU Header that was being processed by the controller while the
) fatal error was detected.
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MDNS Query ( _nvme-disc._tcp.local )

No.

Source

Destination

Protocol ~ Info

0009
0010
0020
0030
0040
0050

01 00 5e
08 00 45
01 37 e0
00 00 00
2d 64 69
00 00 0Oc

224.0.0.251 MDNS Standard query 0x0000 PTR _nvme-disc._tcp.local, "QM" question

00 00 fb 00 50
00 00 43 5a 92
00 00 fb 14 e9
01 00 00 00 00
73 63 04 5f 74
00 01 7a bl b3

56 bf 37 26 81 00 03 84
40 00 ff 11 35 e4 09 01
14 e9 00 2f 64 52 00 00
00 00 0a 5f 6e 76 6d 65
63 70 05 6¢ 6T 63 61 6¢
41

APV TE

Y AR /dR..
-------- -.—nvme
—-disc-_t cp-local
..... z-+ A
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Frame 24: 89 bytes on wire (712 bits), 89 bytes captured (712 bits) on interface \\.\pipe\view.
Ethernet II, Src: VMware bf:37:26 (00:50:56:bf:37:26), Dst: IPv4mcast_fb (01:00:5e:00:00:fb)
802.1Q Virtual LAN, PRI: @, DEI: @, ID: 900
Internet Protocol Version 4, Src: 9.1.1.55, Dst: 224.0.0.251
User Datagram Protocol, Src Port: 5353, Dst Port: 5353
Multicast Domain Name System (query)
Transaction ID: 0x0000
Flags: 0x0000 Standard query
Questions: 1
Answer RRs: 0
Authority RRs: @
Additional RRs: @
Queries
~ _nvme-disc._tcp.local: type PTR, class IN, "QM" question
Name: _nvme-disc._tcp.local
[Name Length: 21]
[Label Count: 3]
Type: PTR (domain name PoinTeR) (12)
.000 0000 0000 0001 = Class: IN (0x0001)
Deve vove vene sans = "QU" question: False
[Response In: 25]
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MDNS Query ( _cdc._sub. nvme-disc. tcp.local)

.~!l b Frame 37: 99 bytes on wire (792 bits), 99 bytes captured (792 bits) on interface \\.\pip
.. MDNS Standard query @ PTR cdc. sub. nvme-disc. tcp.local, 'v|| v Ethernet II, Src: 6a:3e:af:cd:f8:a7 (ba:3e:af:cd:f8:a7), Dst: IPv4mcast_fb (01:00:5e:00:
‘ > 802.1Q Virtual LAN, PRI: ©, DEI: @, ID: 900
21 09 Se 09 fb 6a 3e af cd f8 a7 81 00 03 84 b Internet Protocol Version 4, Src: 9.1.1.9, Dst: 224.0.0.251
9010 98 90 45 00 4d cf c2 40 98 ff 11 c@ d7 89 o1 b User Datagram Protocol, Src Port: 5353, Dst Port: 5353
9020 01 09 e0 90 4 Multicast Domain Name System (query)

0030
0040
0050

00 0@ o1 Transaction ID: ©x0000
73 75 62 4 Flags: 0x0000 Standard query
70 O wiwvaay S Iwaves = Response: Message is a query
000 O.iv vniva e = Opcode: Standard query (9)
Truncated: Message is not truncated
Recursion desired: Don't do query recursively
Z: reserved (0)

Non-authenticated data: Unacceptable

00 00 00 00 20 04 S5f 63 64 63
+ 76 6d 65 2d 64 69 73 63
6c 00 00 Oc 00 Q1]

00

00 C

09 fb 14 e9 14 e9 00 39 c4 ce
00

Qa

25

e8 0c 3c

. o
. ®© -
. ® e
® ¢

L I I ||

Questions: 1

Answer RRs: ©

Authority RRs: @

Additional RRs: @

4 Queries

4 _cdc._sub._nvme-disc._tcp.local: type PTR, class IN, "QM" question
Name: _cdc._sub._nvme-disc._tcp.local
[Name Length: 31]
[Label Count: 5]
Type: PTR (domain name PoinTeR) (12)
.000 0000 0000 0001 = Class: IN (9x0001)
0. pnian deiawis QA = "QU" question: False
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MDNS Response

No. Source Destination Protocol Info

- 7 9.1.1.55 224.0.0.251 MDNS Standard query response 0x0000 PTR 9-1-1-55:08/27/22:01:53:05._nvme-disc._tcp.local TXT, cache flush SRV, cache flush @ @ 80
0022 01 00 5e 00 00 fb 00 50 56 bf 37 26 81 00 03 84 SRR IR B "0 £ TR Frame 7: 236 bytes on wire (1888 bits), 236 bytes captured (1888 bits) on interface \\.\pipe\v:
0010 08 00 45 00 00 d6 5f 3d 40 00 ff 11 30 a6 @9 01 --E--- =@ -0 - Ethernet II, Src: VMware_bf:37:26 (@0:50:56:bf:37:26), Dst: IPv4mcast_fb (01:00:5e:00:00:fb)
A026 01 37 e0 00 00 fb 14 e9 14 e9 00 c2 76 ad 00 00 o R LAY R 802.1Q Virtual LAN, PRI: @, DEI: @, ID: 900

939" 84 00 00 90 00 04 09 00 00 00 BN N _“=MVMe . Tnternet Protocol Version 4, Src: 9.1.1.55, Dst: 224.0.0.251

0040 2d 64 69 73 63 04 5f 74 63 70 05 6¢ 6f 63 61 6c -disc-_t cp-local lsar Datagran Protocol. Sre. Ports 5353, Det Ports s5s3

0050 00 00 Oc 00 01 00 00 11 94 00 1d 1a 39 2d 31 2d  ccrccees saen 9-1- ; 9 : ’ : z :

0060 31 2d 35 35 3a 30 38 2f 32 37 2f 32 32 3a 30 31 1-55:08/ 27/22:01 ~ Multicast Domain Name System (response)

9070 3a 35 33 3a 30 35 cO Oc c0 2d 00 10 80 01 00 0@  :53:05:: r—rvrecn Transaction ID: 0x0000

0080 11 94 00 37 05 70 3d 74 63 70 30 4e 51 4e 3d 6e  ---7-p=t cp@NQN=n Flags: 0x8400 Standard query response, No error

0090 71 6e 2e 31 39 38 38 2d 31 31 2e 63 6f 6d 2e 64 gn.1988- 11.com.d Questions: 0

00a0 65 6¢c 6¢ 3a 53 46 53 53 3a 39 3a 32 30 32 32 30 ell:SFSS :9:20220 Answer RRs: 4

00bo 38 32 34 32 32 33 30 35 38 65 38 cO 2d 00 21 80 82422305 8e8:—-!- Authority RRs: @

00c0 01 00 00 00 78 00 11 00 00 00 00 1f 49 08 39 2d  «+::X-c: »v+ 1:0= Additional RRs: 0

00d0 31 2d 31 2d 35 35 c@ 1c cO 9f 00 01 80 01 00 00 1-1-55:« -:ccvve- ST

90c0 00 78 00 04 09 01 01 37 32 3c 6d 51 Xt 7 2<mQ

_nvme-disc._tcp.local: type PTR, class IN, 9-1-1-55:08/27/22:01:53:05._nvme-disc._tcp.loca
9-1-1-55:08/27/22:01:53:05._nvme-disc._tcp.local: type TXT, class IN, cache flush

Name: 9-1-1-55:08/27/22:01:53:05._nvme-disc._tcp. local

Type: TXT (Text strings) (16)

.000 0000 0000 0001 = Class: IN (0x0001)

liie w2us sses 2aee = Cache flush: True

Time to live: 4500 (1 hour, 15 minutes)

Data length: 55

TXT Length: 5

TXT: p=tcp

TXT Length: 48

TXT: NQN=nqgn.1988-11.com.del1:SFSS:9:20220824223058e8
9-1-1-55:08/27/22:01:53:05._nvme-disc._tcp.local: type SRV, class IN, cache flush, priorit

Service: 9-1-1-55:08/27/22:01:53:05

Protocol: _nvme-disc

Name: _tcp.local

Type: SRV (Server Selection) (33)

.000 0000 0000 0001 = Class: IN (0x0001)

lees w2ee 2ase »2.. = Cache flush: True

Time to live: 120 (2 minutes)

Data length: 17

Priority: ©

Weight: @

Port: 8009

Target: 9-1-1-55.1local
9-1-1-55.local: type A, class IN, cache flush, addr 9.1.1.55
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.

No.

Source

| 10 9.1.1.44

MDNS Announcement

Destination

224.0.0.251

0000
0010
0020
0030
0040
0050
2060
0070
0080
0090
00a0
00b0
00co
00do
00e0
0010
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00
ed
fb
03
38
Qa

50
ff
00
la
32
65
6¢C
37
01

4b
c3

Protocol

MDNS

Info

Standard query 0x0000 SRV 9-1-1-55:08/27/22:01:53:05._nvme-disc._tcp.local, "QM" question AAAA 9-1-1-55.local, "QM" question

45 00 ve”v v PK KK 2+ -E- Frame 10: 242 bytes on wire (1936 bits), 242 bytes captured (1936 bits) on interface \\.\pipe\vi
€0 00 o0 f@ve evien: T Ethernet II, Src: Mellanox_4b:df:3a (50:6b:4b:4b:df:3a), Dst: IPv4mcast_fb (01:00:5e:00:00:fb)
A &eoves : Internet Protocol Version 4, Src: 9.1.1.44, Dst: 224.0.0.251

3a 30 08/27/22 :01:53:0 User Datagram Protocol, Src Port: 5353, Dst Port: 5353

. = S Multicast Domain Name System (query)
;3 gi g,fgzgi. 9}??,§f§ Transaction ID: 0x0000
01 80 =1=85«75 reweBrwn Flags: 0x0000 Standard query
oo - - - - - - - EEEEE Questions: 4
6e 71  --7-p=tc pONQN=nq Answer RRs: 3

64 65 n.1988-1 1.com.de Authority RRs: @
30 38  11:SFSS: 9:202208 Additional RRs: @
00 01 24223058 e8:B:--- Queries

00 01 R ok o7 ok e =

of 87 e i Y Answers

9-1-1-55:08/27/22:01:53:05._nvme-disc._tcp.local: type TXT, class IN
9-1-1-55.1ocal: type A, class IN, addr 9.1.1.55
9-1-1-55:08/27/22:01:53:05._nvme-disc._tcp.local: type SRV, class IN, priority 0, weight 0,
Service: 9-1-1-55:08/27/22:01:53:05
Protocol: _nvme-disc
Name: _tcp.local
Type: SRV (Server Selection) (33)
.000 0000 0000 0001 = Class: IN (0x0001)
@.ie 22us ssess «2.. = Cache flush: False
Time to live: 120 (2 minutes)
Data length: 8
Priority: ©
Weight: @
Port: 8009
Target: 9-1-1-55.1local
[Retransmitted request. Original request in: 4]
[Retransmission: Truel

vl
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— | <
TCP Sync

No. Source Destination Protocol Info

t 22 9.1.1.44 9 1155 TCP 33434 - 8009 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM=1 TSval=666101698 TSecr=0 WS=128

0000 00 50 56 bf 37 26 50 6b 4b 4b df 3a 08 00 45 00  -PV-7&Pk KK-:- -E- Frame 22: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface \\.\pipe\view_
0010 00 3c a5 cB 40 00 40 06 80 8f 09 01 @1 2c @9 @1 < @@ ‘' ‘- »' ' > Ethernet II, Src: Mellanox_4b:df:3a (50:6b:4b:4b:df:3a), Dst: VMware_bf:37:26 (00:50:56:bf:37::
0020 01 37 82 9a 1f 49 41 78 fb 50 00 00 00 00 a0 02  7:::IAX -P:-:--- Internet Protocol Version 4, Src: 9.1.1.44, Dst: 9.1.1.55

0030 fa f@ 4a 88 00 00 02 @4 05 b4 04 02 08 0a 27 b3 vaJeneen cesment

v Transmission Control Protocol, Src Port: 33434, Dst Port: 8009, Seq: 0, Len: 0@
Source Port: 33434
Destination Port: 8009
[Stream index: 0]
[Conversation completeness: Incomplete, DATA (15)]
[TCP Segment Len: 0]
Sequence Number: @ (relative sequence number)
Sequence Number (raw): 1098447696
[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: @
Acknowledgment number (raw): @
1010 .... = Header Length: 40 bytes (10)

0040 e7 c2 00 00 00 00 01 03 03 @7 9c 64 24 ee e d$ -

B

Reserved: Not set

Nonce: Not set

Congestion Window Reduced: Not set
ECN-Echo: Not set

Urgent: Not set

Acknowledgment: Not set

Push: Not set
Reset: Not set

sees Buee vans

ceee 2000 uas
........ 0

sese sses oBes

(=]
o uwnununuwun

sees saes 2240 = Fin: Not set
[TCP Flags: .......... S. ]
Window: 64240
[Calculated window size: 64240]
Checksum: 0x4a88 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: @
Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), W
[Timestamps]
TRANSUM RTE Data
[RTE Status: 0K]
[Req First Seg: 22]
[Req Last Seq: 22]
[Rsp First Seg: 23]
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Linux Client Storage Appliance . .
NVMe_Host Sy S— Step-1 Discover the Storage Appliance

10.254.161.2 10.254.164.2

GB00041004bbf910
I/O CNTL

subsystem

NS

# nvme discover
-t tcp

-2 10.254.164.2
-s 4420

» Step-1 (Discover the Storage Appliance)
Storage Admin will issue a “NVMe discover” CLI command at the
host to retrieve the Storage Appliance Subsystem.

# nvme discover -t tcp -a 10.254.164.2 -s 4420

GB00041004bbf910

i trtype: unrecognized

! adrfam: ipv4

| subtype: nvme subsystem

E treq: not specified

! portid: 28

| trsvcid: 4420

| subnqgn: GB00041004bbf910
' traddr: 10.254.164.2

__________________________________________________
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Linux Client Storage . . .
NVMe-Host Discovery Controller Initiate Connection Request to Discovery Cntl
e-rnos i
10.254.161.2 10.254.164.2 Y |CReq
E é Internet Protocol Version 4, Src: 10.254.161.2, Dst: 10.254.164.2
. i Transmission Control Protocol, Src Port: 43944, Dst Port: 4420, Seq: 1, Ack: 1,
# nvme discover | I/O CNTL NVM Express Fabrics TCP
-t tcp | || subsystem [Cmd Qid: 0 (AQ)]
_ i NS Pdu Type: ICReq (0)
a10.254.164.2 ] Pdu Specific Flags: 0x00
-5 4420 : +vss +4.0 = PDU Header Digest: Not set
NVMe-TCP NVMe-TCP .vv. ..0. = PDU Data Digest: Not set
TCP SESSiOﬂ i . 00 = EBE gaia Igast: Noth:t .
e | vens 000. = ata Success: Not se
. ! . TCP SYN 4420, > Pdu Header Length: 128
TCP session Rl TCP SYN/Ack ‘, i Pdu Data Offset: @
(NVMe is i TCP Ack 7 5 :g;ket Length: 128
7 + > €q
supported) T oo T oT T i Pdu Version Format: @
i Host Pdu data alignment: 0
. l Digest Types Enabled: @ _ ___
ICReq (max.outstanding, R2T=0) | Max i . 1
Max Data g > Maximun r2ts per request: 0 _ | ICResp
Size CNTL < |CRESp (max. H2CData size) ’ Internet Protocol Version 4, Src: 10.254.164.2, Dst: 10.254.161.2
H Transmission Control Protocol, Src Port: 4420, Dst Port: 43944, Seq: 1, Ack: 129,
vvﬂlaccept issi C 1 1, S 2 39 S k: 129

NVM Express Fabrics TCP
[Cmd Qid: @ (AQ)]
Pdu Type: ICResp (1)
Pdu Specific Flags: 0x00

.+.0 = PDU Header Digest: Not set
..0. = PDU Data Digest: Not set
.0.. = PDU Data Last: Not set

vans 0.as PDU Data Success: Not set
Pdu Header Length: 128
Pdu Data Offset: @
Packet Length: 128
ICResp
Pdu Version Format: 0
Controller Pdu data alignment: @
Digest types enabled: 0

! CONFERENCE
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Linux Client Storage nqn: nvmexpress.discovery C te NVM Ad . Q
NVMe-Host || Discovery Controller | Connect Request
10.254.161.2 10.254.164.2 i } Internet Prbtocol Versign 4, Src: 10.254.161.2, Dst:710.254.164.£
i E Transmission Control Protocol, Src Port: 43944, Dst Port: 4420, Seq: 129, Ack: 129,
] v NVM Express Fabrics TCP, Fabrics Type: Connect (0x01) Cmd ID: 0x0000
# nvme discover i [Cmd Qid: @ (AQ)]
i I/O CNTL Pdu Type: CapsuleCommand (4)
-t th -' i subsystem Pdu Specific Flags: 0x00
-2 10.254.164.2 : NS Pdu Header Length: 72
) ’ ’ ; Pdu Data Offset: 72
-5 4420 Packet Length: 1096
NVMe-TCP NVMe-TCP Cmd
TCP Session i Opcode: 0x7f (Fabric Command)
T mmmmmmmmmm—m——m e mm . i [Fabric Cge in: 9]
. 1 TCP SYN 4420, g Reserved: 0x40
T Ll ] . . .
TCP session N : TCP SYN/Ack | E Commgnd Identifier: .0x0000
(NVMe is < ! T i Fabric Command Type: Connect (0x01)
L TCP Ack 1 Reserved: 00000000000000000000000000000000000000
7 L}
supported) S - : SGL1
i 0000 .... = Descriptor Type: 0x0 Data Block
' . 0001 = Descriptor Sub Type: 0x1 Offset
ICRe (max. outstanding , R2T=0) i Address: 0x0000000000000000
Max Data 9 > Length: 1024
i ICResp (max. H2CData size) ] Reserved: 000000
Size CNTL < & _Record Format: @ _ ___ __
will accept "Queve ID: @ (AQ) !
; Submission Queue Size: 32
) “Connect Attributest ox00 ~
Create Connect (Discovery) OXFFFF' ve.. ..00 = Priority Class: Urgent (0x0)
Admin . +vss +0.. = Disable SQ Flow Control: 0x@
d —Q DISC(?VEFV NO‘N’ Any CNTL vvss 0... = Support Deletion of IO Queues: 0x0
Admln_Q# (O), SIZE(32) 0000 .... = Reserved: 0x0

Reserved: 00
Keep Alive Timeout: Oms
Reserved: 000000000000000000000000

, Host Identifier: 741558b25cc841de933e4de51278ef74

: Controller ID: Oxffff

 Reserved: 0000000000000000000000000000000000000000000000000000000000000000000000
: Subsystem NQN: nqgn.2014-08.org.nvmexpress.discovery

; Host NQN: nqgn.2014-08.org.nvmexpress:uuid:55e23c7b-7431-439b-81d7-430e286fbb98

: Reserved: 0000000000000000000000000000000000000000000000000000000000000000000000
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Linux Client Storage nqn: nvmexpress.discovery
NVMe-Host '| Discovery Controller
10.254.161.2 10.254.164.2 | ry
# nvme discover 1/O CNTL
-ttcp -' E subsystem
-a10.254.164.2 ; NS
-5 4420 :
NVMe-TCP NVMe-TCP
TCP Session !
N TCPSYN 4420 |
TCPsession | T TCP SYN/ACK e
(NVMe is h W TCP Ack ’:' Rk
supported) S |
Max Data |CReq (max. outstanding , R2T=0) , é
Size CNTL ) ICResp (max. H2CData size) ;
will accept
Create Connect (Discovery)
Admin_Q Discovery NQN, Any CNTL (OxFFFF) "
Admin_Q# (0), Size(32)
Connect Response “ONTLE )
) (CNTL#0x0401)| 90401
NVMe-TCP
Admin_Q0 Admin_Q0

NVMe-Q Association
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Create NVMe Admin Queue

Connect Response

Internet Protocol Version 4, Src: 10.254.164.2, Dst: 10.254.161.2
Transmission Control Protocol, Src Port: 4420, Dst Port: 43944, Seq: 129, Ack:
NVM Express Fabrics TCP, Cqge Fabrics Cmd: Connect (0x01) Cmd ID: 0x0000

[Cmd Qid: @ (AQ)]

Pdu Type: CapsuleResponse (5)

Pdu Specific Flags: 0x00

.+:0 = PDU Header Digest: Not set
..0. = PDU Data Digest: Not set
.0.. = PDU Data Last: Not set

«2xs 0... = PDU Data Success: Not set
Pdu Header Length: 24
Pdu Data Offset: 0
Packet Length: 24
Cge (For Cmd: Connect)
[Fabric Cmd in: 8]

—— oy ——

Command Identifier: 0x0000
Status Field: 0x0000

sxss saas 2::.0 = Reserved: 0x0
...0 0000 000. = Status Code: 0x00 (Successful Completion)
ve2. 000. .... .... = Status Code Type: Generic Command Status (0x0)
«200 .... ..:: .... = Command Retry Delay: 0x0
+0.: cius wuss 2sasxs = More Infornation in Log Page: False
@.vs wuss suss «xxs = Do not Retry: False
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Linux Client
NVMe-Host

10.254.161.2 10.254.164.2

# nvme discover

-t tcp *
-2 10.254.164.2
-s 4420

NVMe-TCP

Storage ngn: nvmexpress.discovery

Discovery Controller

Get Controller’s Capabilities

NVMe-Q Association

Admin_(%

Get Controller Property Get

Capabilities -
(Controller Capabilities)
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4 Property Get
. Internet Protocol Version 4, Src: 10.254.161.2, Dst: 10.254.164.2
/0 CNTL Transmission Control Protocol, Src Port: 43944, Dst Port: 4420, Seq: 1225,
subsystem NVM Express Fabrics TCP, Fabrics Type: Property Get (0x04) Cmd ID: 0x0012
— | NS [Cmd Qid: © (AQ)]
gz;&; Pdu Type: CapsuleCommand (4)
Pdu Specific Flags: 0x00
Admin_Q0 .+:0 = PDU Header Digest: Not set
V/ = ..0. = PDU Data Digest: Not set
.0.. = PDU Data Last: Not set

P/ PDU Data Success: Not set
Pdu Header Length: 72
Pdu Data Offset: @
Packet Length: 72
Cmd
Opcode: @x7f (Fabric Command)
[Fabric Cge in: 12]
Reserved: 0x40
Command Identifier: 0x0012
Fabric Command Type: Property Get (0x04)
Reserved: 00000000000000000000000000000000000000000000000000000000000¢
buffer .001 = Attributes: 0x1
.001 = Property Size: 8 bytes (0x1)
0000 0... = Reserved: 0x00

offset \

Reserveq;_QQQQm& .
Offset: Controller Capabilities '(0x00000000)

Reserved: 00000000000000000000000000000000
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Linux Client

NVMe-Host

# nvme discover

-t tcp -l

-a 10.254.164.2
-5 4420

10.254.161.2

Discovery Controller

10.254.164.2

A

¢
I/O CNTL

subsystem

NS

NVMe-TCP
Admin_Q0

Get Controller
Capabilities

Admin_Q0 [Cmd Qid: @ (AQ)]

Storage ngn: nvmexpress.discovery

(CNTLE ) Property Get Response

0x0401 Internet Protocol Version 4, Src: 10.254.164.2, Dst: 10.254.161.2
Transmission Control Protocol, Src Port: 4420, Dst Port: 43944, Seq: 153, Ack: 1297, Len: 24
NVM Express Fabrics TCP, Cqe Fabrics Cmd: Property Get (0x04) Cmd ID: 0x0012

NVME'Q ASSOCiation [/ = Pdu Type: CapsuleResponse (5)

Property Get

Pdu Specific Flags: 0x00

Pdu Header Length: 24

Pdu Data Offset: @
Packet Length: 24

(Controller Capabilities)

Property Get Response

Fabric Cmd in: 11

A

Controller Capabilities
-Maximum Queue Entry =128
-Arbitration Mechanism
-Timeout
-Command Sets Supported

SQ Identifier: 0x0000

Status Field: 0x0000
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[Cmd Latency: 0.018 ms]
Property Data: 7f00000120000000
Controller Capabilities: 0x000000200f00007f

U I ||

Cge (For Cmd: Property Get)

Command Identifier: 0x0012

Reserved: 0x0

Status Code: 0x00 (Successful Completion)
Status Code Type: Generic Command Status (0x0)
Command Retry Delay: 0x@

More Infornation in Log Page: False

Do not Retry: False

Get Controller’s Capabilities

Controller Capabilities

0000 0000 0111 1111 4 Maximum Queue Entries Supported: 128
Contiguous Queues Required: False
Supports Arbitration Mechanism with Weighted Round Robin
Supports Arbitration Mechanism Vendor Specific: False

Reserved: 0x00

Reserved: 0x0

Y|y |t ¥ | | S | | |y | Sy 1

Timeout (to ready status): f (7500 ms)
Doorbell Stride: @x@ (4 bytes)

NVM Subsystem Reset Supported: False

Command Sets Supported: 1 (NVM IO Command Set)
Boot Partition Support: False

Memory Page Size Minimum: 0x@ (4096 bytes)
Memory Page Size Maximum: 0x@ (4096 bytes)
Persistent Memory Region Supported: False

Controller Memory Buffer Supported: False

R Sass sEEE EEEE EEES EEEE SEEE EEES SEEE EEEE EEEE EEEE saEa maaw ....=|
D000 00.. +uue wuns sann suns snsn saas wass saas wass waas wwss weaw waas waas 3 Reserved: 0x00
SQ Head Pointer: 0x0000 L

Kamal Bakshi, Cisco
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Linux Client Storage nagn: nvmexpress.discovery , . .
. SET Controller’s Configuration
NVMe-Host Discovery Controller
10.254.161.2 10.254.164.2 A
]
# nvme discover 1/O CNTL
-ttcp -' subsystem NS
-a10.254.164.2
90 (oNTLE ) Property Set Request
- NVMe-TCP 0x0401|  Internet Protocol Version 4, Src: 10.254.161.2, Dst: 10.254.164.2
Admin Q0 ,\ Transmission Control Protocol, Src Port: 43944, Dst Port: 4420, Seq: 1297, Ack: 177, Len: 72
R T Admin_Q0 NVM Express Fabrics TCP, Fabrics Type: Property Set (0x@0) Cmd ID: 0x0013
E_< NVMe-Q Association AE [Cnd 0id: @ (AQ)]
= Pdu Type: CapsuleCommand (4)
— Pdu Specific Flags: 0x00
Get Controll Property Get Pdu Header Length: 72
et Lontrolier Pdu Data Offset: 0
reps Controller Capabilities :
Capabllltles ( p ) E:gket Length: 72
PrOperty Get RESponse Opcode: 0x7f (Fabric Command)
[Fabric Cge in: 15]
Reserved: 0x40
Command Identifier: 0x0013
Enable & Property Set Fabric Command Type: Property Set (0x00)
Ie > Reserved: 000000000000000000000000000000000000000000000000000000000000000000005a
change cntl. vvv. 2000 = Attributes: 0x0
fi . Reserved: 000000
con |gurat|0n 0ffset: Controller Configuration (0x00000014)
. . Property Data: 0100460000000000
Set contrO"er Conflguratlon Controller Configuration: 0x00460001 i
............................... 1 ='Enable: 0x1 I
-Enable e e e e e 000. = Reserved: 0x@ !
S .000 .... ='I0 Command Set Selected: NVM IO Command Set (0x0)
-NVM command set=0 | ettt 000 @... .... =iMemory Page Size: @x0 (4096 bytes) |
_ 170 ANQG | aaae aaas aaas ases oas 00 0 =!Arbitration Mechanism Selected: Round Robin (0x®) i
Memory Page size:4096 | 00.. +svvv tuns snas =:Shutdown Notification: No Shutdown (0x0) :
-Arbitration =Round Robin | oo ool 0110 vvr vvvn wnnn wens =10 Submission Queue Entry Size: Ox6 (64 bytes) 1
e 0100 +vvv vuns suns suns suns =1I0 Completion Queue Entry Size: 0x4 (16 bytes) :
-1/0 SQ/CQ Size 0000 0000 ... svev cerr viee een aans ='Reserved: 0x00 !
Reserved: 0x00000000 e e e :
Reserved: 0000000000000000

! CONFERENCE
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Linux Client

NVMe-Host

# nvme discover

“ttep |

-a 10.254.164.2
-5 4420

10.254.161.2

NVMe-TCP

Get Controller
Capabilities

Enable &
change cntl.
configuration

Get controller
Status

Admin_(%

10.254.164.2

Storage ngn: nvmexpress.discovery

Discovery Controller

NVMe-Q Association

Property Get

4
v
I/O CNTL
subsystem
CNTLH#
0x0401
Admin_Q0
——

(Controller Capabilities)
Property Get Response

Property Set

(Controller Configuration)

Property Get

\ 4

(Controller Status)
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Get Controller’s Status

Property Get Request

Internet Protocol Version 4, Src: 10.254.161.2, Dst: 10.254.164.2
Transmission Control Protocol, Src Port: 43944, Dst Port: 4420, Seq: 1369,
NVM Express Fabrics TCP, Fabrics Type: Property Get (0x04) Cmd ID: 0x0014
[Cmd Qid: @ (AQ)]
Pdu Type: CapsuleCommand (4)
Pdu Specific Flags: 0x00
- PDU Header Digest: Not set
.. 0. PDU Data Digest: Not set
. 0., PDU Data Last: Not set
Q. = PDU Data Success: Not set
Pdu Header Length 72
Pdu Data Offset: @
Packet Length: 72
Cmd
Opcode: 0x7f (Fabric Command)
[Fabric Cge in: 18]
Reserved: 0x40
Command Identifier: 0x0014
Fabric Command Type: Property Get (0x04)
Reserved: 00000000000000000000000000000000000000000000000000000000000
.000 = Attributes: 0x0
.000 = Property Size: 4 bytes (0x0)
0000 0. = Reserved: 0x00
~Reserved: _ amna __________________
IOffset Controller Status (@x0000001c)'

Reserved: 00000000000000000000000000000000
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rinux Cllent LoraBe e covery Get Controller’s Status
NVMe-Host Discovery Controller
10.254.161.2 10.254.164.2 A
v
# nvme discover I/O CNTL
-ttcp -' subsystem NS
-a10.254.164.2 —
CNTLH Property Get Response
-5 4420 0x0401 ' - : =
NVMe-TCP Internet Protocol Version 4, Src: 10.254.164.2, Dst: 10.254.161.2
Admin_Q0 ) Transmission Control Protocol, Src Port: 4420, Dst Port: 43944, Seq: 201, Ack: 1441, Le
= — ,\ Admin_Q0 NVM Express Fabrics TCP, Cqe Fabrics Cmd: Property Get (0x04) Cmd ID: 0x0014
=B NVMe-Q Association / = [Cmd Qid: @ (AQ)]
— Pdu Type: CapsuleResponse (5)
N— Pdu Specific Flags: 0x00
Get Controll PropertyGet | . @ = PDU Header Digest: Not set
e ontroller +vas +.0. = PDU Data Digest: Not set
e (Controller Capabilities) ... .0.. = PDU Data Last: Not set
Capabllltles «vu. 0... = PDU Data Success: Not set
Property Get Response Pdu Header Length: 24
Pdu Data Offset: @
Packet Length: 24
Cge (For Cmd: Property Get) Contro"er Status
Property Set [Fabric Cmd in: 17]
Enable & perty [Cmd Latency: 0.014 ms] -Ready
1¢ - - Property Data: 0100000000000000
change cntl. (Controller Configuration) Controller Status: 0x00000001 .
: -n ! e e B Weal e @Wes WEeE §ew 1 =1Ready: 0x1 1
conflguratlon Pajen e WWaw WaEn sEwe awew Weew @90 =:Contr011er Fatal Status: 0x@ :
............................ 00.. =i1Shutdown Status: No Shutdown (0x0) ;
Property Get ........................... 0 .... =NWM Subs'ystem Reset Occurred: 0x0 |
Check cntl. > sues wews mwaw meww awms wwes walw sawms =|Processing Paused: 0x0 |
0000 0000 0000 0000 0000 0000 00.. .... =:Reserved: 0x0000000 !
status (Ready) [. Reserved: 0x00000000 = mmmmmmmmmmmmmmmmmmmo- - !
N SQ Head Pointer: 0x0000
(Controller Status = Ready) 5Q Identifier: 0x0000
Command Identifier: 0x0014
Status Field: 0x0000
............... @ = Reserved: 0x0
....... 0 0000 000. = Status Code: 0x00 (Successful Completion)
... 000. T = Status Code Type: Generic Command Status (0x0)
23500 s wwaw W e = Command Retry Delay: 0x0
+0.4 4usas 22ss wuss = More Infornation in Log Page: False STORAGE DEVELOPER CONFERENCE
@.ev vuus wuss 2. = Do not Retry: False ‘
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Storage ngn: nvmexpress.discovery

Linux Client
NVMe-Host Discovery Controller
10.254.161.2 10.254.164.2 2
v
# nvme discover I/O CNTL
-ttcp -' subsystem
-a10.254.164.2 —— NS
s 4420 NVMe-TCP 0x0401
Ad_min_QO ,\ Admin_QO0
== NVMe-Q Association AE
—
Identify Identify Controller
Controller
Details
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Identify Request

Internet Protocol Version 4, Src: 10.254.161.2, Dst: 10.254.164.2

|dentify Controller CNS-01

Transmission Control Protocol, Src Port: 43944, Dst Port: 4420, Seq: 1585, Ack: 273, Le

NVM Express Fabrics TCP, NVMe Opcode: Identify (@x06) Cmd ID: 0x0013

[Cmd Qid: @ (AQ)]
Pdu Type: CapsuleCommand (4)
Pdu Specific Flags: 0x00
Pdu Header Length: 72
Pdu Data Offset: @
Packet Length: 72
NVM Express (Cmd)
Opcode: 0x06 Identify
[DATA Transfer @: 27]
[Cge in: 27
...... 00 = Fuse Operation: 0x@
..00 00.. = Reserved: 0x0
01.. .... = PRP Or SGL: 0x1
Command ID: 0x0013
Namespace Id: 0x00000000
Reserved: 0000000000000000
Metadata Pointer: 0x0000000000000000
SGL1
0101 .... = Descriptor Type: @x5 Reserved
. 1010 = Descriptor Sub Type: 0@xa Reserved
DWORD10: 0x00000001

........................ 0000 0001 = Controller or Namespace Structure (CNS):
................ 0000 0000 .... .... = Reserved: 0x00
0000 0000 0000 0000 .... +evs suss ssus = Controller Identifier (CNTID): 0x0000
DWORD11: ©0x00000000
................ 0000 0000 0000 0000 = NVM Set Identifier (NVMSETID): 0x0000
0000 0000 0000 0000 .... ..vv 22ss saas = Reserved: 0x0000
DWORD12: 0x00000000
DWORD13: 0x00000000
DWORD14: 0x00000000
........................ .000 0000 = UUID Index: 0x00

0000 0000 0000 0000 0000 Q000 0... .... = UUID Index: 0x0000000

DWORD15: 0x00000000

Kamal Bakshi, Cisco
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Linux Client Storage ngn: nvmexpress.discovery |d tf Data B ff
NVMe-Host Discovery Controller y
10.254.161.2 10.254.164.2 A
‘ Identify Response

# nvme discover 1/O CNTL Internet Protocol Version 4, Src: 10.254.164.2, Dst: 10.254.161.2

-l Transmission Control Protocol, Src Port: 4420, Dst Port: 43944, Seq: 273, Ack:
-t tCF) subsystem NVM Express Fabrics TCP, C2HData Opcode: Identify (@x06), Cmd ID: 0x0013, Len:
-2 10.254.164.2 — | NS NVM Express

CNTLH PCI Vendor ID (VID): 0x0000

-5 4420 0x0401 PCI Subsystem Vendor ID (SSVID): 0x0000

NVMe-TCP Serial Number (SN):

_ iati n Firmware Revision (FR): 342e372e302b0000
NVMe-Q Association l/ = Recommended Arbitration Burst (RAB): 0x0 (1 command)
o IEEE OUI Identifier (IEEE): 0x00000000
Controller Multi-Path I/0 and Namespace Sharing Capabilities (CMIC): 0x00

|dentify Controller Maximum Data Transfer Size (MDTS): 0x4 (16 pages)

Admin_Q0 :
m|n_< ,\ Admin_QO Model Number (MN):

Identify N Controller ID (CNTLID): 0x0401

Version (VER): 0x00010200
Cont'rO”er Response RTD3 Resume Latency (RTD3R): @ (not reported)
Details RTD3 Entry Latency (RTD3E): @ (not reported)

Optional Asynchronous Events Supported (OAES): 0x00000000

Controller Attributes (CTRATT): 0x00000000

Read Recovery Levels Support (RRLS): 0x0000

Reserved: 000000000000000000

Controller Type (CNTRLTYPE): Reserved (not reported) (0x00)

FRU Globally Unique Identifier (FGUID): 00000000000000000000000000000000
Command Retry Delay Time 1: @ (@ ms)

Command Retry Delay Time 2: @ (@ ms)

Command Retry Delay Time 3: @ (@ ms)

Reserved: 000000000000000000000000000000000000000000000000000000000000000000@
NVMe Management Interface: 00000000000000000000000000000000

Optional Admin Command Support (0ACS): 0x0000

Abort Command Limit (ACL): @x@: (1 command)

Asynchronous Event Request Limit (AERL): 0x@: (1 event)

Firmware Updates (FRMW): 0x00

Log Page Attributes (LPA): True

Error Log Page Entries (ELPE): 0x@: (1 entry)

Number of Power States Supported (NPSS): @x@: (1 state)

Admin Vendor Specific Command Configuration (AVSCC): 0x00

Autonomous Power State Transition Attributes (APSTA): 0x00

muItipIe pages (not shown) STORAGE DEVELOPER CONFERENCE
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Linux Client Storage nqn: nvmexpress.discovery Get Di L P
NVMe-Host Discovery Controller y g g
10.254.161.2 10.254.164.2 A
v
# nvme discover I/O CNTL
-ttcp -' subsystem
-a 10.254.164.2 v NS Get Log Page
-s 4420 NVMe-TCP 0x0401 > Internet Protocol Version 4, Src: 10.254.161.2, Dst: 10.254.164.2
Admin_Q0 . Transmission Control Protocol, Src Port: 43944, Dst Port: 4420, Seq: 1729, Ack: 4481, Len: 72
o NVM A — N JAdmin_ao NVM Express Fabrics TCP, NVMe Opcode: Get Log Page (0x02) Cmd ID: 0x0015
—= e-Q Association )/ = NVM Express (Cmd)
= Opcode: 0x02 Get Log Page
. — [DATA Transfer 0: 33]
dentif Identify Controller [Cqe in: 33]
enuty . ..00 = Fuse Operation: 0x0@
Controller ..00 00.. = Reserved: Ox0
Details 01.. .... = PRP Or SGL: ox1
Command ID: 0x0015
Namespace Id: 0x00000000
Get Discovery Get Log Page ID#70 Reserved: 0000000000000000
Metadata Pointer: 0x0000000000000000
Log Page (Discovery Log Page) SGL1
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DWORD 10: 0xQ1ff0070 e e

...0 0000 .... ....

= Log Specific Field (LSP): 0x00
«00. ...v 2uss .ua. = Reserved: 0x0
wess wass wass wess Qs vuesw wuasx ... = Retain Asynchronous Event (RAE): False
0000 0001 1111 1111 .... ... « ++.. = Number of Dwords Lower (NUMDL): 0x@1ff

Number of Dwords: 511 (2048 bytes)

DWORD 11: 0x00000000

Log Page Offset (DWORD 12 and DWORD 13): @
DWORD13: 0x00000000

DWORD 14: 0x00000000

DWORD15: 0x00000000

STORAGE DEVELOPER CONFERENCE
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Linux Client Storage nqn: nvmexpress.discovery .
NVMe-Host Discovery Controller Response DlSCOVer Log Entry
10.254.161.2 10.254.164.2 A B Internet Protocol Version 4, Src: 10.254.164.2, Dst: 10.254.161.2
Transmission Control Protocol, Src Port: 4420, Dst Port: 43944, Seq: 4481, Ack: 1801, Len: 2096
A 4 NVM Express Fabrics TCP, C2HData Opcode: Get Log Page (@0x02), Cmd ID: 0x0015, Len: 2048
# nvme discover 1/O CNTL [Cmd Qid: @ (AQ)]
-l Pdu Type: C2HData (7)
-t tcp subsystem \ Pdu Specific Flags: 0x@4, PDU Data Last
-a10.254.164.2 —— NS Pdu Header Length: 24
CNTLH# Pdu Data Offset: 24
-s 4420 MeTCh 0x0401 Packet Length: 2072
Admin 0.0 VMe/TCP Data PDU
S N JAdmin_ao
= < NVMe-Q Association =
B l/ —= ta: NVMe Get Log Page (NVMeOF Discovery)
————
) Identify Controller
Identify
Controller - 000000000000000000000000000000000000000000000000000000000000000002020... . _ _ —
Details : Transport Type (TRTYPE): TCP Transport (0x03) :
| Address Family \(ADRFAM): AF_INET (0x01) |
Subsystem Type (SUBTYPE): NVM System with IO controllers (0x02) 1
Get Discovery Get Log Page ID#70 : Transport Requirements (TREQ): 0x00 1
| = Secure™Channel Connection Requirement: False 1
LOg Page | «v.s ..0. = Disable Flow Control Support: False |
) Response | 0000 0... = Reserved: Bx00 I
« Port ID (PORTID): 0x001c 1
H(?St S€Ees (Discovery Log Entry)NQN GB00041004bbf910; : Controller ID (CNTLID): Oxff I
this record | Admin Max SQ Size (ASQSZ): 32 I
mmmmm e - . 1 Reserved: 00000000000000000000000Q00000000000000000000 1
1 Discovery Log Number of Records 1, Generation counter 1 | 1 Transport Service Identifier (TRSVCID): 4420 1
| ———==Discovery Log Entry O====== ! | Reserved: 000000000000000000000000002000000000000000000000000000000000000000000000... :
: . ; ' 1 NVM Subsystem Qualified Name (SUBNQN): GB00041004bbf910
i ;?r/g;:l;;\cicogmzed i : Transport Addre;s (TEQDDR): 13.254.%64.2) I/O SUbSyStem NQN dl
i . i Transport Specific Address Subtype (TSAS): 000000000000000000000000000000000000000000000000!
| subt'ype. nvme §;b;ystem i 1 Security Type (SECTYPE): No security (0x00) !
e e | | _ _ Reserved: 000000000000000000000000000000000000000000000000000000000000000000000000... _ _
| portid: 28 i NVM Express Fabrics TCP, Cqe NVMe Cmd: Get Log Page (0x02) Cmd ID: 0x0015
! trsvcid: 4420 ! NVM Express (Cge)
' subnqn: GB00041004bbf910 :
1 1
1 1

traddr: 10.254.164.2 STORAGE DEVELOPER CONFERENCE
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Linux Client

torage Appliance

NVMe-Host

10.254.161.2 10.254.164.2

# nvme discover
-t tcp

-2 10.254.164.2
-s 4420

# nvme connect
-t tcp

-2 10.254.164.2

-n GB00041004bbf910
-s 4420
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Step-2 Connect to /O Subsystem

Discovery Controller

GB00041004bbf910
! /O CNTL Step-1 (Discover the Storage Appliance)
subsystem
' NS Storage Admin will issue a “NVMe discover” CLI command at the

GB00041004bbf910

GB00041004bbf910

host to retrieve the Storage Appliance Subsystem.
# nvme discover -ttcp -a 10.254.164.2 -s 4420

trtype: unrecognized
adrfam: ipv4

subtype: nvme subsystem
treq: not specified
portid: 28

trsvcid: 4420

subnqn: GB00041004bbf910
traddr: 10.254.164.2

__________________________________________________

Step-2 (Connect to 1/0 Subsystem)
Storage Admin will issue a “NVMe connect” CLI command at the host to
connect to the Storage Appliance Subsystem.

# nvme connect -t tcp -a 10.254.164.2 -n GB0O0041004bbf910 -s 4420

| # nvme list

Node SN Model Namespace Usage Format FW Rev
/dev/ nvmednl SDM@@QOOEC75 UCSC-F-H16003 1 1.60 TB / 1.60 TB 512 B+ © B KNCCPloo
/dev/ nvmelnl GB00041004bbf910 PVL-MX18S0P2L2C1-F100TPOTY1 1 2.15 TB / 2.15 TB 4 KiB+ 08B 22139242

STORAGE DEVELOPER CONFERENCE
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Linux Client

NVMe-Host

# nvme discover

-t tcp
-2 10.254.164.2
-s 4420

NVMe-TCP

Admin_(%

# nvme connect
-t tcp
-a 10.254.164.2

-N GBO0041004bbf910

-s 4420
Max Data

Size CNTL
will accept

Storage ngn: nvmexpress.discovery

Discovery Controller

10.254.161.2 10.254.164.2

subnqgn:

GB00041004bbf910

I/O CNTL

subsystem

NS

)
CNTL#

NVMe-Q Association

NS

\ 4

TCP SYN/Ack

|CReq (max. outstanding , R2T=0)

A
Y w._l..X

|CRESp (max. H2CData size)

0x0401

Admin_Q0

N—

111 | ©2022 Storage Networking Industry Association. All Rights Reserved.

Initiate Connection to |/O Subsys
ICReq

Internet Protocol Version 4, Src: 10.254.161.2, Dst: 10.254.164.2
Transmission Control Protocol, Src Port: 43946, Dst Port: 4420, Seq: 1,
NVM Express Fabrics TCP
[Cmd Qid: @ (AQ)]
Pdu Type: ICReq (0)
Pdu Specific Flags: 0x00
Pdu Header Length: 128
Pdu Data Offset: ©
Packet Length: 128
ICReq
Pdu Version Format: @
Host Pdu data alignment: @
Digest Types Enabled: @
Maximum r2ts per request: 0

ICResp

Internet Protocol Version 4, Src: 10.254.164.2, Dst: 10.254.161.2
Transmission Control Protocol, Src Port: 4420, Dst Port: 43946, Seq: 1,
NVM Express Fabrics TCP
[Cmd Qid: @ (AQ)]
Pdu Type: ICResp (1)
Pdu Specific Flags: 0x00
Pdu Header Length: 128
Pdu Data Offset: @
Packet Length: 128
ICResp
Pdu Version Format: @
Controller Pdu data alignment: 0
Digest types enabled: 0
Maximum data capsules per r2t supported: 65535

STORAGE DEVELOPER CONFERENCE
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Linux Client

NVMe-Host

10.254.161.2 10.254.164.2

# nvme discover
-t tcp
-a10.254.164.2

-s 4420

NVMe-TCP
Admin_

# nvme connect
-t tcp

-2 10.254.164.2

-n GB00041004bbf910
-s 4420

Max Data
Size CNTL

will accept

Create
Admin_Q

Storage ngn: nvmexpress.discovery

Discovery Controller

subnqgn:

GB00041004bbf910

I/O CNTL

)
CNTL#

NVMe-Q Association

TCP SYN 4420"

\ 4

1
TCP SYN/Ack }
TCP Ack '

’
™~
1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

.

ICReq (max. outstanding , R2T=0)

v

ICReSp (max. H2CData size)

Connect (/0 subsys) OxFFFF

N2

NS

0x0401

Admin_Q0

N—

SubNQN: GB00041004bbf910
Any controller: Oxffff
Admin_Q# (0), Size(32)
Keepalive: 15secs

A 4
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Create NVMe Admin Q

Connect Request

Internet Protocol Version 4, Src: 10.254.161.2, Dst: 10.254.164.2
Transmission Control Protocol, Src Port: 43946, Dst Port: 4420, Seq: 129, Ack: 129, Len:
NVM Express Fabrics TCP, Fabrics Type: Connect (0x01) Cmd ID: 0x0000
[Cmd Qid: @ (AQ)]
Pdu Type: CapsuleCommand (4)
Pdu Specific Flags: 0x00
Pdu Header Length: 72
Pdu Data Offset: 72
Packet Length: 1096
Cmd
Opcode: 0x7f (Fabric Command)
[Fabric Cge in: 10]
Reserved: 0x40
Command Identifier: 0x0000
Fabric Command Type: Connect (0x01)
Reserved: 00000000000000000000000000000000000000
SGL1
Record Format: 0@
Queue ID: @ (AQ)
Submission Queue Size: 32
Connect Attributes: 0x00
...... 00 = Priority Class: Urgent (0x0)
Disable SQ Flow Control: 0x0
e . Support Deletion of IO Queues: 0x0@
0000 .... = Reserved: 0x0
Reserved: 00
Keep Alive Timeout: 15000ms
Reserved: 000000000000000000000000
Data
Host Identifier: 24756c3c1lbd24e9d987da87397e55aa3
Controller ID: Oxffff
Reserved: 000000000000000000000000000000000000000000000000000000000000000000000000...
Subsystem NQN: GB00041004bbf910
Host NQN: nqn.2014-08.org.nvmexpress:uuid:55e23c7b-7431-439b-81d7-430e286Tbb98
Reserved: 000000000000000000000000000000000000000000000000000000000000000000000000...

[
-
nn
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Connect Response

Create NVMe Admin Q

Internet Protocol Version 4, Src: 10.254.164.2, Dst: 10.254.161.2
Transmission Control Protocol, Src Port: 4420, Dst Port: 43946, Seq: 129, Ack: 1225,

NVM Express Fabrics TCP, Cqe Fabrics Cmd:

[Cmd Qid: @ (AQ)]

Pdu Type: CapsuleResponse (5)

Pdu Specific Flags: 0x00

Pdu Header Length: 24

Pdu Data Offset: @

Packet Length: 24

Cge (For Cmd: Connect)
[Fabric Cmd in: 9]
[Cmd Latency: 22.519 ms]
Controller ID: 0x0401

Authentication Required: 0x0000

Reserved: 00000000

SQ Head Pointer: 0x0000

SQ Identifier: 0x0000

Command Identifier: 0x0000

Status Field: 0x0000
- 0
...0 0000 000.
000.

S -
S -
]

Linux Client Storage ngn: nvmexpress.discovery
NVMe-Host '| Discovery Controller
10.254.161.2 10.254.164.2 |! -
; subngn:
] GB00041004bbf910
# nvme discover I/O CNTL
-t tcp i
-2 10.254.164.2 i NS
1 SR
-5 4420 — CNTL#
NVMe-TCP i 0x0401
Ad_min_QO S— E ,\ Admin_QO0
=E NVMe-Q Association E
i —
#nvmeconnect | /57T TCPSYN 4420, ‘
-t tep 4420 TCP SYN/Ack L
-a10.254.164.2 = V] TCP Ack ,' i
-n GB00041004bbf910 Y A ——————————— :
-5 4420 i
ICRe . [ =0) |
Max Data g (max. outstanding, R2T=0) |
Size CNTL ICReSp (max. H2CData size) i
will accept |© '
Connect (1/0 subsys) OxFFFF ~
Create SubNQN: GB00041004bbf910 g
Admin_Q Any controller: Oxffff, Admin_Q# (0),
Size(32), Keepalive: 15secs
Connect Response (oNTL )
h (CNTL#0x0401) 0x0401
NVMe-TCP
hdmn-Q NVMe-Q Association pdmin.Q
L.,E| =
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Reserved: 0x0

Status Code: 0x00 (Successful Completion)
Status Code Type: Generic Command Status (0x0)
Command Retry Delay: 0x0

More Infornation in Log Page: False

Do not Retry: False

Connect (0x01) Cmd ID: 0x0000

STORAGE DEVELOPER CONFERENCE
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Linux Client

Storage ngn: nvmexpress.discovery L
= — Get I/O Cntl. Capabilities
NVMe_Host Iscovery ontroller
10.254.161.2 10.254.164.2
subnqgn:
GB00041004bbf910
I/O CNTL
# nvme discover
NVMe-TCP PR NS
Admin_Q0 N CNTL# Property Get
= [ 0x0401 - — - —
|E|E|< NVMe-Q Association l/ Internet Protocol Version 4, Src: 10.254.161.2, Dst: 10.254.164.2
Admin_Q0 CNTLH Transmission Control Protocol, Src Port: 43946, Dst Port: 4420, Seq: 1225, Ack: 153, |
# nvme connect | = 0x0401 NVM Express Fabrics TCP, Fabrics Type: Property Get (0x04) Cmd ID: 0x000e
NVMe-TCP = [Cmd Qid: @ (AQ)]
Admin_Q0 — Admin_Qo Pdu Type: CapsuleCommand (4)
TCP Port# 43946 |= _ BT = Pdu Specific Flags: 0x00
L|E|< Jllie OLbes0C aitio —T= Pdu Header Length: 72
Pdu Data Offset: @
Packet Length: 72
Get Controller ProPerty Get R Cmd
Capabilities A : Opcode: @x7f (Fabric Command)
P (Controller Capabilities) [,Eabric Cae in: 13]

Reserved: 0x40

Command Identifier: 0x000e

Fabric Command Type: Property Get (0x04)

Reserved: 000000000000000000000000000000000000000000000000000000000000000000005a

veas «001 = Attributes: 0x1
.001 = Property Size: 8 bytes (0x1)
0000 0... = Reserved: 0x00

Reserved: 000000
0ffset: Controller Capabilities (0x00000000)
Reserved: 00000000000000000000000000000000

STORAGE DEVELOPER CONFERENCE

114 | ©2022 Storage Networking Industry Association. All Rights Reserved. R /\v S D @
Kamal Bakshi, Cisco



w

;I:'i.nux Client
NVMe-Host

# nvme discover

NVMe-TCP
Admin_Q0

# nvme connect |

NVMe-TCP
Admin_Q0

TCP Port# 43946 EEl <

Get Controller

10.254.161.2

Discovery Controller

10.254.164.2

subnqgn:

GB00041004bbf910

I/O CNTL

)
CNTL#

NVMe-Q Association >

NS

0x0401

Admin_Q0

N—

NVMe-Q Association

Property Get

Capabilities

(Controller Capabilities)

Property Get Response

v

a
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CNTL#
0x0401

Storage ngn: nvmexpress.discovery

Property Get Response

Internet Protocol Version 4, Src: 10.254.164.2, Dst: 10.254.161.2
Transmission Control Protocol, Src Port: 4420, Dst Port: 43946, Seq: 153, Ack: 1297, Len: 24

I“Property Data: 7fe@eoof2eeeeeco '

NVM Express Fabrics TCP, Cqe Fabrics Cmd: Property Get (0x04) Cmd ID:

[Cmd Qid: @ (AQ)]

Pdu Type: CapsuleResponse (5)

Pdu Specific Flags: 0x00

Pdu Header Length: 24

Pdu Data Offset: @

Packet Length: 24

Cge (For Cmd: Property Get)
[Fabric Cmd in: 12]
[Cmd Latency: 0.018 ms]

Controller Capability Data

Controller Capabilities: 0x000000200T00007f

Maximum Queue Entries Supported: 128

Contiguous Queues Required: False

Supports Arbitration Mechanism with Weighted Round Robin
Supports Arbitration Mechanism Vendor Specific: False
Reserved: 0x00

Timeout (to ready status): f (7500 ms)

Doorbell Stride: 0x0 (4 bytes)

NVM Subsystem Reset Supported: False

Command Sets Supported: 1 (NVM IO Command Set)

Boot Partition Support: False

Reserved: 0x0

Memory Page Size Minimum: 0x@ (4096 bytes)

Memory Page Size Maximum: 0x0@ (4096 bytes)

Persistent Memory Region Supported: False

Controller Memory Buffer Supported: False

Reserved: 0x00

SQ Head Pointer: 0x0000

SQ Identifier: 0x0000
Command Identifier: 0x000e
Status Field: 0x0000

Reserved: 0x0
...0 0000 000. Status Code: 0x00 (Successful Completion)

vess 000, ...

S
(S
1]

Command Retry Delay: 0x0
More Infornation in Log Page: False
Oiare s aa mosa #aan = Do not Retry: False

S -
]

Kamal Bakshi, Cisco

Get I/O Cntl. Capabilities

0x000e

Status Code Type: Generic Command Status (0x0)
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Linux Client
NVMe-Host

# nvme discover

NVMe-TCP
Admin_Q0

# nvme connect |

NVMe-TCP
Admin_Q0

TCP Port# 43946 EEl <

Get Controller

10.254.161.2

10.254.164.2

Discovery Controller

subnqgn:

GB00041004bbf910

1/O C

NTL

)
CNTL#

NS

NVMe-Q Association

> 0x0401
Admin_Q0

N—

NVMe-Q Association

Property Get

v

Capabilities

Enable &

(Controller Capabilities)

Property Set

change cntl. <

A 4

configuration
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CNTL#
0x0401

Admin_Q0

Storage ngn: nvmexpress.discovery

Pro

Set 1/O Cntl. Configuration

perty Set

Internet Protocol Version 4, Src: 10.254.161.2, Dst: 10.254.164.2
Transmission Control Protocol, Src Port: 43946, Dst Port: 4420, Seq: 1297,
NVM Express Fabrics TCP, Fabrics Type: Property Set (0x00) Cmd ID: 0x000f

[Cmd Qid: @ (AQ)]
Pdu Type: CapsuleCommand (4)
Pdu Specific Flags: 0x00
Pdu Header Length: 72
Pdu Data Offset: @
Packet Length: 72
Cmd
Opcode: 0x7f (Fabric Command)
[Fabric Cge in: 16]
Reserved: 0x40
Command Identifier: 0x000f
Fabric Command Type: Property Set (0x00)
Reserved: 000000000000000000000000000000000000000000000000000000000000
.000 = Attributes: 0x0
.000 = Property Size: 4 bytes (0x0)
0000 0... = Reserved: 0x00
Reserved: 000000

Property Data: 0100460000000000
Controller Configuration: 0x00460001

Enable: 0x1
Reserved: 0x0
I0 Command Set Selected: NVM IO Command Set (0x),
Memory Page Size: 0x@ (4096 bytes) !
Arbitration Mechanism Selected: Round Robin (0x0)
Shutdown Notification: No Shutdown (©0x0) :
I0 Submission Queue Entry Size: 0x6 (64 bytes) 1!
I0 Completion Queue Entry Size: 0x4 (16 bytes) :
1

Reserved: 0x00000000
Reserved: 0000000000000000
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Linux Client Storage nqn: nvmexpress.discovery
NVME-HOSt Discovery Controller Get I/O Cntl StatUS
10.254.161.2 10.254.164.2 subnan: Property Get (Controller Status)
CEIDOL DO LR Internet Protocol Version 4, Src: 10.254.161.2, Dst: 10.254.164.2
I/O CNTL Transmission Control Protocol, Src Port: 43946, Dst Port: 4420, Seq: 1369,
# nvme discover NVM Express Fabrics TCP, Fabrics Type: Property Get (0x04) Cmd ID: 0x0010
NVMe-TCP —_— NS [Cmd Qid: @ (AQ)]
Admin_Q0 CNTL# Pdu Type: CapsuleCommand (4)
=E NVMe-Q Association > 0x0401 Pdu Specific Flags: 0x00
Admin_Q0 Pdu Header Length: 72
# nvme connect | = STOTA:-& Pdu Data Offset: 0
NVMe-TCP - Packet Length: 72
—/
Admin_Q0 Admin_Q0 Cmd
TCP Port# 43946 |= < NVMe-Q Association = Opcode: 0x7f (Fabric Command)
- = [Fabric Cge in: 19]
Reserved: 0x40
Get Controller Property Get R Command Identifier: 0x0010
Capabilities < — Fabric Command Type: Property Get (0x04)
(Controller Capabilities) Reserved: 00000000000000000000000000000000000000000000000000000000000¢
Enable & Property Set .000 = Attributes: 0X0
change cntl. < > .000 = Property Size: 4 bytes (0x0)
configuration 0000 0... = Reserved: 0x00
Property Get (CNTL Status) Reserved: 000000
Check cntl. > Offset: Controller Status (0x0000001c)
status Reserved: 00000000000000000000000000000000

STORAGE DEVELOPER CONFERENCE
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Linux Client

Get |I/O Cntl. Status

64.2, Dst: 10.254.161.2

Transmission Control Protocol, Src Port: 4420, Dst Port: 43946, Seq: 201, Ack: 1441,

Storage ngn: nvmexpress.discovery
NVMe-Host Discovery Controller
10.254.161.2 10.254.164.2 subnan: Property Get Response
GB00041004bbf910 Internet Protocol Version 4, Src: 10.254.1
I/O CNTL : z
# nvme discover NVM Express Fabrics TCP, Cqe Fabrics Cmd:
NS [Cmd Qid: @ (AQ)]
NVMe-TCP ) Pdu Type: CapsuleResponse (5)
Admin_Q0 CNTL# G .
= _ 0x0401 Pdu Specific Flags: 0x00
== NVMe-Q Association Pdu Header Length: 24
Admin_Q0 Pdu Data Offset: ©

# nvme connect |

NVMe-TCP
Admin_Q0

| S

NVMe-Q Association

TCP Port# 43946 EEl <

Get Controller Property Get

v

Capabilities ) (Controller Capabilities)

Enable & Property Set

A\ 4

change cntl.

A

configuration

Check cntl.

Property Get (CNTL Status)

v

status (Ready) [

Property Get Response

(Ready)
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CNTL#
0x0401

Admin_Q0

Packet Length: 24
Cqge (For Cmd: Property Get)
[Fabric Cmd in: 18]
[Cmd Latency: 0.016 ms]
Property Data: 0100000000000000
Controller Status: 0x00000001

0

Property Get (0x04) Cmd ID: 0x0010

&

««.1 = Ready: 0x1
..0. = Controller Fatal Status: 0x@
.. 00.. = Shutdown Status: No Shutdown (0x@)
.0 .... = NVM Subsystem Reset Occurred: 0x0
. «xs. = Processing Paused: 0x0
. «x.. = Reserved: 0x0000000

0000 0000 0000 0000 0000 0000 00.
Reserved: 0x00000000
SQ Head Pointer: 0x0000
SQ Identifier: 0x0000
Command Identifier: 0x0010
Status Field: 0x0000

Status Code: 0x00 (Successful Completion)
Status Code Type: Generic Command Status (0x0)

More Infornation in Log Page: False

........ ...0 = Reserved: 0x0
...0 0000 000. =
ea 000, ... .... =
..00 «+.. = Command Retry Delay: 0x@
oQuw wms: o eF i =
Qs waie wean eaae = Do not Retry: False
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# nvme discover

NVMe-TCP
Admin_Q0

# nvme connect |

NVMe-TCP
Admin_Q0

TCP Port# 43946 EEl <

Get Controller

Linux Client S
10.254.161.2 10.254.164.2

torage ngn: nvmexpress.discovery

Discovery Controller

NVMe-Q Association >

NVMe-Q Association

Property Get

v

Capabilities
Enable &

(Controller Capabilities)

Property Set

A\ 4

change cntl.

A

configuration

Property Get (CNTL Status)

v

Check cntl. <

status (Ready)

Get CNTL
Version

Property Get Response
(Ready)

Property Get (Version)

v
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subnqgn:
GB00041004bbf910
I/O CNTL
S NS
CNTL#
0x0401
Admin_Q0
= CNTL#
— = 0x0401
—
Admin_Q0

Get I/O Cntl. Version

Property Get (Version)

Internet Protocol Version 4, Src: 10.254.161.2, Dst: 10.254.164.2
Transmission Control Protocol, Src Port: 43946, Dst Port: 4420, Sec
NVM Express Fabrics TCP, Fabrics Type: Property Get (0x04) Cmd ID:
[Cmd Qid: @ (AQ)]
Pdu Type: CapsuleCommand (4)
Pdu Specific Flags: 0x00
Pdu Header Length: 72
Pdu Data Offset: 0
Packet Length: 72
Cmd
Opcode: 0x7f (Fabric Command)
[Fabric Cge in: 22]
Reserved: 0x40
Command Identifier: 0x0011
Fabric Command Type: Property Get (0x04)
Reserved: 0000000000000000000000000000000000000000000000000000
.000 = Attributes: 0x0
.000 = Property Size: 4 bytes (0x0)
0000 0... = Reserved: 0x00
Reserved: 000000
[—) Offset: Version (0x00000008)
Reserved: 00000000000000000000000000000000
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Linux Client
NVMe-Host Discovery Controller
10.254.161.2 10.254.164.2
subnqgn:
GB00041004bbf910
I/O CNTL
# nvme discover
. NS
NVMe-TCP —
Admin_Q0 CNTL#
=F NVMe-Q Association > 0x0401
Admin_Q0 CNTLE
# nvme connect | =5 0x0401
NVMe-TCP
Admin_Q0 Admin_Q0

TCP Port# 43946 |=

Get Controller

Storage ngn: nvmexpress.discovery

NVMe-Q Association

Property Get

v

Capabilities <
Enable &

(Controller Capabilities)

Property Set

A\ 4

change cntl.

A

configuration

Property Get (CNTL Status)

Check cntl. <

v

status (Ready)

Get CNTL
Version

Property Get Response
(Ready)

Property Get (Version)

v

A
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Property Get Response (Version#)

Get I/O Cntl. Version

Internet Protocol Version 4, Src: 10.254.164.2, Dst: 10.254.161.2
Transmission Control Protocol, Src Port: 4420, Dst Port: 43946, Seq: 225, Ack:
NVM Express Fabrics TCP, Cqe Fabrics Cmd: Property Get (0x04) Cmd ID: 0x0011

[Cmd Qid: @ (AQ)]

Pdu Type: CapsuleResponse (5)

Pdu Specific Flags: 0x00

Pdu Header Length: 24

Pdu Data Offset: @

Packet Length: 24

Cge (For Cmd: Property Get)
[Fabric Cmd in: 21]
[Cmd Latency: 0.017 ms]
Property Data: 0002010000000000

Version: 0x00010200

. . 0000 0000
cees waas aa . 0000 0010 ....
0000 0000 0000 0001 ....

Reserved: 0x00000000
SQ Head Pointer: 0x0000
SQ Identifier: 0x0000
Command Identifier: 0x0011
Status Field: 0x0000

vaas sasxs 2::.0 = Reserved: 0x0

...0 0000 000.
eaa 000. ....
cintlOD. iw v eim  w wsaww  wmw

&

Tertiary Version: 0
Minor Version: 2
Major Version: 1

Status Code: 0x00 (Successful Completion)
Status Code Type: Generic Command Status (0x0)
Command Retry Delay: 0x0

«0.. vivs 2uss aae = More Infornation in Log Page: False

@..u 222: suss =xxx = Do not Retry: False

Kamal Bakshi, Cisco
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Identify Request

Opcode: 0x06 Identify
[DATA Transfer @: 28]
Cge in: 28]
...... 00 = Fuse Operation: 0x0@
Reserved: 0x0
01.. . PRP Or SGL: @x1
Command ID: 0x000f
Namespace Id: 0x00000000

S

(S

-

-
Inom

Linux Client Storage ngn: nvmexpress.discovery
NVMe-Host Discovery Controller
10.254.161.2 10.254.164.2 -
subnqgn:
GB00041004bbf910
I/O CNTL
# nvme discover
NVMe-TCP — NS
Admin_Q0 CNTL#
== < NVMe-Q Association > Ox0a0L
Admin_Q0
# nvme connect | =
NVMe-TCP o
Admin_Q0
TCP Port# 43946 EE| < NVMe-Q Association
Identify Identify
Controller >
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Reserved: 0000000000000000

Metadata Pointer: 0x0000000000000000

SGL1

DWORD10: 0x00000001
........................ 0000 0001
vass saas wass saas 0000 0000 .... ...
0000 0000 0000 000D .... ..uv wuve sass

DWORD11: 0x00000000
............ ... 0000 0000 0000 0000
0000 0000 0000 0000 .... vevv wuvs sass

DWORD12: 0x00000000

DWORD13: 0x00000000

DWORD14: 0x00000000
........................ .000 0000
0000 0000 0000 0000 0000 0000 Q... ....

DWORD15: 0x00000000

Identify I/O Cntl. CNS-01

Internet Protocol Version 4, Src: 10.254.161.2, Dst: 10.254.164.2

Transmission Control Protocol, Src Port: 43946, Dst Port: 4420, Seq: 1585, Ack: 273, Len: 72
NVM Express Fabrics TCP, NVMe Opcode: Identify (0x06) Cmd ID: 0x000f

NVM Express (Cmd)

Controller or Namespace Structure (CNS): Controller (0x01)
Reserved: 0x00
Controller Identifier (CNTID): ©x0000

NVM Set Identifier (NVMSETID): 0x0000
Reserved: 0x0000

UUID Index: 0x00
UUID Index: 0x0000000
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SN
Linux Client

NVMe-Host

10.254.161.2 10.254.164.2

# nvme discover

NVMe-TCP
Admin_Q0

Storage ngn: nvmexpress.discovery

Discovery Controller

subnqgn:

GB00041004bbf910

Identify Response

Internet Protocol Version 4, Src: 10.254.164.2, Dst: 10.254.161.2

1/O C

NTL

)
CNTL#

NVM Express

NS PCI Vendor ID (VID): 0x0000

PCI Subsystem Vendor ID (SSVID): 0x0000

0x0401

= < NVMe-Q Association

# nvme connect |

NVMe-TCP
Admin_Q0

> Admin_QO0

| S

NVMe-Q Association

TCP Port# 43946 Egl <

Identify |dentify

Controller
Identify Response

v

A
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Serial Number (SN): GB00041004bbf910

Model Number (MN): PVL-MX18S@P2L2C1-F100TPOTY1
Firmware Revision (FR): 3232313339323432

Recommended Arbitration Burst (RAB): 0x6 (64 commands)
IEEE OUI Identifier (IEEE): 0x00000000

CNTL#
0x0401

Maximum Data Transfer Size (MDTS): 0x4 (16 pages)
Controller ID (CNTLID): 0x0401

= Version (VER): 0x00010200

RTD3 Resume Latency (RTD3R): @ (not reported)

RTD3 Entry Latency (RTD3E): @ (not reported)

Optional Asynchronous Events Supported (OAES): 0x00000900
Controller Attributes (CTRATT): 0x00000001

Read Recovery Levels Support (RRLS): 0x0000

Reserved: 000000000000000000

Controller Type (CNTRLTYPE): Reserved (not reported) (0x00)

FRU Globally Unique Identifier (FGUID): 00000000000000000000000000000000

Command Retry Delay Time 1: @ (@ ms)
Command Retry Delay Time 2: @ (0 ms)
Command Retry Delay Time 3: @ (@ ms)

|/O Controller Details

Transmission Control Protocol, Src Port: 4420, Dst Port: 43946, Seq: 273, Ack: 1657, Len: 4144
NVM Express Fabrics TCP, C2HData Opcode: Identify (@x06), Cmd ID: 0x000f, Len: 4096

Controller Multi-Path I/0 and Namespace Sharing Capabilities (CMIC): @x@b

Reserved: 000000000000000000000000000000000000000000000000000000000000000000000000...

NVMe Management Interface: 00000000000000000000000000000000
Optional Admin Command Support (OACS): 0x0000

Abort Command Limit (ACL): 0x3: (4 commands)

Asynchronous Event Request Limit (AERL): 0x3: (4 events)
Firmware Updates (FRMW): 0x03

Log Page Attributes (LPA): True

Error Log Page Entries (ELPE): @x7f: (128 entries)

Number of Power States Supported (NPSS): 0x@0: (1 state)
Admin Vendor Specific Command Configuration (AVSCC): 0x00
Autonomous Power State Transition Attributes (APSTA): 0x00

multiple pages (not shown)

Kamal Bakshi, Cisco
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Linux Client

Storage ngn: nvmexpress.discovery

VTV T Discovery Controller Create 64 1/O queues request
10.254.161.2 10.254.164.2
subnqgn:
GB00041004bbf910
# nvme discover /O CNTL In linux, multi-queue block 1/0 layer uses two levels of queues to improve
VMo TCP NS scalability. The software queues “blk_mq_ctx” removes the lock contention
P . .
Admin_Q0 CNTL# problem in multi-core setup and the hardware queues “blk_maq_hctx” maps
=E NVMe-Q Association > Ox0401 to the device driver multiple dispatch queues like NVMe SQ/CQ.
Admin_00| |~ By default NVMe driver will map each core to one SQ/CQ pair
# nvme connect | =B 0x0401
NVMe-TCP \ )
Admin_Q0 Admin_Q0

TCP Port# 43946 EEl <

Identify

NVMe-Q Association

Identify

Controller |«

v

Set Features (64 1/0 SQ/CQ

Set I/0 queue
pairs SQ/CQ

Why is host asking for
64 1/0 queues ?

CPU with
e HEEEEEEE

blk_mgq L_L_L_L_L_L_L_Ll,
blk_mq_ctx :-=_' = BB EE E' :
sofwarestaging 4|1 L1 C1 L 51 I B Ej
bIk_mq_hctx: IIEI él é |IE| él é' él EI' :
hardware context 1 — . — — - - - iy
R S S U G SR S A |
wweso/ed ) B BB HE

v
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Set Feature (Host requests 64 1/0 SQ/CQ)

Internet Protocol Version 4, Src: 10.254.161.2, Dst: 10.254.164.2
Transmission Control Protocol, Src Port: 43946, Dst Port: 4420, Seq: 1657, Ack: 4417, Len: 72
NVM Express Fabrics TCP, NVMe Opcode: Set Features (0x09) Cmd ID: 0x0010
NVM Express (Cmd)
Opcode: 0x09 Set Features
Cge in: 31]
...... 00 = Fuse Operation: 0x0
Reserved: 0x0
01.. PRP Or SGL: ox1
Command ID: 0x0010
Namespace Id: 0x00000000
Reserved: 0000000000000000
Metadata Pointer: 0x0000000000000000
SGL1
DWORD 10: 0x00000007
DWORD11: 0x003f003f b e
................ 0000 0000 0011 1111 = Number of IO Submission Queues Requested: 3f (64)

1
1
0000 0000 0011 1111 .vvv wvss suus ssus =:Number of I0 Completion Queues Requested: 3f (64)
DWORD12: 0x00000000 ! !

DWORD13: @x00000000 T oTTTTTTTmmmTmmmmmmmmmmmmmmTe
DWORD 14: 0x00000000
DWORD15: 0x00000000

S
(S
LI~
LIS
i 1
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Linux Client Storage nqn: nvmexpress.discovery

. Accepted 8 I/O queues onl
NVMe-Host Discovery Controller p q y
10.254.161.2 10.254.164.2 subnqn'
GB00041004bbf910
/0 CNTL o
# nvme discover Based on the number of I/O queues response, Host will initiate
Nvie-TCP T NS the same number of NVMe association creation process
Admin_QO0
= — 0x0401 see next page
=E < NVMe-Q Association > X ( page)
Admin_Q0
— CNTL#
# nvme connect | = 0x0401
NVMe-TCP o
Admin_Q0 Admin_Q0 .
TCP Port# 43946 EEI NG oeion =|2 Set Feature Response (Controller accepts only 8 1/0 SQ/CQ, pairs)
Internet Protocol Version 4, Src: 10.254.164.2, Dst: 10.254.161.2
Identify Identlfy Transmission Control Protocol, Src Port: 4420, Dst Port: 43946, Seq: 4417, Ack: 1729, Len: 24
> NVM Express Fabrics TCP, Cge NVMe Cmd: Set Features (0x09) Cmd ID: 0x0010
Controller [« NVM Express (Cge)
[Cmd in: 30
Set Features (64 |/O SQ/CQ) [Cmd Latency: 0.016 ms]
Set 1/0 queue > DWORD@: Set Feature Number of Queues Result; 0x@00700Q7 __ _ _ _ _ _ _ _ _ _ - __ |
pairs SQ/CQ [+ i i ties e 0000 0000 0000 0111 =1 Number of IO Submission Queues Allocated: 7 (8) i
Set Features Response 0000 0000 0000 0111 .... ..0u vevs oes. = Number of I0 Completion Queues Allocated: 7 (8) |
DWORD1: 0x00000000
(8 I/O SQ/CQ) SQ Head Pointer: 0x0000
CPU with SQ Identifier: 0x0000
scO:; [@@@@@ o Jj c7 @] Command Identifier: 0x0010
blk_mq Status Field: 0x0000
pl o e 0 = Phase Tag: 0x0
Sff't';—a’r‘:?t;ciﬁx e B B E E E E E : ....... 0 0000 000. = Status Code: 0x00 (Successful Completion)
o8 : I I I I I I I I 1 eae 000. e s = Status Code Type: Generic Command Status (0x0)
blk_ma_hevey 2 5 I | B B OEOE B = Command Retry Delay: 0x®
hardware context iE = 5 = £ _______,I N P = More Infornation in Log Page: False
Quvs wuns = Do not Retry: False
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Create 81/0 queues

Source TCP

e.g. Connect Request for 15t 1/O queue port# 43948

Internet Protocol Version 4, Src: 10.254.161.2, Dst? 10.254.164.2
Transmission Control Protocol, Src Port: 43948,"Dst Port: 4420, Seq: 129, Ack: 129, Len: 1096
NVM Express Fabrics TCP, Fabrics Type: Connect (0x01) Cmd ID: 0x0000

[Cmd Qid: 1 (I0Q)]

Pdu Type: CapsuleCommand (4)

Linux Client Storage nqn: nvmexpress.discovery
NVMe-Host '| Discovery Controller
10.254.161.2 10.254.164.2 ||
| subngn:
i GB00041004bbf910
i /O CNTL
# nvme discover i
NVMe-TCP E —_— NS
Admin_Q0 : CNTL#
=E < NVMe-Q Association > Ox0401
Admin_Q0

| CNTL#
# nvme connect

= 0x0401
wamin_ 00 X |admin_ao
TCP Porti 43946 [E < NVMe-Q Association EE|
TCP Port#43948| /W TCPSYN 4420\
4420 TCP SYN/Ack L
Ty TCP Ack }

v

ICReq (max. outstanding , R2T=0)

»

ICReSp (max. H2CData size)

Connect Request (/0 subsys)  0x0401
Create >

/O_Q#1 | SubNQN: GB0O0041004bbf910, CNTL:0x0401,
I/O_Q#t (1), Size(128), Keepalive =0ms

r C
onnect Response
NVMe-TCP P I/=O queue 1
I/0_Q1 E,E|

NVMe-Q Association

125 | ©2022 Storage Networking Industry Association. All Rights Reserved.

Pdu Specific Flags: 0x00

Pdu Header Length: 72

Pdu Data Offset: 72

Packet Length: 1096

Cmd
Opcode: 0x7f (Fabric Command)
[Fabric Cge in: 90]
Reserved: 0x40
Command Identifier: 0x0000
Fabric Command Type: Connect
Reserved: 0000000000000000
SGL1
Record Format: @
Queue ID: 1 (IOQ)
Submission Queue Size: 128
Connect Attributes: 0x00
Reserved: 00
Keep Alive Timeout: @ms
Reserved: 000000000000000000000000

Data
Host Identifier: 24756c3c
Controller ID: 0x0401
Reserved: 000000000000000000000000000000000000000000000000000000000000000000000000...
Subsystem NQN: GB00041004bbf910
Host NQN: nqgn.2014-08.org.nvmexpresds;uuid:55e23c7b-7431-439b-81d7-430e286fbb98
Reserved: 000000000000000000000000000089000000000000000000000000000000000000000000...

/O queue ID (1)

No keep alive

0000000000000000000
for I/O queues

same controller

4e9d987da87397e55aa3

same Subsystem
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Linux Client

ST
T
10.254.161.2 10.254.164.2

NVMe-TCP
Admin_Q0

# nvme connect

TCP Port# 43946
Admin QO —

TCP Port# 43948 !

/Oquevess  [ER

TCP Port# 43950 !

/oquevez  ER

TCP Port# 43952 !

/Oquevess [ER

TCP Port# 43954 '

/0 queve s R

TCP Port# 43956 !

1/0 queue #5 LrEl
TCP Port# 43958 !
/0 quevets R
TCP Port# 43960 '
1/0 queue #7 LI,El
TCP Port# 43962

/0 queve s [E

Discovery Controller

subnqgn:

GB00041004bbf910

1/O C

NTL

()

NS

CNTL#

NVMe-Q Association >

0x0401

Admin_Q0

NVMe-Q Association/TCP Session 1

-

NVMe-Q Association/TCP Session 2

NVMe-Q Association/TCP Session 3

NVMe-Q Association/TCP Session 4

NVMe-Q Association/TCP Session 5

NVMe-Q Association/TCP Session 6

NVMe-Q Association/TCP Session 7

NVMe-Q Association/TCP Session 8

<
<
<
<
<
<
<
<

NVMe-Q Association/TCP Session 9

CNTL#
0x0401

>
o
3.
=}

fo)
o

[y

<
S

| \HH|B
o)
N

'S
o)
w

ms Jirs
(@) ‘ (@)
jo jo)
(5, H

ms Jirs
(@) (@)
o o
~ (<))

S
o
-]

torage ngn: nvmexpress.discovery

NVMe |/O Data Queues

NVMe Multi Queue Architecture

-Host creates the 8 I/O queues on the same controller
-Each 1/O queue is mapped into a unique TCP session
-The NVMe/ TCP port id is 4420

-A unique source TCP port# is provided for each session
-No Keep Alive are maintained for I/O queues session
-Keep Alive is only maintained for the Admin_Q0

-All NVMe commands are processed on Admin queue
-Only I/0 commands, like read/write go over 1/O queues
-Discovery controller does not have any I/O queues
-NVMe architecture allows up to 64k I/O queues
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. |

Storage ngn: nvmexpress.discovery

Linux Client
NVMe-Host Discovery Controller
10.254.161.2 10.254.164.2
subnqgn:
GB00041004bbf910
I/O CNTL
# nvme discover
NVMe-TCP — NS
Admin_Q0 CNTL#
=F < NVMe-Q Association > Ox0a0L
Admin_QO0 CNTLE
# nvme connect | =
NVMe-TCP = 0x0401
Admin_Q0

TCP Port# 43946 EE' NVMe-Q Association/TCP Session 1

AEN flags Set Feature for Notification

ErEl

configuration |_

v
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Admin_Q0

Set Feature (Notification Flags)

Internet Protocol Version 4, Src: 10.254.161.2, Dst: 10.254.164.2
Transmission Control Protocol, Src Port: 43946, Dst Port: 4420, Seq: 1729, Ack: 4441, Len: 72
NVM Express Fabrics TCP, NVMe Opcode: Set Features (0x09) Cmd ID: 0x0016

[Cmd Qid: @ (AQ)]

Pdu Type: CapsuleCommand (4)

Pdu Specific Flags: 0x00

Pdu Header Length: 72

Pdu Data Offset: @

Packet Length: 72
NVM Express (Cmd)

Opcode: 0x@9 Set Features

Cge in: 115
Fuse Operation: 0x0
Reserved: 0x0
0Lis seive PRP Or SGL: ox1
Command ID: 0x0016
Namespace Id: 0x00000000
Reserved: 0000000000000000
Metadata Pointer: 0x0000000000000000

[

(S

(=

S
nnn

SGL1 ‘

DWORD 10: 0x0000000b
........................ 0000 1011 = Feature Identifier: Asynchronous Event Configuration (@x@b)
.000 0000 0000 0000 0000 0000 .... .... = Reserved: 0x000000
Duve tene sees saes sses snes sses saas = Save: 0x0

DWORD11: 0x00000900

Feature Identifier: Asynchronous Event Configuration (0x0b)
Reserved: 0x000000
Save: 0x0

Notify for any changes in
»-Namespace attribute

SMART and Health Critical Warnings Bitmask: 0x00
Namespace Attribute Notices: True
Firmware Activation Notices: False

.............................. »-ANA changes

ANA Change Notices: True
Predictable Latency Event Aggregate Log Change Notices: False
LBA Status Information Notices: False

Endurance Group Event Aggregate Log Change Notices: False
Reserved: 0x0000

Discovery Log Page Change Notification: False

Set Notification Flag

Set Async. Event Notification Flags
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Linux Client

Storage nqn: nvmexpress.discovery S d N f . R
NVMe-Host Discovery Controller en Otl |Cat|0n equeSt
10.254.161.2 10.254.164.2 subngn: Async Event Request
GB00041004bbf910 Internet Protocol Version 4, Src: 10.254.161.2, Dst: 10.254.164.2
Transmission Control Protocol, Src Port: 43946, Dst Port: 4420, Seq: 1945, Ack: 8609, Len: 72
|/() CNTL NVM Express Fabrics TCP, NVMe Opcode: Async Event Request (@0x@c) Cmd ID: 0x001f
# nvme discover [Cmd Qid: @ (AQ)]
N Pdu Type: CapsuleCommand (4)
NVMe-TCP — S Pdu Specific Flags: 0x00
Admin_Q0 CNTL# Pdu Header Length: 72
= e 0x0401 Pdu Data Offset: ©
—= < NVMe-Q Association > Packet Length: 72
Admin_Q0 NVM Express (Cmd)
# nvme connect | = CNTL# Opcode: @x@c Async Event Request
NVMe.TCP = 0x0401 .+ +.00 = Fuse Operation: 0x0
Admi‘:qo ———/ .00 00.. = Reserved: 0x0

Admin_QO0

ErEl

01.. .... = PRP Or SGL: ox1

Command ID: 0x001f

Namespace Id: 0x00000000

Reserved: 0000000000000000

Metadata Pointer: 0x0000000000000000
SGL1

DWORD10: 0x00000000

DWORD11: 0x00000000

DWORD12: 0x00000000

1
1
1
1
1
i
i 1
i1 DWORD13: 0x00000000
AER Event AER Request o DWORD14: ©0x00000000
! 1
1
1
1
1
|

TCP Port# 43946 EE' NVMe-Q Association/TCP Session 1

AEN flags Set Feature for Notification

configuration |

v
e

Request > DWORD15: 0x00000000 _ _ _
Previous Request: Async Event Config. (Notify Flags)
¢ = = éEE R_es_pCE\S_e ________ [ DU — = Feature Identifier: Asynchronous Event Configuration (@x@b)
Notify for any changes in | - feserves: oxeooo0e

-Namespace attribute

SMART and Health Critical Warnings Bitmask: 0x00
Namespace Attribute Notices: True

'ANA Changes Firmware Activation Notices: False
Telemetry Log Notices: False
ANA Change Notices: True
Note: Predictable Latency Event Aggregate Log Change Notices: False

LBA Status Information Notices: False

Endurance Group Event Aggregate Log Change Notices: False
Reserved: 0x0000

Discovery Log Page Change Notification: False

There is no timeout value
for an outstanding AER request
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Linux Client

Discovery Controller

NVMe-Host
10.254.161.2 10.254.164.2
subnqgn:
GB00041004bbf910
I/O CNTL
# nvme discover
NVMe-TCP —
Admin_Q0 CNTL# A
= — 0x0401
=F < NVMe-Q Association > §
Admin_Q0
| - CNTL#
# nvme connect =
NVMe-TCP = 0x0401
Admin_Q0

TCP Port# 43946 EE' NVMe-Q Association/TCP Session 1

AEN flags Set Feature for Notification

Admin_QO0

ErEl

v

configuration |

AER Event AER Request .
Request -
Find NS Identify (Namespace List) .
Namespace g
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Internet Prot
Transmission Contr
NVM Express Fabrics TC
NVM Express (Cmd)

Storage ngn: nvmexpress.discovery

|dentify Active Namespaces

Active Namespace List

Identify the Namespace List

1 Version 4, Src: 10.254.161.2, Dst: 10.254.164.2

Protocol, Src Port: 43946, Dst Port: 4420, Seq: 1873, Ack: 8609, Len: 72

~NVMe Opcode: Identify (0x06) Cmd ID: 0x000b
Opcode: 0x06 Identify
[DATA Transfer 0: 120]
Cge in: 120

...... 00 = Fuse Operation: 0x0@

Reserved: 0x0

01l.. .... PRP Or SGL: @x1
Command ID: 0x000b

Namespace Id: 0x00000000
Reserved: 0000000000000000

Metadata Pointer: 0x0000000000000000
SGL1
0101 .... = Descriptor Type: 0x5 Reserved

. 1010 = Descriptor Sub Type: 0xa Reserved
DWORD10: 0x00000002

|
........................ 0000 0010 = Controller or Namespace Structure !(CNS): Active Namespace List (0x02)
................ 0000 0000 .... .... = Reserved: 0x00 J
0000 0000 0000 0000 .... .vvs ssss susns = Controller Identifier (CNTID): 0x0000
DWORD11: 0x00000000
DWORD12: 0x00000000
DWORD13: 0x00000000
DWORD14: 0x00000000
DWORD15: 0x00000000
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Storage ngn: nvmexpress.discovery

Linux Client
NVMe-Host Discovery Controller
10.254.161.2 10.254.164.2
subnqgn:
GB00041004bbf910
I/O CNTL
# nvme discover
NVMe-TCP —— NS 01
Admin_Q0 CNTL# A
=F < NVMe-Q Association > Ox0a0L
Admin_Q0 CNTL#
# nvme connect | =
NVMe-TCP = 0x0401
Admin_Q0

Admin_QO0

ErEl

TCP Port# 43946 EE' NVMe-Q Association/TCP Session 1

AEN flags Set Feature for Notification -
configuration [ ~
AER Event AER Request .
Request g

Identify (Namespace List)

v

Find NS List

Identify Response (Namespace ID)
NSID 0x01

a
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Active Namespace List

Identify Response (Namespace ID)

Internet Protocol Version 4, Src: 10.254.164.2, Dst: 10.254.161.2
Transmission Control Protocol, Src Port: 4420, Dst Port: 43946, Seq: 8609, Ack: 1945,
NVM Express Fabrics TCP, C2HData Opcode: Identify (0x06), Cmd ID: 0x000b, Len: 4096
[Cmd Qid: @ (AQ)]
Pdu Type: C2HData (7)
Pdu Specific Flags: 0x04, PDU Data Last
Pdu Header Length: 24
Pdu Data Offset: 24
Packet Length: 4120
NVMe/TCP Data PDU
ICmd in: 118] Name space ID 0x01
NVM Express
nsid[@]: 1
NVM Express Fabrics TCP, Cge NVMe Cmd: Identify (0x@06) Cmd ID: 0x000b
[Cmd Qid: @ (AQ)]
Pdu Type: CapsuleResponse (5)
Pdu Specific Flags: 0x00
Pdu Header Length: 24
Pdu Data Offset: @
Packet Length: 24
NVM Express (Cge)
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Linux Client Storage nqn: nvmexpress.discovery |d tf N CNS-0
NVMe-Host Discovery Controller entl y amespace
10.254.161.2 10.254.164.2
subnqgn:
GB00041004bbf910
I/O CNTL
# nvme discover Identify (Namespace NSID 0x01)
NVMe-TCP — NS 01 Internet Protocol Version 4, Src: 10.254.161.2, Dst: 10.254.164.2
Admin_Q0 CNTL# A Transmission Control Protocol, Src Port: 43946, Dst Port: 4420, Seq: 2017, Ack: 12753, Len: 72
— AT 0x0401 NVM E Fabri TCP, NVMe 0 de: Identify (@x06) Cmd ID: 0x000
= NUiie G Assodiation e —
Admin_QO Pdu Type: CapsuleCommand (4)
| = CNTL# Pdu Specific Flags: 0x00
# nvme connect —F 0x0401 Pdu Header Length: 72
NVMe-TCP X Pdu Data Offset: @

Admin_Q0

Admin_Q0 Packet Length: 72

NVM Express (Cmd)
|§|E| Opcode: 0x@6 Identify

TCP Port# 43946 EE' NVMe-Q Association/TCP Session 1

[DATA Transfer @: 123]

Cge in: 123
AEN flags Set Feature for Notification | — | e 00 = Fuse Operation: 0x0
configuration | > éim 00+ = E;:eg\;egéfxgxl

) Command _ID:_0x000c NSID 0x01
AER Event AER Request INamespace Id: 0x00000001 H
> Reserved: 0000000000000000

Request Metadata Pointer: 0x0000000000000000

SGL1

. . DWORD10: 0x00000000

Find NS List Identlfy (Namespace LlSt) ........................ 0000 0000 = Controller or Namespace Structure (CNS): Namespace (0x00)

v
S
S
S
S
S
S
S
S

........ Reserved: 0x00

Identify Response (NS'D OXO].) Dwgsglﬁllmoo)?@gggg%@o@% ................ = Controller Identifier (CNTID): 0x0000
DWORD12: 0x00000000

DWORD13: 0x00000000

Identify NS : DWORD14: 0x00000000
Namespace Identify (Namespace 0x01) DWORD14: 0x00000000

A

v
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Linux Client

NVMe-Host

10.254.161.2

Storage ngn: nvmexpress.discovery

Discovery Controller

10.254.164.2
subnqgn:

GB00041004bbf910

Namespace Info returned

# nvme discover

I/O CNTL

NVMe-TCP P NS 01
Admin_Q0 CNTL#
= — 0x0401
=E < NVMe-Q Association > X
Admin_Q0
| = CNTL#
# nvme connect =
NVMe-TCP = 0x0401

Admin_Q0
TCP Port# 43946 EE|

NVMe-Q Association/TCP Session 1

AEN flags Set Feature for Notification

Admin_QO0

ErEl

configuration |

v

AER Event AER Request R
Request >
Find NS List Identify (Namespace List) .
Identify Response (NSID 0x01)
Identify NS .
Namespace Identify (Namespace 0x01) R

Identify Response (NSID 01)

a
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Identify NSID Response (detailed info regarding namespace)

Internet Protocol Version 4, Src: 10.254.164.2, Dst: 10.254.161.2

Transmission Control Protocol, Src Port: 4420, Dst Port: 43946, Seq: 12753, Ack: 2089, Len: 4144
NVM Express Fabrics TCP, C2HData Opcode: Identify (0x@06), Cmd ID: 0x@00c, Len: 4096

NVM Express

Namespace Size (NSZE): 524288000 (0x0000000011400000)
Namespace Capacity (NCAP): 0x000000001f400000
Namespace Utilization (NUSE): 0x000000001f400000
Namespace Features (NSFEAT): 0x00

Number of LBA Formats (NLBAF): 0 (0x00)

Formatted LBA Size (FLBAS): @ (0x00)

Metadata Capabilities (MC): 0x00

End-to-end Data Protection Capabilities (DPC): 0x00
End-to-end Data Protection Type Settings (DPS): 0x00

IEEE Extended Unique Identifier (EUI64): 0000000000000000
i-_LBA Formats

Namespace Info

Namespace Multi-path I/0 and Namespace Sharing Capabilities (NMIC): 0x00
Namespace Globally Unique Identifier (NGUID): 63393539333565622d303537392d3466

o

Reserved: 000000000000000000000000000000000000000000000000000000000000000000000000...
Vendor Specific: 000000000000000000000000000000000000000000000000000000000000000000000000... (offset

NVM Express Fabrics TCP, Cqe NVMe Cmd: Identify (@0x06) Cmd ID: 0x000c
NVM Express (Cqe)

Kamal Bakshi, Cisco
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Linux Client Storage nqn: nvmexpress.discovery
NVMe-Host Discovery Controller Read Issue NVMe Read
10.254.161.2 10.254.164.2 e Internet Protocol Version 4, Src: _10.254.161.2, Dst: 10.254.164.2
an: Transmission Control Protocol, !Src Port: 43962, Dst Port: 4420, Seq:
GB00041004bbf910 NVM Express Fabrics TCP, NVMe Opcode: Read (0x02) Cmd ID: 0x0031
I/O CNTL [Cmd Qid: 8 (I0Q)]
# nvme discover Pdu Type: CapsuleCommand (4) QlD #08 (SFC Port 43962)
NVMe.TCP NS 01 LBA Pdu Specific Flags: 0x00
e_ .
Admin_Q0 (CNTLE ) A Egu ge:degfl;engthé 72
= ] 0x0401 start LBA: 0x0000 u Data set:
== NVMe-Q Association > # of LBA: 0x0001 Packet Length: 72
Admin_Q0 NVM Express (Cmd)
# nvme connect | = CNTL# Opcode: 0x02 Read
NVMe.TCP = 0x0401 [DATA Transfer @: 127]
1 "
Admin_Q0 — [Cae in: 127]

TCP Port# 43946 EE|

Admin_QO0

NVMe-Q Association/TCP Session 1 IEF' -+00 = Fuse Operation: 0x@

..00 00.. = Reserved: 0x0
01.. .... = PRP Or SGL: ox1
AEN flags Set Feature for Notification . fﬁﬁﬂ!?;iciDid?ngzéomm Namespace ID
configuration [ > : :
g < Reserved: 0000000000000000
AER Event AER Request . I‘S'Igtidata Pointer: 0x0000000000000000
Request 0101 .... = Descriptor Type: 0x5 Reserved
. 1010 = Descriptor Sub Type: @Oxa Reserved
Find NS List Identify (Namespace List) R Start LBA: 0x0000000000000000 Starting LBA/total blocks
g Absolute Number of Logical Blocks: 1 (0x0001)
Identify Response (NSID 0x01) .. .. ..00 0000 0000 = Réserved: 0x000
< vess 20.4 vuus ... = Protection info fields: 0x0
Identifv NS . +0.v v22s 222s s.. = Force Unit Access: 0x0
entify Identify (Namespace 0x01) R o _ Limited Retry: 0x0
Namespace Identify Response (NSID 01) Expected Initial Logical Block Reference Tag: 0x00000000
< Expected Logical Block Application Tag Mask: 0x0000
1/O queue 8 Expected Logical Block Application Tag: 0x0000
Host issues Read (NSID 01, LBA) liEl DSM Flags
Cmd ID: 31
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Linux Client Storage nqn: nvmexpress.discovery
NVMe-Host Discovery Controller
10.254.161.2 10.254.164.2
subnqgn:
GB00041004bbf910
I/O CNTL
# nvme discover
whe Tcp RN NS01 )B4
Admin_Q 0 CNTL# i
= — 0x0401 LBA: 0x0000
=E NVMe-Q Association > * ;tz;tLBA: 0:0001
Admin_Q0 CNTL#
# nvme connect | =
NVMe-TCP = 0x0401

Admin_Q0

TCP Port# 43946 EE|

AEN flags

Admin_QO0

ErEl

NVMe-Q Association/TCP Session 1

Set Feature for Notification

configuration |

AER Event

AER Request

Request

Find NS List

v

Identify (Namespace List)

A

v

Identify Response (NSID 0x01)

Identify NS

Identify (Namespace 0x01)

Namespace

A

\4

Identify Response (NSID 01)

Host issues

Read (NSID 01, LBA)

1/0 queue 8

Read Request

v

EH-

Read (Data) C2HData

J

a
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Cmd ID: 31

NVMe Read Data

Read (Data)

Internet Protocol Version 4, Src: 10.254.164.2, Dst: 10.254.161.2
Transmission Control Protocol, Src Port: 4420, Dst Port: 43962, Seq: 153, Ack: 1297,
NVM Express Fabrics TCP, C2HData Opcode: Read (0x@2), Cmd ID: 0x0031, Len: 4096
[Cmd Qid: 8 (I0Q)]
Pdu Type: C2HData (7)
Pdu Specific Flags: 0x04, PDU Data Last
Pdu Header Length: 24
Pdu Data Offset: 24
Packet Length: 4120
NVMe/TCP Data PDU
Command ID: 0x0031
Transfer_Taq:_9x0000
Data Offset: @
Data Length:_4096
Reserved: 00000000
Cmd in: 126
NVM Express
NVM Express Fabrics TCP, Cqe NVMe Cmd: Read (0x02) Cmd ID: 0x0031
[Cmd Qid: 8 (I0Q)]
Pdu Type: CapsuleResponse (5)
Pdu Specific Flags: 0x00
Pdu Header Length: 24
Pdu Data Offset: @
Packet Length: 24
NVM Express (Cge)
Cmd in: 126
[Cmd Latency: 0.239 ms]
DWORDOQ: 0x00000000
DWORD1: 0x00000000
SQ Head Pointer: 0x0000
SQ Identifier: 0x0008
Command Identifier: 0x0031
Status Field: 0x0000
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NVMe/TCP Flows with CDC
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Linux Client

torage Appliance

NVMe-Host

10.254.161.2 10.254.164.2

# nvme discover

-t tcp >

-a 10.254.164.2
-5 4420

# nvme connect
-t tcp

-2 10.254.164.2

-n GB00041004bbf910
-s 4420
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Manual Storage Discovery & Connect

Discovery Controller

GB00041004bbf910
b'/o CNTL Step-1 (Find Storage Appliance)
subsystem
' NS Storage Admin will issue a “NVMe discover” CLI command at the

GB00041004bbf910

GB00041004bbf910

host to retrieve the Storage Appliance Subsystem.
# nvme discover -ttcp -a 10.254.164.2 -s 4420

trtype: unrecognized
adrfam: ipv4

subtype: nvme subsystem
treq: not specified
portid: 28

trsvcid: 4420

subnqn: GB00041004bbf910
traddr: 10.254.164.2

__________________________________________________

Step-2 (Connect to Storage Appliance)
Storage Admin will issue a “NVMe connect” CLI command at the host to
connect to the Storage Appliance Subsystem.

# nvme connect -t tcp -a 10.254.164.2 -n GB0O0041004bbf910 -s 4420

| # nvme list

Node SN Model Namespace Usage Format FW Rev
/dev/ nvmednl SDM@@QOOEC75 UCSC-F-H16003 1 1.60 TB / 1.60 TB 512 B+ © B KNCCPloo
/dev/ nvmelnl GB00041004bbf910 PVL-MX18S0P2L2C1-F100TPOTY1 1 2.15 TB / 2.15 TB 4 KiB+ 08B 22139242
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Linux Client

NVMe-Host

9.1.1.44

#1

Register Host
Information to CDC

ECTE—

Storage

CDC Fabric Zoning b

T/

#4

Storage Volume Mapping by Admin

y Admin
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Moscover comaner ] AUtomatic Storage Discovery & Connect
CDC VM 9.1.19 = DDC
[ 9.1.1. A
M /O CNTL CDC: New NVMe standard TP8009, TP8010
9.1.1.22 subsystem
NS Kflash
A
4 Step-1 Auto (Host Registration with CDC)
Host automatically finds CDC and pushes it’s information to it.
Storage askstDC
to Pull it’s In
Step-2 Auto (Storage Registration with CDC)
Pull ’ Storage automatically finds CDC and asks CDC to pull it’s information.
#3

Step-3 CDC Admin (Zoning [Host, Subsystem])

CDC admin configures the Host NQN and Subsystem’s NQN (both NQNs
are automatically discovered) into a same zone.

Step-4 Storage Admin (Mapping [Host, Volume])
Storage admin maps the Host NQN (automatically discovered) to the
appropriate volume.

CDC: Centralized Discovery Controller
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NVMe/TCP CDC Client (NVMe-STAS)

NVMe-STAS (Storage Appliance Services)

What does nvme-stas provide?

*A Central Discovery Controller (CDC) client for Linux
*Asynchronous Event Notifications (AEN) handling
*Automated NVMe subsystem connection controls
*Error handling and reporting

*Automatic (zeroconf) and Manual configuration

Avabhi is a system
which facilitates
service discovery
on a local network
via mDNS/DNS-SD
protocol suite.
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avahi-browse ‘L.l.'&

-

2

stafctl
x

- ]

stacctl

y y

v v v
< DBus >
A A
nvme- stas
avahi-d “ stafd stacd
find connect
4 udev A
MDNS | events
A connect to c/(gmect t°”
Discovery 1/0 controller
UdeVd controller
uevents libnvme
v l
A 4
I/O queues Admin_Q sysfs
lEf'Et ERER |_r|E| NVMe/TCP driver

Kamal Bakshi, Cisco

STAF
STorage Appliance
Finder

STAC
STorage Appliance
Connector

libnvme

Make all NVMe
Linux features
conveniently
reachable to
developers
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NVMe/TCP CDC Controller DNS Packet

UDP:dst-224.0.0.251, port-5353
DNS Query ID (set to 0)

Host Table QR | Opcode | Flags | RCODE
LEX Instance _N.atlve CDC Host Info QDCOUNT (# of questions)
/H ' S b t DDC\ -Discovered Host Info ANCOUNT (# of answers)
oS upsysiem
Subsystem NSCOUNT
-NVMe 1/0 Controller Info ARCOUNT
Zone Group -
QNAME (question)
7one | Members (Pair) DDC QTYPE
\ / -Direct Discovery Controller Info QCLASS
0 in Ql NAME
mDNS /O queues  Admin_Qlf nn/a 16 Zoning -Access Control {gnswer)
responder || LEHLE = TCP Which Host has access to RR TYPE
what Subsystem? CLASS
-Zone Group, Zones TTL
-Members ( Pair) RDLENGTH
(e.g. Host1, Subsystem3) RDATA

STORAGE DEVELOPER CONFERENCE
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NVMe Storage Subsystem

DDC
Direct Discovery

Controller (no 1/0_Q)

System Memory

I

oCle / NIC Card
< > — Moci.| DMA
Memory  |/0 CNTL NVM SQ/CQ, Engine
IDDR “lpcie Register | 9Min-Q /0.Q - 1
I BAR Address IE,E IfrEllfrEl Hwd @
0 1 'n queues
PCIe Mslx Space OIS o Logs Network Interface NVMe-TCP
A DDC NVMe-TCP || identity | |& MAC —
[ Port-ID
PCle Admin 0 |= - — / Subsystem
Lanes SR S CNTL# Controller
> NSID
| Log Page 70 I/O CNTL NS
\_ J LBA |\
I (=T IR
mDNS Responder Door
o @ Bells @ chahnel #0 3 Name Space
S |pcre| Properties | Flash[* 4 NSID/volume
< 8 Intf ~ Cntl. < h 1#1 t >
o Processor s
NAND Flash NVMe SSD
All Flash NVMe/PCle | FTL ‘!....!
Array SSD
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NVMe/TCP Fabric with CDC

CDC Linux Host
CDC Instance (9.1.1.55)
\ l:lx staictl l:lx stacctl L‘-&

Host | | Subsystem | | DDC :
y
< A DBUSA A >

nvme- stas

Zone Group

S members (Pair) —~
torage ) avahi-d stafd | | stacd
\ find connect
PCle mDNS 1/0 queues Adzin_Q NVMe 4 mDNS Iudevt A A
< ot P DMA =hi= = e COnTacETe connect to
Memory NVM sQ/cQ PCle Engine responder L[ELVEI Tcp udevd Disco:etry 1/0 conttrtoller
. controller
=== Bcle Register | A" e 1 9.1.1.22 P 4 t
. = = NIC uevents :
I BAR Address || =] == Hwd @@ RS libnvme
queues !
PCle Msixspace Nemotmee]| |0-1+1+2 Discover & Connect D T
A DDC NVMe-TCP MAC L=
= _ W - bri EE”.?E —=| || NVMe/TCP driver
PCle 1T G NVMe Subsystem - TCP/ IP Fabric
Admin0 |= = |
Lanes sa/ca 5E CNTL# W" 9.1.1.44
\Log Page IDs Jr I/O CNTL NS LBA )
mDNS Responder | = @ Dolcl)r @ .....l
Bells
i‘, Host [—= - _ - ‘ch el #0 ~ . . .
S Properties | L0, : How does “Linux Host” automatically discovers the Storage
Z chagnel #1
Processor °
AllElash  NVMe/PCle NAND Fash subsystem and connects to it?
ool | B B EEEEE)
|

Array

-Detailed flows are explained in next few pages
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= prewok — > CDC Initialization

CDC VM During initialization (e.g., following a link transition or power cycle), before the CDC’s
| 9.1.1.55 mDNS responder function is enabled, the CDC shall probe to ensure the unique
resource records the CDC are responsible for are unique on the local link. Upon
\ successful completion of the probe, the CDC shall announce its newly registered
CDC Instance (9.1.1.55) resource records. Upon announcing its resource records, the CDC’s mDNS responder
/lHost Subsystem | | DDCT function may be enabled and respond to queries for the service name of
_nvme-disc.<protocol>.local” or “ _cdc_sub. nvme-disc.<protocol>.local”

A CDC may query for both CDC and DDC instances.
\ /

o"

mDNS 1/0 queues Adzin__Q NVMe mDNS Query
responder | EHEE 15E[ | e v _nvme-disc._tcp.local: type PTR, class IN, "QM" question
I Name: _nvme-disc._tcp.local
mDNS Query - (nvme-disc) [Name Length: 21]

< > [Label Count: 3]
‘ Type: PTR (domain name PoinTeR) (12)

.000 0000 0000 0001 = Class: IN (0x0001)
Bi v wans mwer awax = QY quUeEstions False
MDNS Announcement ]

A

> mDNS Announcement

"PTR {CDC-NVMe-Disc)

-SRV (TCP Port 8009) 9-1-1-55:08/27/22:01:53:05._nvme-disc._tcp.local: type TXT, class IN, cache flush
-A (9.1.1.55) _nvme-disc._tcp.local: type PTR, class IN, 9-1-1-55:08/27/22:01:53:05._nvme-disc._tcp.local
-TXT (NQN of CDC) 9-1-1-55:08/27/22:01:53:05._nvme-disc._tcp.local: type SRV, class IN, cache flush, priority

_services._dns-sd._udp.local: type PTR, class IN, _nvme-disc._tcp.local
_cdc._sub._nvme-disc._tcp.local: type PTR, class IN, 9-1-1-55:08/27/22:01:53:05._nvme-disc._

STORAGE DEVELOPER CONFERENCE
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Linux Client .
NUMesTAS [ Pretwor > How does Host Discovers CDC?

[ 9.1.1.55
9.1.1.22
avahi-browse l—;& stafctl L.I.'& stacctl l;‘&
v v v
< DBus >
nvme- stas
avahi-d stafd stacd
ind connect
MDNS |evenss 1
connectto | | connec tto
udevd Discovﬁry 1/0 controller
controller
Juevents | libnvme |
|

1/0 queues  Admin_Q sysfs
|:|E|L§|E IE,E' NVMe/TCP driver

Enable NVMe-STAS

Push Registration

4

STORAGE DEVELOPER CONFERENCE
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_ .

Linux Client
NVMe-STAS - —~
| 9.1.1.44 CDC VM
Enable NVMe-STAS [ 9.1.1.55
-m» 9.1.1.22

mDNS query
_nvme-disc._tcp.local

v

(224.0.0.251)

MDNS response
(Resource Records)

(224.0.0.251)

MmDNS Query
_nvme-disc._tcp.local: type PTR, class IN,

v
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Host mDNS Query

"QM" question
Name: _nvme-disc._tcp. local

[Name Length: 21]

[Label Count: 3]

Type: PTR (domain name PoinTeR) (12)

.000 0000 0000 0001 = Class: IN (0x0001)

Q... «... = "QU" question: False

MDNS Response

v Answers

_nvme-disc._tcp.local: type PTR, class IN, 9-1-1-55:08/27/22:01:53:05.
9-1-1-55:08/27/22:01:53:05._nvme-disc.
Name: 9-1-1-55:08/27/22:01:53:05.
Type: TXT (Text strings) (16)
.000 0000 0000 0001 = Class: IN (0x0001)
leee cees sses oeee = Cache flush: True
Time to 11ve 4500 (1 hour, 15 minutes)
Data length: 55
TXT Length: 5
TXT: p—tcp

_nvme-disc.
_tcp.local: type TXT, class IN, cache flush
_nvme-disc._tcp.local

_tcp.loca

NQN of the CDC

9-1-1- 55 08/27/22 01: 53 05 _nvme- d15c tcp local: type SRV, class IN, cache flush, priorit
Service: 9-1-1-55:08/27/22:01:53:05
Protocol: _nvme-disc
Name: _tcp.local
Type: SRV (Server Selection) (33)

.000 0000 0000 0001 = Class: IN (0x0001)

g SO ++ «ss. = Cache flush: True

Time to llve 120 (2 minutes)

Data length: 17

i IP address of CDC
ght: 0

Port: 8009 ‘,,,,//f/””’/

Target 9-1- 1 55.local
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—

| 9.1.1.44 CDC VM

Enable NVMe-STAS |

9.1.1.55

T

mDNS query
__nvme-disc._tcp.local

v

. mDNS response
~ (All Records)

MmDNS Announcement

T, N
Records Found (224.0.0.251)
-NQN name (TXT Record)
-IP address (A Record)

-Service Type Record
-Domain name (PTR Record)

9.1.1.22

Linux Client
UM STAS < prewok | — Host mDNS Announcement

mMDNS Announcement

v Answers

9-1-1-55:08/27/22:01:53:05._nvme-disc._tcp.local: type TXT, class IN
9-1-1-55.local: type A, class IN, addr 9.1.1.55
9-1-1-55:08/27/22:01:53:05._nvme-disc._tcp.local: type SRV, class IN, priority @, weight O,

Service: 9-1-1-55:08/27/22:01:53:05

Protocol: _nvme-disc

Name: _tcp.local

Type: SRV (Server Selection) (33)

.000 0000 0000 0001 = Class: IN (0x0001)

@.er 22ass 2sss 2. = Cache flush: False

Time to live: 120 (2 minutes)

Data length: 8

Priority: @

Weight: 0

Port: 8009

Target: 9-1-1-55.1local

STORAGE DEVELOPER CONFERENCE
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Linux Client

NVMe-STAS

| 9.1.1.44
Enable NVMe-STAS |

T

mDNS query PTR

_nvme-disc._tcp.local
MDNS response

(All Records)

_MDN> Announcement

All Records Found

CDCVM
9.1.1.55

9.1.1.22

v

! TCP SYN
(port 8009)

ACK

Fabric ICReq
Fabric ICResp

v

|

A
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Host Initiates NVMe Connection to CDC

ICReq

4 |NVM Express Fabrics TCP Discovery Controller

[Cmd Qid: @ (AQ)]
Pdu Type: ICReq (@)
Pdu Specific Flags: @x8@ Non-Kickstart discovery NVMe/TCP connection
Pdu Specific Flags: @xee
Pdu Header Length: 128
Pdu Data Offset: @
Packet Length: 128
4 TICReq
Pdu Version Format: @
Host Pdu data alignment: @
Digest Types Enabled: @

Maximum Number of Outstanding R2T (MAXR2T):
Specifies the maximum number of outstanding R2T

/ PDUs for a command at any point in time on the
connection. This is a 0’s based value.

ICResp

NVM Express Fabrics TCP Discovery Controller
[Cmd Qid: @ (AQ)]

Pdu Type: ICResp (1)
Pdu Specific Flags: @x@0
b Pdu Specific Flags: @x@@ Maximum Host to Controller Data length
Pdu Header Length: 128 (MAXH2CDATA): Specifies the maximum number of
Pdu Data Offset: @

PDU-Data bytes per H2CData PDU in bytes. This value is

s a multiple of dwords and should be no less than 4,096.

4 TCResp
Pdu Version Format: @
Controller Pdu data alignment:
Dlgest types enabled: @
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Create Admin Queue at CDC

‘NVM Express Fabrics TCP Dlscovery Controller, Fabrlcs Type: Connect (Ox@l) Cmd ID: OXIOOO

‘
Linux Client
NVMe-STAS — -
| 9.1.1.44 CDC VM
Enable NVMe-STAS | 9.1.1.55
mDNS query PTR R 9.1.1.22
_nvme-disc._tcp.local :
MDNS response
(All Records)
_mDNS Announcement
______AI/Records Found 1
' Host ! - Cntl.
250 TCP SYN e
- ” | (port 8009)
ACK -
Fabric ICReq .

Fabric ICResp

y

Fabric Connect

A 4

Fabric Connect Resp.

y

TH12

[Cmd Qid: @ (AQ)]
Pdu
Pdu
Pdu

Specific Flags:
Specific Flags:
Pdu Header Length: 72
Pdu Data Offset: 72
Packet Length: 1896

Type: CapsuleCommand (4)
axeo
axee

4 NVM Express Fabrics (Cmd)

Opcode:

Reserved: @x40
Command ID: @x1606

@x7f Fabric Cmd

Fabric Cmd Type: Connect (@x@l)
R d: 900300300300300300300300300300300000006 .
W riviiae Queue ID = 0 (Admin Queue)

1 Queue ID: @x8000

Record Format: 9)(9999/ Queue Size = 31

1
1
1SQ Size: @xee1f :

4 Data

Host Identifier:

Keep Alive Time Out (KATO)
(30sec)

aech7@db-d28d-45ae-b91f-7485b932ae19

Controller ID: Oxffff

Reserved: 900900000000000P0ARRARRARRARRARRARRARRARRARRARARRARRARDARRARRARRARRARRA
Subsystem NQN: ngn.1988-11.com.dell:SF55:9:202208824223058e8

Host NQN: ngn.2@14-88.org.nvmexpress:uuid:77bl468d-39f7-483b-b4e2-de789e504819
Reserved: ©99300300200300300300300000300300000300000300000300300300A00A00A00A0RA000
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g )
prxeient =TT Create Admin Queue at CDC
NVMe-STAS — —

| 9.1.1.44 CDCVM
Enable NVMe-STAS | 9.1.1.55
9.1.1.22 4 NVM Express Fabrics TCP Discovery Controller, Cqe Fabrics Cmd: Connect (@x@1) Cmd ID: @x1000
mDNS query PTR N [Cmd Qid: @ (AQ)]
_nvme-disc._tcp.local Pdu Type: CapsuleResponse (5)
MDNS response Pdu Specific Flags: 0x@e@
(All Records) I Pdu Specific Flags: @x@@
mDNS Announcement Pdu Header Length: 24
Al Records Found. — > Pdu Data Offset: @
pomsdo poonhon Packet Length: 24
. Host | TCP SYN :_(_:?tl__: 4 Cge (For Cmd: Connect)
- > | (port 8009)
ACK r_EE'_'"_’_Ea_t_e_"_C_Y_‘_- 35:‘!1_3__'“_5_? - Controller ID
> | g ten XA SO
Authentication Required: @x@eee
Fabric ICReq R Reserved: ©0000000

SQ Head Pointer: @x9000

‘ Reserved: @x0000
e t Admin_Q Command ID: @x1000
apric connec 2000 PPRP PRRR PRO.

Fabric Connect Resp. = T T T )

Fabric ICResp

y

Status: ex00006
Reserved: @x@

\ 4

y

STORAGE DEVELOPER CONFERENCE
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‘
Linux Client
NVMe-STAS — —
| 9.1.1.44 CDC VM
Enable NVMe-STAS 9.1.1.55
9.1.1.22

mDNS query PTR

_nvme-disc._tcp.local

MDNS response

v

(All Records)

mDN>S Announcement

" All Records Found

TCP SYN

ACK

Fabric ICReq

\ 4

y

Fabric ICResp

\ 4

Fabric Connect

y

\ 4

Fabric Connect Resp.

Fabric Property Get

A 4

(port 8009)

Gets Properties of the CDC Controller

'NVM Express Fabrics TCP Discovery Controller, Fabrics Type: Property Get (8x@4) Cmd ID: @x10@9

[Cmd Qid: @ (AQ)]

Pdu
Pdu
 Pdu
Pdu
Pdu

Type: CapsuleCommand (4)
Specific Flags: @x@@
Specific Flags: @x@@
Header Length: 72

Data Offset: @

Packet Length: 72
4 NVM Express Fabrics (Cmd)
Opcode: @x7f Fabric Cmd

Reserved: @x40

Command ID: @x10@9

Fabric Cmd Type: Property Get (@x@4)

Reserved: 800000000000000000000000000000000000000000000000000000000000000000005a

8068 a...

= Reserved: @x8e
=P

.801 roperty Size: @x18 bytes

Reserved: @20000

ol
("]
m
(1
o
E'I
=}
-
rt+
pr
=]
[
—
1]
b |
™
1]
-
+1]
o
[wH
=
("8
L
(8
m
n
1
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Property requested
“Controller Capabilities”
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. .

| 9.1.1.44

CDC VM

Enable NVMe-STAS

| 9.1.1.55

mDNS query PTR

9.1.1.22

v

_nvme-disc._tcp.local
MDNS response

(All Records)

MDNS Announcement

" All Records Found

Lt TCPSYN

- >

” | (port 8009)

ACK

Fabric ICReq

\ 4

Fabric ICResp

\ 4

y

Fabric Connect

Fabric Connect Resp.

\ 4

y

Fabric Property Get

Response

\ 4

a
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Linux Client m
IP network
NVMe-STAS =S -

Property Buffer returned

4 NVM Express Fabrics TCP Discovery Controller, Cqe Fabrics Cmd: Property Get (@x@4) Cmd ID: 8x1009

¥

[Cmd Qid: @ (AQ)]
Pdu Type: CapsuleResponse (5)
Pdu Specific Flags: @xee
Pdu Specific Flags: @x@e
....... @ = PDU Header Digest: Not set
PDU Data Digest: Not set
.. .8.. = PDU Data Last: Not set
«e.. B... = PDU Data Success: Not set
Pdu Header Length: 24
Pdu Data Offset: @
Packet Length: 24
Cqe (For Cmd: Property Get)

®
]

[Cmd Latency: ©.534 ms]
4 Cmd specific Status: @x000000000101001T

! 4 Continquous Queues Required (CQR): Continguous I/0 Queues Requires

E Boot Partition Supoort (BPS): Boot Partition Not Supported

! Persistent Memory Region Supported (PMRS): Persistent Memory Region NOt Suppc)rtedI
Controller Memory Buffer Suported (CMBS): Controller Memory Buffer Not Supported !
1

| ,
1

[}

1

1

Controller Capabilities

Timeout: @x@l !
«...: Ox00 Doorbell Stride (DSTRD) @, [NVM Subsystem Reset Feature Not Supported], [I/O Command Set Supported] 1
Memory Page Size: @x8@ Memory Page Size Minimum (MPSMIN) 14 , Memory Page Size Maximum (MPSMAX) 14 :
" SQ Head Pointer: @xe@ee@ T TTTTTTTTTmmTmmmmmmmTmmm IO T m I m e
Reserved: @x2000
Command ID: @x1@89
2000 0000 0000 2B8. = Status: BxBeee

............... @ = Reserved: @x@
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Linux Client
NVMe-STAS —
| 9.1.1.44 CDC VM
Enable NVMe-STAS | 9.1.1.55
mDNS query PTR R 9.1.1.22
_nvme-disc._tcp.local :
MDNS response
(All Records)
_mDNS Announcement
______Al/ Records Found 1
' Host ! - Cntl.
250 TCP SYN e
B ” | (port 8009)
ACK -
Fabric ICReq .
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Fabric ICResp

y

Fabric Connect

\ 4

Fabric Connect Resp.

y

Fabric Property Get

\ 4

A

Fabric Property Set

A 4

A

Sets CDC Cntl. Configuration

4 NVM Express Fabrics TCP Discovery Controller, Fabrics Type: Property Set (0x80) Cmd ID: ©x10@a
[Cmd Qid: @ (AQ)]
Pdu Type: CapsuleCommand (4)
Pdu Specific Flags: ©x00
4 Pdu Specific Flags: ©x00

..0 = PDU Header Digest: Not set
..8. = PDU Data Digest: Not set
.0.. = PDU Data Last: Not set

SR [ PDU Data Success:
Pdu Header Length: 72
Pdu Data Offset: ©
Packet Length: 72
4 NVM Express Fabrics (Cmd)
Opcode: @x7f Fabric Cmd

Not set

Value set: 0x00460001

Enable: 0x1

Reserved: 0x0

I0 Command Set Selected: NVM IO Command Set (0x0)
Memory Page Size: 0x0 (4096 bytes)

Arbitration Mechanism Selected: Round Robin (0x0)
Shutdown Notification: No Shutdown (0x0)

I0 Submission Queue Entry Size: 0x6 (64 bytes)

I0 Completion Queue Entry Size: 0x4 (16 bytes)
Reserved: 0x00

- 3

. =3

. S
nonu

Reser‘ved: GX49 ........................
Command ID: ©x100a A
Fabric Cmd Type: Property Set (©x00)
Reserved: 000000000000000000000000000000000000000000RDOBNOROABOAROAROEROBROBROSa
0000 O... = Reserved: Ox00

.000 = Property Size: 8x84 bytes
Reserved: 000000

=3
=3
=3
S
=3
=3
=3
S
n

Value: 0x00460001
Reserved: 0x00000000
Reserved: 0000000000000000
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Linux Client m
IP network
NVMe-STAS =

—

1 9.1.1.44 CDC VM
Enable NVMe-STAS | 9.1.1.55
mDNS query PTR R 9.1.1.22
_nvme-disc._tcp.local :
_ mDNS response
" (All Records)
_mDNS Announcement '
| All Records Found -
| Host | TCP SYN . Cntl. |
< - t 8009
ACK - (por )
Fabric ICReq R
< —| Admin_Q

Fabric Connect

A
v
Il
|

Fabric Property Get

v

A

Fabric Property Set

v

A

NVMe Identify

A 4
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|dentify CDC Controller CNS-01

4 NVM Express Fabrics TCP Discovery Controller, NVMe Opcode: Identify (8x06) Cmd ID: ©x2009

[Cmd Qid: @ (AQ)]
Pdu Type: CapsuleCommand (4)
Pdu Specific Flags: ©6x@0
4 Pdu Specific Flags: ©x00
... ...0 = PDU Header Digest: Not set
e . 1 PDU Data Digest: Not set
opmianu; yol) Lym PDU Data Last: Not set
.... ©... = PDU Data Success: Not set
Pdu Header Length: 72
Pdu Data Offset: @
Packet Length: 72
4 NVM Express (Cmd)
Opcode: 8x06 Identify
..00 = Fuse Operation: Ox@
..00 00.. = Reserved: Ox0
. B DR PRP Or SGL: ©x1
Command ID: ©x2009
Namespace Id: ©x00000000
Reserved: 0000000000000000
Metadata Pointer: Ox0000000000000000
4 SGL1
9101 .... = Descriptor Type: ©x5 Transport Data Block
. 1018 = Descriptor Sub Type: Oxa Command Data Buffer
Reserved: ©9x0000000000000000
Length: 4096
Reserved: 000000
Controller or Namespace Structure (CNS): ©x0001
Reserved: 0000
Controller Identifier (CNTID): 00000000

Kamal Bakshi, Cisco
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Linux Client

NVMe-STAS

—

IP network

1 9.1.1.44 CDC VM
Enable NVMe-STAS | 9.1.1.55
mDNS query PTR - 9.1.1.22
_nvme-disc._tcp.local :
~ mDNS response
" (All Records)
_mDNS Announcement '
| All Records Found -
| Host | TCP SYN  Cntl. |
< - t 8009
ACK - (por )
Fabric ICReq R
< —| Admin_Q
Fabric Connect o
Fabric Property Get .
Fabric Property Set R
NVMe ldentify
~ NVMe C2HData
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|dentify Buffer Returned

4 NVM Express Fabrics TCP Discovery Controller, C2HData Opcode: Identify (@x@6), Cmd ID: ©x2089, Len: 4896
[Cmd Qid: @ (AQ)]
Pdu Type: C2HData (7)
Pdu Specific Flags: @x@c
I Pdu Specific Flags: @x@c, PDU Data Last, PDU Data Success
Pdu Header Length: 24
Pdu Data Offset: 24
Packet Length: 4128
4 NVMe/TCP Data PDU
Command ID: @x28@9
Transfer Tag: @x0000
Data Offset: @
Data Length: 4896
Reserved: 08000000

Controller Identity Details
4 NVM_EXPPeSS | e
I PCI Vendor ID (VID): @x0000 :
: PCI Subsystem Vendor ID (SSVID): @xeeee 1
I Serial Number (SN): 208220824223858e8 :
: Model Number (MN): DELL-SFSS 1
I Maximum Data Transfer Size (MDTS): @xee 1
: Version (VER): ©x00020000 :
| Optional Asynchronous Events Supported (QOAES): 8x30000000
: Optional Admin Command Support (OACS): @x0000[] :
| Abort Command Limit (ACL): @xee 1
I Asynchronous Event Request Limit (AERL): ©x8e :
: Log Page Attributes: @x@4[Extended log page supported, ] 1
| Keep Alive Support (KAS): 9x0000 !
: Submission Queue Entry Size (SQES): exee :
| Completion Queue Entry Size (CQES): @xee 1
: Maximum Outstanding Commands (MAXCMD): @x@e1f :
| Number of Namespaces (NN): 8x20000000 1
I Optional NVM Command Support (ONCS): @x@000 :
: SGL Support (SGLS): ©x90300002 1
I NVM Subsystem NVMe Qualified Name (SUBNQN): ngn.1988-11.com.dell:SF55:9:208220824223058e8 :
: I/0 Queue Command Capsule Supported Size (IOCCSZ): @x00000000 1
1 I/0 Queue Response Capsule Supported Size (IORCSZ): @x90000000 1
: In Capsule Data Offset : ©9x0000 :
| Fabrics Controller Attributes : @ (NVM subsystem uses a dynamic controller model) 1
: Maximum SGL Data Block Descriptors: @ :
| Optional Fabric Commands Support : @ (Controller does not support the Disconnect command) 1
I Discovery Controller Type : 2 Centralized Discovery controller :
: Reserved: 1

Kamal Bakshi, Cisco
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Linux Client___————"o——— Host Sets the Notification Flag at the Controller

NVMe-STAS =

| 9.1.1.44 CDC VM
Enable NVMe-STAS [ 9.1.1.55
mDNS query PTR R 9.1.1.22
_nvme-disc._tcp.local Set AEC Set Feature
_ mDNS response
““(All Records) @0 50 56 bf 37 26 50 6b 4b 4b df 3a/08 00 45 00
00 7c a5 d9 40 00 40 06 80 3e 09 01 01 2c 09 01
e ATIONACEENt. .y 01 37 82 9a 1f 49 41 79 01 c9 3d 70 c8 89 80 18
e 01 f5 d6 94 00 00 01 01 08 0a 27/b3 e7 d8 15 db
SESR TCPSYN e c5 0d 04 00 48 00 48 00 00 00 09 40 0b 20 00 00
< oK (port 8009) 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Fabric ICReq . _ 00 5a Ob 00 00 00 00 00 00 80 00 00 00 00 00 00
< — Admin_Q 00 00|00 00 00 00 00 00 00 00 fa c7 53 74

Fabric Connect

v

A

Fabric Property Get

v

A

Asynchronous Event Configuration

This Feature controls the events that trigger an asynchronous event
NVMe Identify notification to the host. If the condition for an event is true when the
corresponding notice is enabled, then an event is sent to the host.

Fabric Property Set

v

A

v

NVMe C2HData

A

NVMe Set Feature (AEC)

<
<
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Linux Client
NVMe-STAS — -
1 9.1.1.44 CDC VM
Enable NVMe-STAS | 9.1.1.55
mMDNS query PTR R 9.1.1.22
_nvme-disc._tcp.local :
~ mDNS response
" (All Records)
_MDNS Announcement '
All Records Found e
sost | 1cp s i
) ACK —| (port 8009)
Fabric ICReq '
= > | Admin_Q

Fabric Connect

A

Fabric Property Get

\ 4

A

Fabric Property Set

v

A

NVMe Identify

NVMe C2HData

v

A

NVMe Set Feature AEC

\ 4

A

NVMe AER
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A 4

Async. Event Registration at Controller

The Asynchronous Event Request (AER) command is submitted by host software to
enable the reporting of asynchronous events from the controller. This command has no
timeout. The controller posts a completion queue entry for this command when there is
an asynchronous event to report to the host.

4 NVM Express (Cmd)

Opcode: @x@c Async Event Request
FEEY 8 =
..00 00.. = Reserved: 0x0
Bl.. :x:o. = PREDe SGL: BR)
Command ID: ©xeelf
Namespace Id: ©x00000000
Reserved: 0000000000000000

Fuse Operation: ©Ox©

Metadata Pointer: Ox0000000000000000
4 SGL1
0101 .... = Descriptor Type: ©x5 Transport Data Block

1010 = Descriptor Sub Type: @xa Command Data Buffer
Reserved: 0x0000000000000000
Length: ©
Reserved: 000000
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paxsient___——— "0 T Host Pushes DIM info to the CDC Controller

> NVM Express Fabrics TCP Discovery Controller, NVMe Opcode: Discovery Information Management (@x21) O

| 91144 CDC VM 4 NVM Express (Cmd)

Opcode: @x21 Discovery Information Management

Enable NVMe-STAS | 9.1.1.55 [Cge in: 551

% ve.. ..80 = Fuse Operation: @xe
..00 88.. = Reserved: 9x@
mDN query PTR 9.1.1.22 e1.. = PRP Or SGL: @x1

- Commar'u.zl'iD: @x288c
_nvme-disc._tcp.local Namespace Id: ©x0000000

MDNS response Reserved: 0000000000000000
Metadata Pointer: 9x0000000000000000

° (All Records) B b

MDNS Announcement Task: @ Register
e e e s s > Reserved: @x80000000
All Records Found 4 NVM Express
oo m T b Total Data Length (TDL): 2876

i Host ! TCP SYN i Cntl. . Reserved: 90000000

S il Number of Entries (NUMENT): 1

I
»

A 4

(pOft 8009) Entry Format(ENTFMT): @x@882 Extended Discovery Information Entry

ACK Entry Type(ETYPE): 8x@881 Host

Port Local(PORTLCL): ©xee

Fabric ICReq Reserved: 00

Admln Q Entry Key Type (EKTYPE): @x@85f TRADDR Based

. - Entity Identifier(EID): ngn.2814-88.org.nvmexpress:uuid:77bl1468d-39F7-483b-b4e2-de789e5048F9
Fabric Connect Entity Name(ENAME): UCS162 (Host Name)

< — Entity Version(EVER): Linux 5.14.21-158480.22-default SLED 15.4 (Host Name & Version)

H — Besgrved:
Fabrlc Property Get 4 IDiscovery Log Page Entry: @301

1
Transport Type(TRTYPE): 3 [TCP Transport] 1
Address Family(ADRFAM): 1 [AF_INET] :
Subsystem Type (SUBTYPE): @ [Reserved] 1
Transport Requirements (TREQ): @ [Controller requires use of SQ flow control ,Connection over F :
PORT ID: @ .
1
}
1
1
1
1

v

v

A

A 4
|

Discovery
Information

\ 4

A

Fabric Property Set

v

A

NVMe ldentify
NVMe C2HData

Controller ID: @

Admin Max SQ Size: @

Reserved: 00000 2000000000 200 200
Transport Service Identifier(TRSVCID):

Reserved: 0000000000000000000000000000000000000000000 -
:NVMe Qualified Name(NQN): ngn.2014-88.org.nvmexpress: - " HOSt NQN

A

A 4

NVMe Set Feature AEC

\ 4

A

NVMe AER
NVMe DIM

1

1

: Transport Specific Address SubType (TSAS):
| Total Entry Length(TEL): 1@52
1
1
1
1

v

Number of Extended Attributes(NUMEXAT): 1
Reserved: 0000
b Extended Attribute(EXAT): @100108@aech7@dbd28d45aebd1F7405h932ae19[Extended Attribute: 1] STORAGE DEVELOPER CONFERENCE
1
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. ——
Linux Client
NVMe-STAS — —
| 9.1.1.44 CDC VM
Enable NVMe-STAS [ 9.1.1.55
-EQ Host Details is added in the CDC
mDNS query PTR 9.1.1.22

_nvme-disc._tcp.local
~ mDNS response

vV,

" (All Records)
MDNS Announcement

“AllRecords Found ’ _

| Host | TCP SYN . Cnt

© ACK ‘
Fabric ICReq

A

Fabric Connect

A 4

A

Fabric Property Get

\ 4

A

Fabric Property Set

v

A

NVMe ldentify

NVMe C2HData

A 4

A

NVMe Set Feature

\ 4

A

NVMe AER

NVMe DIM

v

il

> General Information

Connection Status

Entity Key Type

(port 8009)

Hostinterface

Admin_Q
= NQN

NodeName
Registration Type

Transport Requirements
(TREQ)

Transport Specific
Address Subtype (TSAS)

Transport Address
Transport Address Family

Transport Type

157 | ©2022 Storage Networking Industry Association. All Rights Reserved.

Online

TRADDR

sles15

Linux 5.14.21-150400.22-default SLED 15.4
aecb70dbd20d45aeb91f7405b932ae19
ngn.2014-08.org.nvmexpress:uuid:77b1468d-3

9f7-483b-b4e2-de789e5048f9@9.1.1.44:V4::0:
57442:TCP

ngn.2014-08.org.nvmexpress:uuid:77b1468d-3
9f7-483b-b4e2-de789e5048f9

stfs-cdcproxy-deployment-3-1
Explicit

Secure channel Not specified
No Security

9.1.144
IPV4
TCP

source: Dell SFSS/CDC

Kamal Bakshi, Cisco

DIM info is stored by the CDC Controller
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Host Infor in CDC database (NQN, IP, etc.)

CDC Instance (9.1.1.55) Linux Host

. \
Discovered Host B <.ooystom | [oDC | [oavirowse [l [oted JOo Toace [
_9 . 1 . 1 -44 /” + + +
Zone Group < 7y DBus 7y 7Y >
members (Pair) + nvme- stas
Storage N J avahi-d stafd stacd
= find connect
PCle mDNs |0 ueves ATmI-Al nvme  p— Iudev Y ¥
< = = PCle DMA responder L=|EIL=|EI |:|'E TCP FYents CORHacE Yo connect to
Memory NVM SQ/cQ Engine UdeVd Discovery 1/0 controller
: troll
Son " lPcie Register | [A9Min o | CDC 9.1.1.22 controller
= = P uevents .
BAR Address || =E —E= Hwd @ libnvme
0 1 queues
PCle MSIx space e 9.1.1.9 ¥
PCle 1/0 queues Admin_Q sysfs
4 bDC BAC S
— Port-ID | bri E=]Bs] EE NVMe/TCP driver
PCl 1T Discovery CNTL NVMe Subsystem TCP/ IP Fabric
£ Admin0 |= r—
Lanes sa/ca 5E CNTL# 9.1.1.44
\Log Page IDs Jr 1/0 CNTL
—
mDNS Responder | = @ [BJ:ﬁsr @
@ |[Host -
O [|pcle| Properties | Flash
S et Cntl. |¢
Processor
NVMe / PCle NAND Flash
All Flash SSD [ FTL ] \!....!

Array |
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.

Linux Client

IP network

TCP Keep Alive (15 seconds)

NVMe-STAS =
E issi - - - : B
| 91144 CDC VM Transmission Control Protocol, Src Port: 33434, Dst Port: 8009, Seq: 6529, Ack: 11265, Len: @
Source Port: 33434
Enable NVMe-STAS [ 9.1.1.55 Destination Port: 8009
.EQ [Stream index: @]
[Conversation completeness: Incomplete, DATA (15)]
mDN>S query PTR > 9.1.1.22 [TCP Segment Len: @]
_nvme-disc,_tcp,local Sequence Number: 6529 (relative sequence number)
mDNS response Sequence Number (r‘aw): 1898454225
< [Next Sequence Number: 6529 (relative sequence number)]
(AII RBCOde) Acknowledgment Number: 11265 (relative ack number)
MDNS Announcement Acknowledgment number (raw): 1025565537
e TS T T T > 1000 .... = Header Length: 32 bytes (8)
r_____f\l/ Records Found - A
! Host | TCP SYN i Cntl. ! 900. .... .... = Reserved: Not set
S— e ] L = Nonce: Not set
< ACK — (port 8009) I . [ apeg— = Congestion Window Reduced (CWR): Not set
> ssws o@ea wwes = EON-Echo: Not set
Fabric ICReq - ..8. .... = Urgent: Not set
< - = U~ - - 1 .... = Acknowledgment: Set
Fabric Connect > Adm'”_Q ........ @... = Push: Not set

A

. .@.. = Reset: Not set
Fabric Property Get _ = g

- > = sass sass 0. = Syn: Not set
h . —— @ = Fin: Not set
Fabric Property Set -
< P y > [TCP Flags: =++«=-- Aseee]
NVMe Identify _ Window: 501
” [Calculated window size: 64128]
< NVMe C2HData [Window size scaling factor: 128]
NVMe Set Feature Checksum: @x2246 [unverified]
< > [Checksum Status: Unverified]
NVMe AER R Urgent Pointer: @
o I Options: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps
NVMe DIM » b [Timestamps]

4 [SEQ/ACK analysis]
[iRTT: ©.000265000 seconds]
4 [TCP Analysis Flags]
4 [Expert Info (Note/Sequence): ACK to a TCP keep-alive segment]
\[ACK to a TCP keep-alive segment]
[Severity level: Note]
[Group: Sequence]

TCP Keep Alive

A\ 4

a
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e L NVMe Keep Alive (30 seconds)
NVMe-STAS -

—

1 9.1.1.44 CDC VM
Enable NVMe-STAS [ 9.1.1.55 4 NVM Express Fabrics TCP Discovery Controller, NVMe Opcode: Keep Alive (8x18) Cmd ID: 9x2000
.EQ [Cmd Qid: @ (AQ)]
mDNS query PTR R 9.1.1.22 Pdu Type: CapsuleCommand (4)
__nvme-disc._tcp.local : Pdu Specific Flags: @x@@
_ mDNS response b Pdu Specific Flags: @x@e
" (All Records) Pdu Header Length: 72
_MDNS Announcement Pdu Data Offset: o
All Records Found Packet Length: 72
Mhmce | Centl ! 4 NVM Express (Cmd)
:~-|:|—O—S—t;1 TCP SYN '“-(-::FI-.-*' Opcode: @x18 Keep Alive
Fabric ICReq f (port 8009) [Cqe in: 93] ?
< . > «ss. ..00 = Fuse Operation: Ox@
- Fabric Connect > [ Admin Q ..00 00.. = Reserved: Ox@
. Fabric Property Get - - @l.. .... = PRP Or SGL: @xl1
< - = Command ID: @x2000

Fabric Property Set -

NVMe Identify
NVMe C2HData

A
\4

- Namespace Id: @x00000000
Reserved: ©8600000000000000
Metadata Pointer: 9x0080000000000000

\ 4

A

NVMe Set Feature - 4 SGL1
) NVMe AER : @101 .... = Descriptor Type: @x5 Transport Data Block
NVMe DIM - .... 1010 = Descriptor Sub Type: @xa Command Data Buffer

v

Reserved: @x9000000000000000
TCP Keep Alive Length: @
Reserved: 000000

A
v

NVMe Keep Alive

v

a
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S .
P network o How does Storage Discovers CDC?
. - iscovery Controller

CDC VM 9.1.19 = DDC
[ 9.1.1.55 A
I/O CNTL
9.1.1.22

“ K=  DDC Registration -Pull or Push ?

NEEGEv—y #k A DDC may determine if a CDC is present by
ODR PCIeRegister|m'" 2 - T 1 el .
! o nddres | 2E1 B | (@@ transmitting a query that includes a DNS PTR
PO . e record with the name in the form of:
PCle 1 Discoyery (Gt NVMe Subsystem W “ . ”
(ones | | Samn? IEE _cdc._sub. _nvme-disc._tcp.local
Log Page IDs — 1/0 CNTL

N
% o [ua] [ [
= Bells

3 2 [ Procert=: | G
Al Flash NVMe/";g_[ " Upon reception of an mDNS response that contains a DNS SRV
= record with the service name set to “_cdc._sub. nvme-disc”,
oyl the DDC may

: Kickstart a. Perform push registration with the CDC; or

b. Request a pull registration from the CDC (e.g., using
Kickstart Discovery Request PDU (KDReq)

Push
STORAGE DEVELOPER CONFERENCE
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r . .
ST e S DDC requests pull Registration
. - Discovery Controller
CDC VM 9.1.1.9 . DDC
[ 9.1.1.55 .
I/O CNTL
9.1.1.22
NS Kflash
I ;PU||> 4 Multicast Domain Name System (query)
' Host R Transaction ID: ©x0000
e i-?nﬂLJ 4 Flags: 0x0000 Standard query
o . = Response: Message is a query
.000 0... = Opcode: Standard query (0)
N . R = Truncated: Message is not truncated
o e = Recursion desired: Don't do query recursively
swas wess Bes wess = £2 poservyed (0)
mDNS Query cees wu.. ...0 .... = Non-authenticated data: Unacceptable
< Questions: 1

_cdc._sub._nvmeidisc e R

Authority RRs: @
Additional RRs: ©

Name: _cdc. sub. nvme-disc. tcp.local

1

1

: 4 cdc. sub. nvme-disc. tcp.local: type PTR, class IN, "QM" question
1

1

1

[Label Count: 5]

Type: PTR (domain name PoinTeR) (12)

.000 0000 0POO VOBl = Class: IN (©x0001)
B.. cina csis saia=TQUT question: False

STORAGE DEVELOPER CONFERENCE
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Storage
— Discovery Controller

—

CDCVM
[ 9.1.1.55

9.1.1.22

91.19 = DDC

A

I/O CNTL

NS Kflash

) mMDNS Query

mDNS Response

Resource Records'
-NQN
-IP
-Port#

163 | ©2022 Storage Networking Industry Association. All Rights Reserved.

_cdc._sub. _nvme{disc

4 |Multicast Domain Name System (response)
- Transaction ID: @x@000
P Flags: @x848@ Standard query response, No error
Questions: @
Answer RRs: 4
Authority RRs: @
Additional RRs: @
4 Answers

4 _cdc._sub._nvme-disc._tcp.local: type PTR, class IN, 9-1-1-55:88/27/22:01:53:085._nvme-disc._tcp.local

Name: _cdc._sub._nvme-disc._tcp.local
Type: PTR (domain name PoinTeR) (12)
.000 000 00RO PBAL = Class: IN (@xeeel)
. L —— = Cache flush: False
Time to live: 4500 (1 hour, 15 minutes)
Data length: 29

CDC provides Resource Records

CDC Resource Records (4)

Domain Name: 9-1-1-55:08/27/22:01:53:05._nvme-disc._tcp.local

1

1

1

1

1

1

1

1

1

1

1

1

1

| 4 9-1-1-55:08/27/22:01:53:05._nvme-disc._tcp.local: type TXT,
: Name: 9-1-1-55:088/27/22:01:53:085._nvme-disc._tcp.local
1 Type: TXT (Text strings) (16)

: .000 0000 0000 0001 = Class: IN (@x@eel)

| Luiein sinioorsaramispiaisiors = Cache flush: True

: Time to live: 4500 (1 hour, 15 minutes)

1 Data length: 55

1 TXT Length: 5

: TXT: p=tcp

1 TXT Length: 48

: TXT: NQN=ngn.1988-11.com.dell:SFS5:9:20220824223058e8
1

1

1

1

P 9-1-1-55.local: type A, class IN, cache flush, addr 9.1.1.55
[Unsolicited: True]

class IN, cache flush

NQN of CDC

P 9-1-1-55:08/27/22:01:53:05._nvme-disc._tcp.local: type SRV, class IN, cache flush, priority @, weight @, port 8009,

IP address

Kamal Bakshi, Cisco
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Storage
— Discovery Controller

CDC VM 91.19 = DDC
[ 9.1.1.55 A
I/O CNTL
9.1.1.22 —
Pull) NS R
i Host : R
v ] i Cntl. ! |CReq

164 | ©2022 Storage Networking Industry Association. All Rights Reserved.

mDNS Query ‘--1---
~_cdc._sub._nvme-flisc

4 NVM Express Fabrics TCP Discovery/Controller

Pdu Type: ICReq (@)
MDNS Response

o

4 Pdu Specific Flags: Ox80
..0 = PDU Header Digest: Not set

Resource Records

< TCP SYN «e-- ..0. = PDU Data Digest: Not set
TCP SYN csnw sBes = POU Data Last: Not set
ACK' . B... = PDU Data Success: Not set

< Pdu Header Length: 128
Pdu Data Offset: ©
Packet Length: 128
4 TCReq
Pdu Version Format: ©
Host Pdu data alignment: ©
Digest Types Enabled: ©

) ICReq (kickstart)
ICResp

\ 4

Maximum r2ts per request: @

Kamal Bakshi, Cisco
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DDC Sets Kickstart Discovery Flag in ICReq

Kickstart Request Flag (asking for Pull)
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Storage
— Discovery Controller

—

| 9.1.1.55

CDC VM 91.19 = DDC

A

I/O CNTL

9.1.1.22

NS Kflash

. Pull’

i Host i .
oo i Cntl. !

~ mDNS Query -y
~_cdc._sub._nvme-flisc

MDNS Response

o

Resource Records
TCP SYN

a

ICReq (kickstart)

A

»
»

KDReq
DDC9.1.1.9

a

165 | ©2022 Storage Networking Industry Association. All Rights Reserved.

KDReq

4 NVM Express Fabrics TCP Discovery Controller
Pdu Type: Kickstart Discovery Request (10)
Pdu Specific Flags: ©x00

4 Pdu Specific Flags: 0x00
..® = PDU Header Digest: Not set
sl PDU Data Digest: Not set
I PDU Data Last: Not set
PR | e PDU Data Success: Not set
Pdu Header Length: 12
Pdu Data Offset: 12
Packet Length: 382
4 KDReqg
Number of Kickstart Records (NUMKR):
Reserved 0x0001

DDC Requests for Kickstart

Kickstart Record

‘:chkstart Record (KR): 0301383030390000000000000000000000RARAA0A |

! Transport Type (TRTYPE): 3

Address Family (ADRFAM):

Transport Service Identifier (TRSVCID): 8009
Transport Address (TRADDR):: 9.1.1.9

Kamal Bakshi, Cisco
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T e CDC provides Kickstart Status
— Discovery Controller

CDC VM 9119 = DDC
[ 9.1.1.55 -
I/O CNTL
9.1.1.22
- jpu” NS Kflash
| Host | cntl. |
mDNS Query oo 4 NVM Express Fabrics TCP Discovery Controller
< cdc. sub. nvme-Hisc Pdu Type: Kickstart Discovery Response (11)
a a a Pdu Specific Flags: ©x00
mMDNS Response R 4 Pdu Specific Flags: 0x00

(av]
1]

Resource Recordsr ....... PDU Header Digest: Not set
..0. = PDU Data Digest: Not set

~ TCPSYN .... .@.. = PDU Data Last: Not set
i h s @, == PINE Data S : Not set
After sending a KDResp ICReq  (Kickstart) S T, 16'96 uccess: Not se
NVMe/TCP PDU to the < ey e -
. > Pdu Data Offset: 12 .
DDC where the Kickstart KDRegq Packet Length: 268 Kickstart Response
Status (KSSTAT) field is < 41KDResp :
set to SUCCESS, the KDResp (NaN) ! K1<.:kstar‘t Status: 1 (SUCCESS) :
kickstart di > ! Failure Reason: @ (NO FAILURE) "
NI\C/|\j| a/rTCP ISCO\;.ery End TCP session | CDC NVM Qualified Name (CDCNQN): nqn.1988-11.com.dell:SFSS:9:29226824223958¢ESE
e Connec Ion 4. ................................... _> _________________________________________________________________________

should be torn down,
and the CDC performs a
pull registration with the
DDC.
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T e CDC Starts Pull Registration Process
— Discovery Controller

CDC VM 91.19 = DDC

[ 9.1.1.55 .
I/O CNTL
9.1.1.22
Bull NS Kflash NVMe Connect
1
i Host : [ Ep— 4 NVM Express Fabrics TCP Discovery Controller, Fabrics Type: Connect (©x01) Cmd ID: ©x0e01
L Cntl. ! [Cmd Qid: @ (AQ)]
< mDNS Query T Pdu Type: CapsuleCommand (4)
_cdc._sub._nvme-disc Pdu Specific Flags: ©x00
mDNS Response ~ b Pdu Specific Flags: ©x00
Resource Records > Pdu Header Length: 72
Pdu Data Offset: 72
«—'CPSYN Packet Length: 1096

4 NVM Express Fabrics (Cmd)

ICReq (kickstart
q (kic ) Opcode: @x7f Fabric Cmd

<

v

P KDReq
- Reserved: ©x40

KDResp > Create Command ID: ©x0001

End TCP session . Fabric Cmd Type: Connect (©x01)
‘TCPSY N """"""" N Admin Q Reserved: 00000000000000000000000000000000000000
> _ b SGL1

ICReq ID_O Record Format: 0x0000

< — Queue ID: ©x0000 DDC NQN

) SQ Size: ©x0020 4\ . .
Admin_Q b Connect Attributes: 0x00 Admln/SQ size 32

= Reserved: 00

—= Keep Alive Timeout: 120000ms
Reserved: 000000000000000000000000

Fabric Connect

: Host Identifier: 32313437-3438-3436-3733-000000000000
Controller ID: Oxffff

Subsystem NQN: ngn.2014-88.org.nvmexpress.discovery

Reserved: 000000000000000000000V0000000000OOOOOOVOVVOVOO0RVRRRRORRRRRRRRR....

1

1

! Host NQN: .1988-11. .dell:SFS5:9:20220824223058e8
DDC Controller [D 1 Fost Nl nan = .

1

STORAGE DEVELOPER CONFERENCE

NQN e
167 | ©2022 Storage Networking Industry Association. All Rights Reserved. CDC (HOSt) Kamal Bakshi. Cisco v S D @



Storage

|
m Discovery Controller
CDC VM 9119 = DDC
[ 9.1.1.55 3
I/O CNTL
9.1.1.22

I @ NS Kflash

' Host —t—

" Cntl.

_ mDNS Query
~ _cdc._sub._nvme-disc

mDNS Response

v

Resource Records

TCP SYN

[Cmd Qid: @ (AQ)]
Pdu Type: CapsuleResponse (5)
Pdu Specific Flags: ©x00

b Pdu Specific Flags: ©x00

A

ICReq (kickstart)

A
v

Pdu Header Length: 24
Pdu Data Offset: ©

Fabric Connect

»
»

_Connect Resp.

P KDReq
< Packet Length: 24
KDResp > 4 Cqe (For Cmd: Connect)
End TCP session
__________________________ )(_ R »

TCP SYN ., Jimd Tatencys"B. 170 ms] = L
ICReq i RO e :
< > Authentication Required: ©x0000

Reserved: 00000000
Admin_Q

SQ Head Pointer: 0x0100
Reserved: 0x0000
Command ID: ©x0001

jEF

0000 0DOP PPPL BPB. = Status: OxBOOO
S Reserved: 0x80

168 | ©2022 Storage Networking Industry Association. All Rights Reserved.

Kamal Bakshi, Cisco

CDC establishes NVMe session with DDC

4 NVM Express Fabrics TCP Discovery Controller, Cqge Fabrics Cmd: Connect (8x01) Cmd ID: ©x8601
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T

rage

—

IP network .
— Discovery Controller

CDCVM
[ 9.1.1.55

9.1.1.22

a
9.1.1.9

A

DDC

I/O CNTL

NS

flash

' Host

_ mDNS Query !

~ _cdc._sub._nvme-disc

mDNS Response
Resource Records

v

TCP SYN

A

ICReq (kickstart)

<

v

KDReq

P

KDResp

End TCP session
‘, __________________________ )(_,_ _>

TCP SYN
ICReq

>
& el

»
»

Fabric Connect

v

&

<

Property Get

\ 4

Admin_Q

ﬂ

Iaentify

A 4

Log Page ID 00

v

Log Page ID 70

\ 4

<

AER
Keep Alive

n

.
»

169 | ©2022 Storage Networking Industry Association. All Rights Reserved.

CDC gets the Log Page 70 fromm DDC

4 Discovery Log Page Entry: 0301020040091 fff2000000000000000000000000000000000000000000000003434
Transport Type(TRTYPE): 3 [TCP Transport]
Address Family(ADRFAM): 1 [AF_INET]
Subsystem Type (SUBTYPE): 2 [NVM subsystem not associated with Discovery controllers and its
Transport Requirements (TREQ): @ [Controller requires use of SQ flow control ,Connection ove
PORT ID: 2368
Controller ID: 65535
Admin Max SQ Size: 32
I Entry Flags: ©x00
Reserved: ©00000000000000000000000000000000000000000
Transport Service Identifier(TRSVCID): 4420
Reserved: 000000000000000000000000000000000000000000000000000000000000000000000000...
NVM Subsytem Qualified Name: ngn.1988-11.com.dell:powerstore:00:35ddf55037ad6C7593F9
Transport Address(TRADDR): 9.1.1.9
Transport Specific Address SubType (TSAS): ©00000000000000000000000000000000000000000000000¢
4 NVM Express Fabrics TCP Discovery Controller, Cqe NVMe Cmd: Get Log Page (©0x02) Cmd ID: ©x080e
[Cmd Qid: @ (AQ)]
Pdu Type: CapsuleResponse (5)
Pdu Specific Flags: 0x00
4 Pdu Specific Flags: 0x00
..® = PDU Header Digest: Not set
e 1 PDU Data Digest: Not set
. PDU Data Last: Not set
R - PDU Data Success: Not set
Pdu Header Length: 24
Pdu Data Offset: ©
Packet Length: 24
4 NVM Express (Cqe)
Cmd in: 160]
[Cmd Latency: ©.066 ms]
Cmd specific Status: ©x0000000000000000
SQ Head Pointer: 0x000b
Reserved: ©x0000
Command ID: Ox000e
0000 0000 000 B00. =
axs O

Status: ©x0000
Reserved: Ox0

STORAGE DEVELOPER CONFERENCE
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Storage

= prewok — - CDC extracts DDC and Subsystem Info
. — Discovery Controller
CDC VM 9119 = DDC

I 9.1.1.55 N o A From |_0g Page 70
\\ /O CNTL From Kickstart Discovery (Subsystem 1/0O controller)
9.1.1.22 ~{ subsystem (DDC controller)
 Host | WA CDC Database
~_ mDNS Query L' | Dbbc petais Subsystem Details

mDNS Response

~ _cdc._sub._nvme-disc

Resource Records >
_ TCPSYN
_ICReq (kickstart)
) KDReq
KDResp N
End TCP session .
________________________________ >
TCP SYN N
ICReq
Fabric Connect _
Property Get
Identify
Log Page ID 00
Log Page ID 70
AER
Keep Alive :

170 | ©2022 Storage Networking Industry Association. All Rights Reserved.

> General Information

Activate

Config Type

Connection Status

Port ID

Transport Address
Transport Address Family

Transport Type

> Subsystems

v
true
KickStart
Online
8009
9.1.1.9
IPV4
TCP

> General Information

Admin Max SQ Size (ASQSZ)
Connection Status
Controller Id

DDCID

Entry Key Type

NQGN

Node Name

Port ID

Generation Counter (GENCTR)
Registration Type

Sub Type

Transport Requirements
(TREQ)

Transport Specific Address
Subtype (TSAS)

Transport Address
Transport Address Family
Transport Service ID

Transport Type

v

32

Online

65535
@9.1.1.9:v4::0:8009:TCP
TRADDR

nqn.1988-11.com.dell:powerstore:00:3
5ddf55037ad6C7593F9

stfs-cdcproxy-deployment-9-0
2368

37

Pull

NVM Subsystem

Secure channel Not specified

No Security

9.11.9
IPV4
4420
TCP

source: Dell SFSS/CDC

Kamal Bakshi, Cisco
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CDC discovered Host, DDC & Subsystem (1/O controller)
#1

Linux Host
-Linux Client used “Push” method to Register with CDC ;DC Instance _(9:3.1.35) :
-DDC used “Pull” (KDReq) method to Register with CDC Host || Subsystem|| DDC I:i i g [ st L@
;Zone Group i < 7y DBus 7'y 7Y >
3 members (Pair) d nvme- stas
Storage \, Y, avahi-d stafd | | stacd
PCl mDNs || V0 aueues Admin_QJ \y/ppe 3 ey o e
< - > > Bl rcle DMA lz"esponder L_:IEEEI EI'E TCP MPNS Ievents connect to connect to
Memory NVM SQ/cQ Engine n udevd Discovery 1/0 controller
'DDR " PCle Register || A4 '_/° - [ CDC 9.1.1.22 ContTgNe?
I BAR Address oz 3 B= Hwd @ @ ‘J‘vae"ts libnvme
queues il ..
PCle #2 MSix space PCle Network Interface I/O\q\ueues S Q syshs
ry [ NVMe-TCP | MAC o L
(DI.)C #3 m b . EE”?EI:E' NVMe/TCP driver
PCle 1 Dlﬁs\:oye;y CNTL ] - NVMe Subsystem TCP/ IP Fabric ——
Lanes sarca 55| o ] 9.1.1.44
Q_og Page IDs y ifocnTL |— NS LBA )
|mDNS Responder | = @ ::ﬁsr @ .....l
@ ||Host chafinel #0 ;
O [[PCle | Properties Elaslh‘ i
i Processor g :Cha: i t N
NVMe/PCle NAND Flash . ] ]
All Flash b [ ] \IEREER Discovered Host Discovered DDC Discovered Subsystem
Array ' 9.1.1.44 4| | -9.1.1.9/8009,, -NQN /4420 42

STORAGE DEVELOPER CONFERENCE
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Fabric Zoning at CDC
#1

CDC-based Fabric Zoning provides CDC Instance (9.1.1.55) Linux Host
a way to control the Discovery log #4 e T - - _
ages provided in response to a . —-avahi-browse ‘ stafctl & stacctl L‘.&
ge% Log Page commanz issued to CDC Admin to add ’HOSt > Subsystem\ : H v
the CDC. “Host” & “Subsystem” || zonecroup {= DBus _ —>
in the same Zone || Zong | ernbiarsi(Pair) * LUl
Storage e J avahi-d stafd stacd
PCI mDNs |[709eues AdTn Al 3 ey s =
< - >~ — W pCI DMA }es‘)onder LEIEEEI ETE TCP MBS Ievents connect to connect to
Memory NVM SQ/cQ & Engine r . udevd Discovery 1/0 controller
Son " lPcie Register | [A9Min /o 1 CDC 9.1.1.22 controllr
= = INIC uevents Ib
BAR Address o = Hwd ; ionvme
queues ' ! .
PCIe #2 Maheshace PCle Network Interface 9.1-1'9}: = -
¢ ooc #3 ; 1 [ e
A | . net EAER S| || NvMe/TCP dri
- +  (Discovery CNTL NVMe Subsystem TCP/|P Fabric L‘ElL'E — e/ river
Admin0 |=
Lanes sa/ca 5E CNTL# s 9.1.1.44 h
 Log Page IDs Jr yoentL J—NS =
|mDNS Responder | = @ [B):ﬁ: @ .....l
@ |[|Host [—= - chapnel #0 N
O [|pCle| Properties | Flash|™ d
= et 7 o ‘
Processor | . . .
All Flash NVMe/Pc;“I = | i“/i\lﬁF.l.h! Discovered Host Discovered DDC Discovered Subsystem
SSD N - - _
Array | 9.1.144 9.1.1.9/8009#2 NQN /4420 43

\ Fabric Zone

172 | ©2022 Storage Networking Industry Association. All Rights Reserved. R v S D @
Kamal Bakshi, Cisco
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VOIume Mapplng at the StOrage H4 Fabric Zoning H1

Linux Host

H#5 volume mapping CDC Instance (9.1.1.55)

) e ' .
Storage Admin to MAP Volume Namespace Host || DDC || Subsystem ':-'7- st LR [stecet L8
to a “Discovered Host” (Host 9.1.1.44 - NS_xyz) T — DBus —>
Zone | members (Pair) il nvme- stas
Storage e J avahi-d stafd stacd
; DNS I/0 queues Admin_Q NVMe N " find connect
PCI m b =5 udev 4 %
4 e P . ) — esponder EIEL;'EI |:I'E TCP mDNS Ievents conmect to connediito
Memory NVM SQ/cQ Engine " N | Tudevd Discovery 1/0 controller
PCle Register || Admin /o T 1 CDC 9.1.1.22 i controller
DDR - - NIC ‘Uevents :
I BAR Address || =] == Hwd @@ | libnvme
PCle #2 MSIx space 1Nem o 9.1.1.9}:’ v

PCle
+  DDC [ Nvme-TCP #3 MACIpon-ujo

1/0 queues. Admin_Q sysfs
Egig EE| NVMe/TCP driver

ot T fDi::oye;v CNTL ) | NvMe subsystem TCP/IP Fabric
Lanes sajca 55 ] f o \'/;sT‘ 9.1.1.44
\ Log Page IDs Jﬂf ifocNTL |— NS mw
mDNS Responder voor — I ... ...
| | ?‘J ot @ Bells @ chahnel #0 N
O [|pCle| Properties | Flash|™ i
= it ol e 3 |
= NAND Flash Discovered Host Discovered DDC Discovered Subsystem
All Flash ~ NVMe/Pcleff ]
FTL
SSD \CO0O00] ) } )
Array | 9.1.144 9.1.1.9/8009#2 NQN /4420 43
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Storage

Linux Client m
IP network
NVMe-STAS — =
9.1.1.44 CDC VM
[ 9.1.1.55
9.1.1.22

|
Discovery Controller

A

9119 DDC
3 Zone Members

I/O CNTL

subsystem

NS Kflash Role

Zoning (Host, Subsys)

NVMe AER Response

a

Notify: Log Page 70
NVMe AER Request

v

v Host
e X

Subsystem

v i

NVMe AER Response

4 NVM Express Fabrics TCP Discovery Controller, Cgqe NVMe Cmd:

[Cmd Qid: @ (AQ)]

Pdu Type: CapsuleResponse (5)
Pdu Specific Flags: ©0x@0

Pdu Specific Flags: ©0x@0

Pdu Header Length: 24

Pdu Data Offset: ©

Packet Length: 24

4 NVM Express (Cge)

Cmd in: 178
[Cmd Latency: 4291220.323 ms]

Cmd specific Status: ©x0000000000701002
Asynchronous Event type: 2 Notice

SQ Head Pointer: ©x0000
Reserved: ©x0000

Command ID: ©x001f
0000 00O ©VOO 0O. Status: ©x0000

Reserved: 0x0

174 | ©2022 Storage Networking Industry Association. All Rights Reserved.

Type

NQN

FullQualifie
dName

Activate the Fabric Zone at CDC

| xremove | CDC Admin enters the Zone members

Id

ngn.2014-08.org.nvmexpress:uuid:77b1468d-39
483b-b4e2-de789e5048f9

ngn.1988-11.com.dell:zpowerstore:00:35ddf5503°
6C7593F9@9.1.1.9:V4:4420:0:0:TCP

Members per page 10 1-2 of 2 members

Async Event Request (@xOc)

log page 70 change notification
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.
Linux Client

NVMe-STAS

9.1.1.44

NVMe AER Response

m&orage
|
_IPnetwork Discovery Controller
CDC VM 9.1.19 =~ DDC
[ 9.1.1.55 3
I/O CNTL
9.1.1.22 subsystem
NS Kflash

Zoning (Host, Subsys)

(Notify: Log Page 70)
NVMe AER Request

Get Log Page 70

v

175 | ©2022 Storage Networking Industry Association. All Rights Reserved.

\ 4

Get Log Page 70
4 NVM Express (Cmd)

Opcode: 0x02 Get Log Page
momow i RN
w0 DE. Reserved: 0x0

) PRP Or SGL: ©x1

Command ID: ©x4004

Namespace Id: ©x00000000

Reserved: 0000000000000000

Metadata Pointer: ©x0000000000000000

SGL1

Log Page Identifier: @x70: Discovery

Number of Dwords Lower: @x003f: [0x3f 63]

Reserved and RAE bits: ©x80, Retain Asynchronous Event
Number of Dwords Upper: 0x0000: [6x3f 63]

Reserved: ©00000000000000000000000000000000000

Fuse Operation: ©Ox©

Kamal Bakshi, Cisco

Host issues Get Log Page /70
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Linux Client msmge Host receives DLP with powerstore NQN

|
NVMe-STAS Discovery Controller
9.1.1.44 CDC VM 9.1.19 = DDC
[ 9.1.1.55 v hqgn: dell:powerstore:x93F9
I/O CNTL
9.1.1.22 subsystem
NS Kflash
Zoning (Host, Subsys)

NVMe AER Response
(Notify: Log Page 70)

A

Discovery Log Page Entry

4 Discovery Log Page Entry: 030102004009ffff20000000000000000000000000000000000000000000000034343230...[Page Entry: 0]

Transport Type(TRTYPE): 3 [TCP Transport]
Get Log Page /0 > Address Family(ADRFAM): 1 [AF_INET]

Subsystem Type (SUBTYPE): 2 [NVM subsystem not associated with Discovery controllers and its controllers may have attached namespace]

NVMe AER Request

v

Get Log Page Response

Transport Requirements (TREQ): © [Controller requires use of SQ flow control ,Connection over Fibre secure channel not specified]
PORT ID: 2368
Controller ID: 65535
Admin Max SQ Size: 32
b Entry Flags: ©x00
Reserved: 000000000000000000000000000000000000000000
Transport Service Identifier(TRSVCID): 4420
Reserved: 000000000000000000000000000000000000000000000000000000000000000000000000...
NVM Subsytem Qualified Name: ngn.1988-11.com.dell:powerstore:00:35ddf55037ad6C7593F9
Transport Address(TRADDR): 9.1.1.9
Transport Specific Address SubType (TSAS): ©00000000000000000EE000000EEA00000EEA00000EEA00000EEAR00PRRAE0000RR000...

a

(Discovery Log Page Entry)

NVM Subsytem Qualified Name: nqn.1988-11.com.dell:powerstore:00:35ddf55037ad6C7593F9

STORAGE DEVELOPER CONFERENCE
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Linux Client Storage
NVMe-STAS - — Discovery Controller

9.1.1.44 CDC VM 91.19 |

DDC

[ 9.1.1.55 v _hgn: dell
I/O CNTL
9.1.1.22 subsystem
NS Kflash

Host initiates connection with storage

:powerstore:x93F9

ICReq

b Internet Protocol Version 4, Src: 9.1.1.44, Dst: 9.1.1.9

Zoning (Host, Subsys)

NVMe AER Response
(Notify: Log Page 70)

A

NVMe AER Request

v

Get Log Page 70

v

Get Log Page Response

A

(Discovery Log Page Entry)

ICReq

v

ICResp

a

177 | ©2022 Storage Networking Industry Association. All Rights Reserved.

P Transmission Control Protocol, Src Port: 46472, Dst Port: 4420, Seq: 1, Ack: 1, Len: 128
4 NVM Express Fabrics TCP
[Cmd Qid: @ (AQ)]
Pdu Type: ICReq (@)
Pdu Specific Flags: ©x@@Non-Kickstart discovery NVMe/TCP connection
P Pdu Specific Flags: ©Ox00
Pdu Header Length: 128
Pdu Data Offset: ©
Packet Length: 128
4 TCReq
Pdu Version Format: ©
Host Pdu data alignment: ©
Digest Types Enabled: ©
Maximum r2ts per request: ©

ICResp

b Internet Protocol Version 4, Src: 9.1.1.9, Dst: 9.1.1.44
P Transmission Control Protocol, Src Port: 4420, Dst Port: 46472,
4 NVM Express Fabrics TCP
[Cmd Qid: © (AQ)]
Pdu Type: ICResp (1)
Pdu Specific Flags: ©x@@
b Pdu Specific Flags: ©x@0
Pdu Header Length: 128
Pdu Data Offset: @
Packet Length: 128
4 ICResp
Pdu Version Format: @
Controller Pdu data alignment: ©
Digest types enabled: ©
Maximum data capsules per r2t supported: 4194304

STORAGE DEVELOPER CONFERENCE
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Linux Client Storage
NVMe-STAS - — Discovery Controller

Host setups NVMe connection
with Storage I/O subsytem

:powerstore:x93F9

178 | ©2022 Storage Networking Industry Association. All Rights Reserved.

A
9.1.1.44 CDCVM 9119 DDC
[ 9.1.1.55 v _ngn: dell
I/O CNTL
9.1.1.22 subsystem
NS Kflash
Zoning (Host, Subsys) !
B NVMe AER Response i
) (Notify: Log Page 70) '
NVMe AER Request R :
Get Log Page 70 N X
) Get Log Page Response E
) (Discovery Log Page Entry) i
ICReq o
P ICResp i
Fabric Connect '
> Admin_Q
) Response —
Property Get .
) Response
Property Set -
) Response

-Fabric Connect creates Admin_Q id #0

-Property Get (Controller Capabilities)
-Property Set (Controller Configuration)

-Property Get (Controller Status)
-Property Get (Version)

STORAGE DEVELOPER CONFERENCE
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Linux Client | Storage ) .
< Prewok — 3 Host gets Controller’s details
NVMe-STAS - — Discovery Controller
7y
9.1.1.44 CDCVM 9.1.19 DDC
9.1.1.55 v hqgn: dell:powerstore:x93F9
I/O CNTL
9.1.1.22 subsystem fach
NS Rl Identify
Zoning (Host, Subsys
8 vs) E 4 NVM Express (Cmd)
NVMe AER Response : Opcode: @x06 Identify
< 1 E
(Notify: Log Page 70) ! [Cge in: 1698]
NVMe AER R ; | «e-- ..00 = Fuse Operation: ©x©
e eques
d > : ..00 00.. = Reserved: 0x@
Get Log Page 70 > i @1.. .... = PRP Or SGL: @xl
_ Get Log Page Response | Command ID: ©x2011
(Discovery Log Page Entry) : Namespace Id: ©x00000000
|
ICReq ! Reserved: 0000000000000000
ICResp ': Metadata Pointer: Ox0000000000000000
" Fabric Connect : R Aimi”—Q P SGL1
Response B Controller or Namespace Structure (CNS): ©x0001
) Property Get Reserved: 008080
> Controller Identifier (CNTID): 00000000
Response
Property Set
Response :
Identify .
) Response
STORAGE DEVELOPER CONFERENCE
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A

Fabric Connect

v

A

Number of I/0 Completion Queue Requested: 0x003f

.
Linux Client Storage
< ook — Host requests to created 64 1/0 SQ/CQ
NVMe-STAS - — Discovery Controller
9.1.1.44 CDC VM 9.1.1.9 . DDC
[ 9.1.1.55 v hqgn: dell:powerstore:x93F9
I/O CNTL
9.1.1.22 subsystem
NS Kflash
Zoning (Host, Subsys) :
«N\VMe AER Response | Set Feature (I/O queues)
(Notify: Log Page 70) I
NVMe AER Request : 4 Command Dword 10: ©x00000007
Get Log Page 70 g i Feature Identifier (FID): ©x87 Number of Queues
- Get Log Page Response g : Reserved: 0x0000
4 (Discovery Log Page Entry) ! Save Bit (SV): © Feature Identifier Saveable
ICReg ¥ 4 Command DWord 11: 0x@@3fee3f
ICResp i Admin_Q Number of I/0 Submission Queue Requested: 0x003f

Property Get

v

A

Property Set

v

A

Identify

v

A

Set Feature (# of 1/0 que

ues) (64 SQ/CQ)

A\ 4

S

create
645Q/CQ

status:OK

180 | ©2022 Storage Networking Industry Association. All Rights Reserved.

Next Host will start process of creating 64 1/0 queues
(see next page)
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Linux Client msmge Host sends 64 Connects with QID#/Size

NVMe-STAS - Discovery Controller
9.1.1.44 CDC VM 9.1.1.9 . DDC
[ 9.1.1.55 v hgn: dell:powerstore:x93F9
I/O CNTL
9.1.1.22 el e.g. Connect Request for 10Q #64 (64 Connect Requests)
NS Kflash b Internet Protocol Version 4, Src: 9.1.1.44, Dst: 9.1.1.9
b Transmission Control Protocol, Src Port: 46614, Dst Port: 4420, Seq: 129, Ack: 129, Len:

Zoning (Host, Subsys)

4 NVM Express Fabrics TCP, Fabrics Type: Connect (©x81) Cmd ID: ©x1000
[Cmd Qid: 64 (I0Q)]
Pdu Type: CapsuleCommand (4)
Pdu Specific Flags: ©0x00
b Pdu Specific Flags: ©x00

Pdu Header Length: 72
Connect (1/0O queue 1-64) 1/0_Q1-64 Pdu Data OFfset: 72

ICReq (64 TCP Sessions)

A\ 4

A

= Packet Length: 1096

S
v

— 4 NVM Express Fabrics (Cmd)
Opcode: @x7f Fabric Cmd
Set Feature ID 0x0b AEC Admin_Q0 [Eabric Cge in: 2615]
- Reserved: 0x40
= Command ID: ©x1000
Fabric Cmd Type: Connect (©x@1)
Reserved: 00000000000000000000000000000000000000

a
v
I

AER Request

v

b SGL1

Identify 0X06 (CNS'OZ) R _Recond_Format: _e;e_e_ee__l
= » | Queue ID: 0x0040 " |/O QID #64
h | SQ Size: @x@07F !

Keep Alive " Connect Attributas: 6x00

A 4

Reserved: 00
Keep Alive Timeout: Oms

A

Reserved: 000000OORNOOOENOOOENOLOO
Keep Alive 4 IBEES -Storage NQN
> Host Identifier: aecb70db-d20d-45ae-b91f-7405b932ae19 _Host NQN
< Controller ID: Oxefff

Reserved: 0000000000000000000000000000000000000BRPOR000000NRRRORE000NRRRORLBR0...

L g A b ettt ta Sy et Gy Sy B Stad T tada Gy g i Tt Deau g Tauty Db T ade Sy atu S T Sy St Bttt Syt By St L T T
1Subsystem NQN: ngn.1988-11.com.dell:powerstore:00:35ddf55037ad6C7593F9 :

Reserved: 000000000000000000000000000000000000000000000000VOBRROORROBRRRR0...

STORAGE DEVELOPER CONFERENCE
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Linux Client

NVMe-STAS

9.1.1.44

Storage .
S wrw—— Volume-Host Mapping at Storage
CDC VM 9.1.1.9 . DDC
[ 9.1.1.55 v hqgn: dell:powerstore:x93F9
I/O CNTL
9.1.1.22 subsystem
NS Kflash

Zoning (Host, Subsys)

Mapping (Host - Volume)

Storage administrator maps a discovered Host NQN to a volume

\ 4

Map Hosts X

Available Hosts/Host Groups @

Select the hosts or host groups based on storage protocol to be mapped to the volume.

Showing 2 filtered of 3 Hosts & Host Groups Y O &
(] Name 0s Host/Host Group M Initiator Type vSphere H
1 @ vmiss ESXi Host NVMe -
1 [ NVME_Stas Linux Host NVMe -

source: Dell/PowerStore

STORAGE DEVELOPER CONFERENCE
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Linux Client

NVMe-STAS

9.1.1.44

y

S L] L]
P retwork e Storage Notifies Host about changes
. - iscovery Controller

CDCVM 9119 . DDC
[ 9.1.1.55 v hqgn: dell:powerstore:x93F9
I/O CNTL
9.1.1.22 subsystem
NS Kflash

Zoning (Host, Subsys)

Mapping (Host - Volume)

AER Response

Notify Log Page ID: 0x04
Changed Namespace List

183 | ©2022 Storage Networking Industry Association. All Rights Reserved.

admin o AER Response (Notification)

- P Internet Protocol Version 4, Src: 9.1.1.9, Dst: 9.1.1.44
b Transmission Control Protocol, Src Port: 4420, Dst Port: 46472, Seq: 548273, Ack: 12097
b NVM Express Fabrics TCP, Cge NVMe Cmd: Async Event Request (@x@c) Cmd ID: @xeelf
4 NVM Express (Cge)
Cmd in: 2873
[Cmd Latency: 189366.626 ms]
Cmd specific Status: ©x0000000000040002
Asynchronous Event type: 2 Notice
Asynchronous Event Information: 6x88 Namespace Attribute Changed
" Log Page Identifier: @x84 Changed Namespace List!
“5(Q Head Pointer: ®x0B18° "~~~ """ TTTTTTTTTT
Reserved: 0x0000
Command ID: ©x001f
0000 POBO PP BBB. = Status: Ox0000
Reserved: 0x@

@
1]
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Linux Client | Storage .
NUNosTAS [ _Pretwork 2 e Host requests changed Namespace List

A
9.1.1.44 CDC VM 9.1.1.9 DDC
[ 9.1.1.55 v hqgn: dell:powerstore:x93F9
I/O CNTL
9.1.1.22 subsystem NS fiash
as .
- Get Log Page ID 04 (Changed NS List)
Zonlng (HOSt, SUbsyS) b Internet Protocol Version 4, Src: 9.1.1.44, Dst: 9.1.1.9
P Transmission Control Protocol, Src Port: 46472, Dst Port: 4420, Seq: 12169,
. 4 NVM E Fabri TCP, NVMe O de: Get L P (0x02) Cmd ID: ©x4012
Mapping (Host - Volume) v s BGAT e s o .

Pdu Type: CapsuleCommand (4)
Pdu Specific Flags: ©x00
b Pdu Specific Flags: Ox00

AER Response Admin_Q0 Pdu Header Length: 72
< L Pdu Data Offset: ©
Notify Log Page ID: 0x04 —= Packet Length: 72

4 NVM Express (Cmd)
Opcode: 0x02 Get Log Page
[Cge in: 3375]
Get Log Page ID 04 (Changgd NS'List) | ... .. 00 = Fuse Operation: 0x0
..00 90.. = Reserved: Ox0
01.. .... = PRP Or 5GL: Ox1
Command ID: ©x4012
Namespace Id: exffffffff
Reserved: 0000000000000000
Metadata Pointer: 0x0000000000000000
b SGL1
Log Page Identifier: Ox04: Changed Namespace List
Number of Dwords Lower: 0x03ff: [@x3ff 1023]
4 Reserved and RAE bits: Ox00
©... .... = Retain Asynchronous Event: False
Number of Dwords Upper: 0x0000: [0x3ff 1023]
Reserved: 000000000000000000000000000000000000

Changed Namespace List

v
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IP network .
— Discovery Controller

Storage returns Changed Namespace List

Linux Client
NVMe-STAS —
9.1.1.44 CDC VM
[ 9.1.1.55
9.1.1.22

A

9.1.1.9 .= DDC
v nhqn: dell

I/O CNTL

subsystem

NS 09

:powerstore:x93F9

Zoning (Host, Subsys)

Mapping (Host - Volume)

AER Response

Admin_QO0

Get Log Page ID 04 (Changed NS List)

Notify Log Page ID: Ox04 -
Changed Namespace List

A

C2HData: Changed Namespace List

o

(NSID: 0x00000009)
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C2Data: Changed Namespace List

P Internet Protocol Version 4, Src: 9.1.1.9, Dst: 9.1.1.44
b Transmission Control Protocol, Src Port: 4420, Dst Port: 46472, Seq: 551193, !/
b [3 Reassembled TCP Segments (4120 bytes): #3373(1448), #3374(1448), #3375(1224
> NVM Express Fabrics TCP, C2HData Opcode: Get Log Page (©0x82), Cmd ID: ©x4012,
INVM Express
b NVM Express Fabrics TCP, Cge NVMe Cmd: Get Log Page (©x02) Cmd ID: ©x4012
4 NVM Express (Cge)
Cmd in: 3371]
[Cmd Latency: ©.048 ms]
Cmd specific Status: Ox00000000000c0302
SQ Head Pointer: ©x0019
Reserved: 0x0000
Command ID: ©x4012
0000 0000 000 000.

Status: 8x0000 NSID: Ox00000009

Reserved: Ox0

l

0010 00 10 00 00 00 oo 0o 00 | EENCENCEN-EEENCT) 0 R - - - -
L1100 00 00 00 00 00 00 00 ©O0 00 00 00 00 00 O - - ------ --------
-ETIO00 00 00 00 00 00 00 00 0O 00 00 00 00 00 e
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Host requests Active Namespace List

:powerstore:x93F9

Linux Client Storage
NVMe-STAS - — Discovery Controller
9.1.1.44 CDC VM 9.1.19 = DDC
[ 9.1.1.55 . (Delie el
I/O CNTL
9.1.1.22 subsystem
NS 09
Zoning (Host, Subsys)

Request: Identify -CNS 02 (Active Namespace List)
b Internet Protocol Version 4, Src: 9.1.1.44, Dst: 9.1.1.9

Mapping (Host - Volume)

AER Response

Admin_QO0

A

Notify Log Page ID: 0x04
Changed Namespace List

Get Log Page ID 04 (Changed NS List)

o

Changed Namespace List

C2HData:

A

(NSID: 0x00000009)

Identify -CNS 02 (Active Namespace List)

v
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b Transmission Control Protocol, Src Port: 46472, Dst Port: 4420, Seq: 12241,
b NVM Express Fabrics TCP, NVMe Opcode: Identify (©x06) Cmd ID: ©x4013
4 NVM Express (Cmd)

Opcode: @x86 Identify

[Cge in: 3380]

...... 80 = Fuse Operation: Ox©
..00 00 = Reserved: 0x@

5 2 E = PRP Or SGL: ©x1

Command ID: ©x4013
Namespace Id: Ox00000000
Reserved: ©000000000000000
Metadata Pointer: OXOOOOGOOOGOOGOQQQ _____________________________
SGL1 : Active Namespace List
Controller or Namespace Structure:(CNS): 0x0082

Reserved: 0000

Controller Identifier (CNTID): 00000000

STORAGE DEVELOPER CONFERENCE
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pnuxclient " T pOreke Active Namespace List NSID 0x09

NVMe-STAS o Discovery Controller
9.1.1.44 CDC VM 9119 = DDC
[ 9.1.1.55 v_hagn: dell:powerstore:x93F9
I/O CNTL
9.1.1.22 subsystem
NS 09
Zoning (Host, Subsys)

C2HData: Identify -CNS 02 (Active Namespace List)

Mapping (Host-Vqume) b Internet Protocol Version 4, Src: 9.1.1.9, Dst: 9.1.1.44

P Transmission Control Protocol, Src Port: 4420, Dst Port: 46472, Seq: 555337,
b [3 Reassembled TCP Segments (4120 bytes): #3378(1448), #3379(1448), #3380(12
P NVM Express Fabrics TCP, C2HData Opcode: Identify (@x@6), Cmd ID: @x4013, Le
AER Response Admin_QO0 4 [NVM Express

) = nsid[@]: 9

Notify Log Page ID: 0x04 | 55E b NVM Express Fabrics TCP, Cqe NVMe Cmd: Identify (@x06) Cmd ID: ©x4013

A

Changed Namespace List b NVM Express (Cge) Active Namespace List
Get Log Page ID 04 (Changed NS List) < |
> 0010 00 10 00 00 00 00 00 00 | CEACENCENCEMEERCEREEREE L. ...
.k . CEy-E00 00 00 00 00 00 00 00 00 00 0O 0O 00 00 00 00
- C2HData: fhanged Namespace List CEECINO0 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00

(NSID: 0x00000009)

Identify -CNS 02 (Active Namespace List)

a

C2HDta:|(Active Namespace List)
(NSID: 0x00000009)

a

STORAGE DEVELOPER CONFERENCE
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Host requests Namespace Descriptor

:powerstore:x93F9

.
Linux Client Storage
NVMe-STAS - — Discovery Controller
9.1.1.44 CDC VM 9.1.19 = DDC
[ 9.1.1.55 . (Delie el
I/O CNTL
9.1.1.22 subsystem
NS 09
Zoning (Host, Subsys)

Mapping (Host - Volume)

Request: Identify -CNS 03 (Namespace descriptor for 0x09)

AER Response

A

Notify Log Page ID: 0x04
Changed Namespace List

Get Log Page ID 04 (Changed NS List)

»
»

Changed Namespace List

C2HData:

A

(NSID: 0x00000009)

Identify -CNS 02 (Active Namespace List)

»

C2HDta:|(Active Namespace List)

a

(NSID: 0x00000009)
ce descriptor for 0x09)

»

Identify -CNS 03 (Namespa

-
<
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Admin_QO0

b Internet Protocol Version 4, Src: 9.1.1.44, Dst: 9.1.1.9
b Transmission Control Protocol, Src Port: 46472, Dst Port: 4420, Seq:
b NVM Express Fabrics TCP, NVMe Opcode: Identify (@x@6) Cmd ID: ©x4014
4 NVM Express (Cmd)

Opcode: 0x06 Identify

[Cge in: 3385]
80 = Fuse Operation: ©x@

Reserved: 0x0

...... PRP Or SGL: ©Ox1 .
Tl IO AR Namespace descriptor for NSID

Namespace Id: ©x006000009

Reserved: 0000000000000000

Metadata Pointer: 9x0000000000000000

F SGL1

Controller or Namespace Structure (CNS): ©x0003

Reserved: 0800 NSID descriptor
Controller Identifier (CNTID): 00000000

r
1
L
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Linux Client Storage
NVMe-STAS e — Discovery Controller
9.1.1.44 CDC VM 9.1.19 = DDC
[ 9.1.1.55 v nhqn: dell
I/O CNTL
9.1.1.22 subsystem
NS 09
Zoning (Host, Subsys)

Host sends Read Request over /O queue

:powerstore:x93F9

A

Mapping (Host - Volume)

Read (QID #03)

P Internet Protocol Version 4, Src: 9.1.1.44, Dst: 9.1.1.9
P Transmission Control Protocol, Src Port: 46478, Dst Port: 4420, Seq: 1225

AER Response

Get Log Page ID 04 (Change

Notify Log Page ID: 0x04
Changed Namespace List

d NS List)

»

a

C2HData:

»

Changed Namespace List

Identify -CNS 02 (Active Nar

(NSID: 0x00000009)

nespace List)

a

C2HDta:

»

(Active Namespace List)

Identify -CNS 03 (Namespaq

(NSID: 0x00000009)
e descriptor for 0x09)

P
<

v

Read (QID #03)

A 4
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Admin_QO0

1/0_Q03

4 NVM Express Fabrics TCP, NVMe Opcode: Read (©0x02) Cmd ID: ©x1021
[Cmd Qid: 3 (I0Q)]
Pdu Type: CapsuleCommand (4)
Pdu Specific Flags: ©x00
P Pdu Specific Flags: ©x00
Pdu Header Length: 72
Pdu Data Offset: ©
Packet Length: 72
4 |NVM Express (Cmd)
Opcode: ©x02 Read
[Cge in: 3588]
00 = Fuse Operation: Ox0
..00 00.. Reserved: 0x0
0 aana PRP Or SGL: ©x1
Command ID: 0x1021
Namespace Id: ©x00000009
Reserved: 0000000000000000
Ox000000000B0000

Metadata Pointer:
I SGL1

Start LBA: 0x0000000000000000

Absolute Number of Logical Blocks: ©x0008
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NVMe/TCP Fabric with CDC

CDC
CDC Instance (9.1.1.55)
Host | | Subsystem | | DDC
Zone Group

ZOneI members (Pair)

Linux Host

B =
v

stafctl

*x

l:i stacctl L‘-‘

v
< DBus >
7y 7 Y Y
e nvme- stas
avahi-d stafd stacd
find connect
4 udev A A
MDNS | events
connect to connect to
Discovery 1/0 controller
v UdeVd controller
-
J”eve"ts libnvme
v
1/0 queues Admin_Q sysfs
EgER =K || NvMe/TCP driver

9.1.1.44

-End Point Registration Service

Storage
- J
PCle mDNS 1/0 queues Adﬂin_Q NVMe
<% e P DMA =hl= =
Memory NVMSQ/cQ PCle Eriditi responder L.E]'-.El TCP
Son " [Pcle Register | A4 o 1 9.1.1.22
= = NIC
I BAR Address == 1= Hwd @@ -
0 queues 9.1.1.9 -
PCIG MSlxspace PCle Network Interface e DISCOVEF & COﬂﬂECt
¢ poC _
ot T fDi;:oye;vCNTl NVMe Subsystem _ TCP/IP Fabric
min0 |= Lal
Lanes sQ/ca = CNTL# |—|4'
Log Page ID NS — o0
 Log Page IDs J“f /0 CNTL bk e
|mDNS Responder | = @ Door m .....l
Bells “5"
QIJ Host ) ® ‘Ch el #0 > ° °
S Properties | T -Discovery Service
i Chagnel #1 3
/ PCle i NAND Flash
NVMe
;:II Flash bl [ FTL ] \DEEEEE
rra H
z | -Zone Service
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-Asynchronous Notifications

Kamal Bakshi, Cisco
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Agenda

1. Data Center Storage Architecture
2. NVMe/FC Architecture
3. NVMe/TCP Architecture

Appendix
= NVMe Evolution
= NVMe/PCle Architecture
= NVMe/FC Packets
= NVMe/RoCEv2 Architecture
= NVMe Advanced Features

https://www.ciscolive.com/on-demand/on-demand-library.html?search=kamal%20bakshi#/

(Cisco Live video session that covers the above Appendix topics)

STORAGE DEVELOPER CONFERENCE
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https://www.ciscolive.com/on-demand/on-demand-library.html?search=kamal%20bakshi

Cisco NVMe-oF Research Center

For the past couple of years we have been extensively testing NVMe transports related technologies at Cisco DC

Proof of Concept lab. For more information please reach out to Cisco.

g -
TS e a® ¥
ta » q

i § \NVMe-oF Research & Testing

Dhans Kandhasamy Frank Wang Paresh Gupta
Director TME Technical Leader Technical Leader

Kamal Bakshi
Director Storage
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Please send the corrections/feedback to me, kbakshi@cisco.com
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Other related sessions from the same presenter

Deploy NVMe Technology Anywhere

1K views * 1 year ago

MR, NVM Express

Deploy NVMe®

Tech nology Anywhere Join industry NVMe technology experts from NVIDIA and Cisco as they discuss the origins of the NVMe standard and its adaption ...

https://www.youtube.com/watch?v=fl7eD3MLCK4

Cisco NVMe Storage Transport Solutions

249 views * 2 years ago

Next-Gen SAN
NVMe-FC Fabric @ Cisco @
Next-Gen SAN Demo NVMe-FC Analytics

Cisco Solutions & Intersight
. Deploy Enterprise NVMe <b>Storage</b> Anywhere with <b>Cisco</b>&nbsp...

[16:09)
https://www.youtube.com/watch?v=fiInsXmQiUHA

B Enabling NVMe-IP with Cisco Nexus 9000
0 ﬂ_ ;.- 9‘ 1K views * 2 years ago

i il"'-' 'i[}ﬂ

fﬁ. rﬁ- Z -,r B) TechField Day

i, mavacs |

De loy Enterprise NVMe <b>Storage</b> Anywhere with <b>Cisco</b>&nbs
ﬁ ‘ pioy Enterp! g yw i

https://www.youtube.com/watch?v=WaeFo5L6lsw
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MR & Agenda| The History of Nvme | Local Nvme Performance | How Big Nvme Market Has Become |...

17 moments v

NVMe-IP Fabric Kamal Bakshi, Principal Engineer, introduces Cisco's NVMe storage transport solutions. He begins with a review of the history of ...

Smoments Vv

Kamal Bakshi, Principal Engineer, presents IP fabric in the Cisco Nexus 9000. He focuses on some key challenges to NVMe/IP ...

4 moments v

**Cisco Storage Transport Fabric -NVMe Anywhere**
Learn how to deploy any NVMe-oF transport (NVMe/FC,
NVMe/RoCEv2, NVMe/TCP) on Cisco networking fabric.

0-Cisco Nexus 9000 switch packet walk https://Inkd.in/gVgMm-TZ
1-Deploy NVMe Technology Anywhere https://Inkd.in/gV-g2kl3
2-Cisco NVMe Storage Transport Solutions https://Inkd.in/gdb65Z M
3-Enabling NVMe-IP with Cisco Nexus 9k https://Inkd.in/gM M8maw
4-Cisco ASIC On-Chip Smart Buffering https://Inkd.in/gHEsZmkv
5-Deep Dive Cisco MDS 64G ASIC https://Inkd.in/gth8VCn)

6-Cisco NVMe-oF Demo: Overlay Transport https://Inkd.in/gcRcxi8
7-Cisco NVMe-oF Demo: Zero-Trust Security https://Inkd.in/gtNkQZ3
8-Cisco NVMe-oF Demo: Traffic Congestion https://Inkd.in/g9XSvYn
9-Cisco NVMe-oF Demo: Intent based NVMe https://Inkd.in/gpPFrHy
10-Cisco NVMe-oF Demo-Flow Analytics https://Inkd.in/gMag\W3)J
11-Cisco NVMe-oF Demo-DPP Prioritization https://Inkd.in/gPN9Kin
12-Cisco NVMe-oF Demo: RoCEv2 QoS: https://Inkd.in/gPiAbSR
13-Cisco NVMe-oF Demo: RoCEv2 PFC: https://Inkd.in/gnfaVaa
14-NVMe-RoCEv2 trouble shooting: Viavi https://Inkd.in/gcdX2BSS
15-NVMe packets analysis: Teledyne https://Inkd.in/gjxiiz)

16-Cisco Datacenter 400G packet walk https://Inkd.in/gD45 4Aa
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https://www.youtube.com/watch?v=WaeFo5L6lsw
https://www.youtube.com/watch?v=fl7eD3MLCK4
https://www.youtube.com/watch?v=fInsXmQiUHA
https://lnkd.in/gVqMm-TZ
https://lnkd.in/gV-g2kJ3
https://lnkd.in/gdb6SZ_M
https://lnkd.in/gM_M8maw
https://lnkd.in/gHEsZmkv
https://lnkd.in/gth8VCnJ
https://lnkd.in/gcRcxi8
https://lnkd.in/gtNkQZ3
https://lnkd.in/g9XSvYn
https://lnkd.in/gpPFrHy
https://lnkd.in/gMagW3J
https://lnkd.in/gPN9Kin
https://lnkd.in/gPiAbSR
https://lnkd.in/gnfaVaa
https://lnkd.in/gcdX2BSS
https://lnkd.in/gjxiizJ
https://lnkd.in/gD45_4Aa

Please take a moment to rate this session.

Your feedback is important to us.
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Additional Information

Appendlx
NVMe Evolution
* NVMe/PCle Architecture
* NVMe/FC Packets Example
* NVMe/RoCEv2 Architecture
e NVMe Advanced Features

22
Kamal Bakshi, Cisco Bl D
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NVMe Evolution
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B

50,000 feet view of NVMe
1970 1980 2000 2010/20

CKD

CCW

Channel
Subsystem

SCSI

Bus & Tag M Channel >Col SATA NVMe-oF
ESCON B protocol SAS Protocol mappings
FICON Protocol FC/RDMA/TCP

(DASD)Disk SCSI Disk SATA Disk
Access Storage Device

STORAGE DEVELOPER CONFERENCE
. =SDG
Kamal Bakshi, Cisco
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Why NVMe ?

IBM/PC

1984 —
1986 -
1994 —
1998 -
2003
2008 —
2011 -

2021

v

198 | ©2022 Storage Networking Industry Association. All Rights Reserved.

v

PC/Bus

Server

Problem Statement:

How to “connect”, Host to the
Storage, and do “Data Transfer” ?

Connection

Storage

N

Host

LBA

<

4

Data Transfer

STORAGE DEVELOPER CONFERENCE
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ATA (Advance Technology Attachment)

IBM/PC PC/Bus
IBM-PC XT Industry Std.
1984 4 — — — = -~ IsA BushAreh Architecture Model
IBM-PC AT CISA (ATA-AAM)
1986 4 — — — — @ — — MCA L~ T T T Application
004 C“E‘“ ATA-ACS
1998 -- Transport
Protocol ATA-APT Write Sector Command Input
2003
I Field Description
2008 ~ Interconnect reature VA
Services Count # of Logical Sectors
2011 - LBA Logical Block Address
1 interface Command | 30h
2021 --

199 | ©2022 Storage Networking Industry Association. All Rights Reserved R v = S D @
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SCSI (Small Computer System Interface)

IBM/PC
IBM-PC XT
1984 4 — — — —
IBM-PC AT
1986 - — — — —
]
1994 —
1998 -1
2003 —
2008 —
2011 —
2021 --

v

Industry Std.

Bus Arch.

PC/Bus

Server

ISA = = === -

MCA

200 | ©2022 Storage Networking Industry Association. All Rights Reserved.

SCSI Architecture Model

SCSI Command Descriptor Block -CDB

SCSI Device

Application

SCSI

Initiator Port

ﬁzo feet

Operation Code

misc. CDB information

Service Action (if any)

Logical Block Address (LBA)

Transfer Length

miscellaneous CDB information

Control

> Distance Limitation with SCSI Cables

SCSI Target

Port
Task
router

Device
server

Task
manager
LUN

SCSI Device

STORAGE DEVELOPER CONFERENCE
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FCP (Fibre Channel Protocol)

IBM/PC
IBM-PC XT
9844
IBM-PC AT
B )Y
]
1994 4 — - o __
1998 -
2003
2008 -
2011 1
2021 -

PC/Bus

Industry Std.
Bus Arch.

A\ 4

201 | ©2022 Storage Networking Industry Association. All Rights Reserved.

Server

SAN

mapping to FC

| Fcp

FCP -Fibre Channel Protocol

FC-LS
(ELS)

FC-FS

FC-PI

Fibre Channel Architecture

Kamal Bakshi, Cisco

scsI| |FICON| | NVMe]

SBCCS

FCP Ji FC-SB || FC-NVMe

[

Common Services

Signaling Protocol -Virtual

Signaling Protocol -Multiplexer

Signaling Protocol -Physical

Transmission Protocol

Transmitters and Receivers

Media

ULP

FC-4
Mapping

FC-3

FC-2

Protocol

FC-1
Coding

FC-0
Physical

STORAGE DEVELOPER CONFERENCE
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FCP (SCSI Protocol mapped into Fibre Channel)

FCP
Moy 1 HDD
1 SCSI | - LUN
—»! Write ' | FC || « S [ » FC
Server ! LBA | Switch Switch | SCS|
SOF | FC Frame header | Payload || CRC | EOF
FCP Command IU Payload FC Frame Header
] SCSI WRITE (16) Command FCP_LUN R_CTL D _ID
: Operation Code (8Ah) | Command Reference Number C5_CTL S_ID
.| WRPROTECT | DPO | FUA | Rsvd | Obsolete | DLD2 i Ravd Command Priority Task Attribute TYPE F_CTL
i Logical Block Address (LBA) ! Task Management Flags SEQ_ID | DF_CTL SEQ_CNT
: Transfer Length | . OX_ID RX ID
! : Additional FCP_CDB Length | RDDATA | WRDATA P ;
| DLD1 | DLDO Group Number ! AEAEHEIEE
: ! FCP_CDB
| Control : —> = — FCP Payload
R EEEEEE e ! Additional FCP_CDB (if any)
FCP DL
FCP_Bidirectional Read DL (if any)

STORAGE DEVELOPER CONFERENCE
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ISCSI (SCSI over TCP/IP)
IBM/PC

1984 —

IBM-PC XT

PC/Bus

Industry Std.
Bus Arch.

IBM-PC AT

Server

SAN

PR oy | N | e mgorc |
— MCA mapping to FC
]

1994 —

1998 -1

2003

2008 —

2011 -

2021 -

A

y

v
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FCP

- = ISCSI

SCSI mapping
to TCP/IP

iSCSI Architecture
¢iSCSI Initiator
¢iSCSI| Target
*“ign” iSCSI Qualified Name
eLogin/Logout
eTask Management
*iSNS Server (optional)
-Name Service
-Discovery Domain
-State Change Notification
eSingle_queue / Multi_queue(recent)
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ISCSI (SCSI Protocol mapped into TCP/IP)

Issue: Limited Performance

LUN

HDD

iSCSI PDU

Additional header Segments (AHS)*

Header-Digest*

_______ iISCSI

' SCSI

 write | [ises) Initiat — et | liscsi_Target

—p ! 1 . .
Sarver | leA !B —ln' lator Switch Switch PELTATEEE Iscs)
Ethernet_hdr | IP_hdr | TCP_hdr || ISCSI_PDU | Ethernet_trailer
Port# 860,3260
SCSI Command PDU
Opcode (0x01) Opcode specific flags I:'g Basic Header Segment (BHS)

et L L L L L Ll , Total AHS length Data Segment length
i SCSI WRITE (16) Command !
i Operation Code (8Ah) i Logical Unit Number (LUN)
| WRPROTECT | DPO | FUA | Rsvd | Obsolete | DLD2 |: Initiator Task Tag

Logical Block Address (LBA)

Transfer Length

Group Number

Control

Data Segment*

Expected Data Transfer Length

Data-Digest*

Command Sequence Number

ExpStatSN
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|J> SCSI Command Descriptor Block (CDB)

____________________________________________________________
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PCI (Peripheral Component Interconnect)

1984 =

1986 =

1994 .

1998 -+ -

2003

2008 —

2011 -

2021 -

v

v

IBM/PC PC/Bus
IBM-PC XT Industry Std.
,,,,,,,,,,,,,,,,,,,,,,,, ISA _BusArch.
IBM-PC AT
EISA
****************
]
PCI
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Server

SAN

mapping to FC

FCP

_| iscsi > L

SCSI

to TCP/IP

mapping

ePCl Architecture
-Memory Mapped I/O
-PCI Config. Registers
-BAR space
-Capability Registers
-Message Signaled Interrupt

v STORAGE DEVELOPER CONFERENCE
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PCle Memory Mapped I/O (MMIO)

eWith MMIO 1I/0O devices are
directly mapped into CPU
main memory.

eNo special set of special
CPU instructions needed.

d load/store

CPU

SA

DDR

PCle
Lanes

— L T

PCle I/O Device
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Main Memory
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PCle Memory Mapped I/O (MMIO)

e\With MMIO I/O devices are
directly mapped into CPU
main memory.

*No special set of special
CPU instructions needed.

eEach PCle device has config.

space in main memory.

d load/store

CPU

SA DDR

Main Memory
PCle Memory Space

Device ID Vendor ID

PCle
Lanes

PCle 1/O Device
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Status Command

Class Code Revision ID

BAR 0-6 Base Address Registers

Capabilities Pointers

:RENCE
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PCle Memory Mapped I/O (MMIO)

Main Memory
C load/store e e
CPU
eWith MMIO I/O devices are - SBR > DeNacEib Vendorill
directly mapped into CPU Status Command
main memory. PCle Class Code Revision ID
Lanes
. : :
No ..SDECIa| S_Et of special BAR 0-6 Base Address Registers
CPU instructions needed.
eEach PCle device has config. Capabilities Pointers
space in main memory.
Msg. Cntl Reg. | Next ID | ID#05h

Message Address Register

Message Data Register

PCle I/O Device

MSI Memory Space

_ . _ < >
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 PCle Me.m'xOry Mapped I/O (MMIO)

Main Memory
C load/store AL e
CPU
. . 1 ID
eWith MMIO 1/0 devices are A — > Beyiceil) Vendor
directly mapped into CPU Status Command
main memory. PCle Class Code Revision ID
Lanes
. : :
No ..SDECIa| S.Et of special BAR 0-6 Base Address Registers
CPU instructions needed.
eEach PCle device has config. Capabilities Pointers
space in main memory.
*BAR registers map I/0
device memory in the main Msg. Cntl Reg. | NextID | ID#05h
memory Device Memory Message Address Register
M Data Regist
PCle I/O Device Device Specific ghagce ol e
Registers
MSI Memory Space

_ < >
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T

~ PCle Memory Mapped I/O (MMIO)

Main Memory
; B ( 1V
Device ID Vendor ID
Status Command
Class Code Revision ID

BAR 0-6 Base Address Registers

Capabilities Pointers

d load/store
CPU

e\With MMIO I/O devices are SA S
directly mapped into CPU
main memory. PCle

Lanes
*No special set of special PCle TLP (Memory Write)
CPU instructions needed. Fmt | Type 00000 | miso Flags | Length-0

Requester ID Tag LastDW | 1stDW

eEach PCle device has config. Address
space in main memory. MST Message Data A
*BAR registers map I/0 LLP
device memory in the main

Msg. Cntl Reg. | Next ID | ID#05h

memory Device Memory

*MSI Message Signaled PCle 1/0 Device Device Specific
Registers
Interrupt
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Message Address Register

Message Data Register

MSI Memory Space
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FCIP (Fibre Channel over IP)

1984 =

1986 =

1994

1998 -{-

2003 + -

2008 —

2011 -

2021 -

v

IBM/PC PC/Bus
IBM-PC XT Industry Std.
,,,,,,,,,,,,,,,,,,,,,,,, P Ot
IBM-PC AT
EISA
****************
i
MMIO
””””””””””””””””””””””” cfg.Reg. LSl
ffffff 1 'O6Gb/s e | perx
]
Express | — |

v
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Server

SAN

mapping to FC
FCP

SCSI mapping
to TCP/IP

77777777777777 iSCSI >

| FCIP > |

FCIP Data Engine Model
Encapsulation
» Pl Engine p2 E>
FC IP
Entity Network
De-Encapsulation

« 5 Engine 2 <:|

FCIP Architecture

STORAGE DEVELOPER CONFERENCE
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FCIP (FC Encapsulated inside TCP/IP Protocol)

DWO
DW1
DW2
DW3
DW4
DWS5
DW6

o FOPDE | FCIP | FCIPDE LUN i
1 | o
; o Encap. Engine Enet Enet Decap. Engine —
Server i_ 'f’f‘__: Decap. Engine wite Wite Encap. Engine
Ethernet_hdr || IP_hdr || TCP_hdr | | FCIP_Header SOF | | FC Frame header || Payload || CRC EOF ' Ethernet_trailer
Port# 3225 @
FCP Header FCP Command IU Payload
FCIP Header RCTL Db FCP_LUN
€S CTL S_CID Command Reference Number
; - . : TYPE F_CTL
Protocol # | Version Protocol # | -Version = — T P I ——— Task Attribute
Protocol # | Version -Protocol # | -Version OX_ID RX_ID Task Management Flags
Parameter Additional FCP_CDB Length | RDDATA | WRDATA
pFlags Reserved -pFlags -Reserved
_______________________________________________ FCP_CDB
Flags Frame Length | -Flags -Frame Length SCSI WRITE (16) Command Additional FCP_CDB (if any)
Operation Code (8Ah) FCP DL

Time Stamp (seconds)

WRPROTECT | DPO | FUA | Rsvd | Obsolete | DLD2

Time Stamp (second fraction)

CRC

Transfer Length

Group Number
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! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
1
: Logical Block Address (LBA) |
1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! 1

Control

FCP_Bidirectional Read DL (if any)

Kamal Bakshi, Cisco
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FCoE (Fibre Channel over Ethernet)
IBM/PC

1984 —

-
]

1994 -

1998 -1

2003 oo TR

2008 —

2011 -

2021 -

IBM-PC XT

A
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y

IBM-PC AT

PC/Bus
Industry Std.
Bus Arch.
fffffffff ISA i
EISA
””””” MCA |
MMIO
cfg Reg. | PCHT
- extended 1 pelx
Express PCle

v

Server

SAN

mapping to FC
FCP

SCSIma
to TCP/I

pping

77777777777777 iISCSI > |

FC over Ethernet
FCoE Protocol Stack

FC-4
FC Layers
FC-3
FC-2 v
FCoE Mapping IEEE 802.3
Layers

Ethernet

STORAGE DEVELOPER CONFERENCE

=sSDG

Kamal Bakshi, Cisco



FCoOE (Fibre Channel over Ethernet)

FCoE
scsi _ | LUN
i Write : FC CE P tEnet Switch Enet Switch - > CE FC
Server (s (=L FCF-FIP FCF-FIP | - SCSI
FIP (FCoE Initialization Protocol) Frame Format
Enet_DA | | Enet_SA || 802.1Q || Type=FIP | | version || rsvd || Encapsulated FIP operation (n words) FCS
0x8914 £

FIP Operation (code/subcode)  0005/01h N_Port_ID Probe Request
0001/01h Discovery Solicitation 0005/02h N_Port_ID Probe Reply FIP Protocol Code | Reserved | FIP Subcode
0001/02h Discovery Advertisement 0005/03h N_Port_ID Claim Notification FIP Descriptor List FIs|r|lc|D|R[A|S|F
0002/01h Virtual Link Inst. Request 0005/04h N_Port_ID Claim Response Length PP P

0002/02h Virtual Link Inst. Reply
0003/01h FIP Keep Alive
0003/02h FIP Clear Virtual Links
0004/01h FIP VLAN Request
0004/02h FIP VLAN Notification
0004/03h FIP VN2VN VLAN

0005/05h N_Port_ID Beacon
FFF8h - FFFEh Vendor Specific

FIP Descriptor Types

FIP Descriptor List

FIP_Pad

0-Reserved, 1-Priority, 2-MAC Address 3-FC_MAC, 4-Name_Identifier, 5-Fabric, 6-Max FCoE Size,

7-FLOGI, 8-NPIV FDISC, 9-LOGO, 10-ELP, 11-Vx_Port ID, 12-EKA_ADV_Period, 13-Vendor_ID,

14-VLAN, 15-VN2VN Attributes, 16-127 Reserved, 128-Clear Virtual Links Reason Code.

STORAGE DEVELOPER CONFERENCE

Kamal Bakshi, Cisco vs D @
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FCoOE (Fibre Channel over Ethernet)

Issue: Scaling of FCoE protocol to multi-hops

FCoE
. scsl | i Enet Switch |
. Write ' | FC | | CE |« tEnet Switch B G Ay) »| CE FC
! - FCF-FIP FCF-FIP
Server ‘B4 T ok FCOE
FIP (FCoE Initialization Protocol) Frame Format
Enet_DA | | Enet_SA || 802.1Q || Type=FIP | | version || rsvd || Encapsulated FIP operation (n words) FCS
0x8914
FCoE Frame Format
Enet_DA | | Enet_SA || 802.1Q || Type=FCoE version || rsvd . SOF | | FC Frame header || Payload || CRC EOF : rsvd || FCS
0x8906
_______________________________ FCP Command IU Payload FC Frame Header
SCSI WRITE (16) Command 5 FCP_LUN R_CTL D ID
Operafion Cade (SAk) i Command Reference Number CS_CTL S_ID
WRPROTECT | DPO | FUA | Rsvd | Obsolete | DLD2 i Rsvd Command Priority Task Aftribute TYPE F CTL
Logical Block Address (LBA :
oglcaT ocf . res;( ) | Task Management Flags SEQ 1D | DE_CIL. SEQ CNT
ransfer Lengt i
: Additional FCP_CDB Length | RDDATA | WRDATA 0x D ek L
DLD1 | DLDO Group Number ! Parameter
Control :> Fer CoB FCP Payload
""""""""""""""""""""""""""""" ' Additional FCP_CDB (if any) - 2 o
FCP_DL STORAGE DEVELOPER CONFERENCE
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IB (InfiniBand)

1984 —

e
]

IBM/PC

IBM-PC XT

IBM-PC AT

1994 4= m m e e e m - - -

1998 -1

2003 — oo

2008 —

2011 -

2021 -

A

y

v

PC/Bus

Industry Std.
Bus Arch.

MMIO
cfg. Reg.

eXtended

_________________
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Server

SAN

mapping to FC “Initially the IBTA
________ HC L N vision for IB was
SCSI i .

ot (g e simultaneously  a

777777777777777777777777777777777777777777777 ISCSI D1\ /Queue Pair replacement for PCI

S > =H] in 1/O, Ethernet in

7 e N T W U the machine room,
i FCoE )

Soh/s : cluster interconnect

and Fibre Channel.”

...Wikipedia
v \ 4 v STORAGE DEVELOPER CONFERENCE
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InfiniBand (Queue Pair based Remote Direct Memory Access)

..........................................................

A Queue Pair o

El

Il

STORAGE DEVELOPER CONFERENCE
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InfiniBand (Queue Pair based Remote Direct Memory Access)

-Verb API

-RDMA Read/Write
-Message Send/Receive
-Kernel Bypass

-Queue Pair
-Completion Queue
-Work Queue Element

verb API verb API
WQE 1
— Memory — Memory
Infiniband = QE Infiniband = QE
Transport____,_,_ ___________________ I Transport____,_,_ ____________________ T
Layer | H — Layer | H e
= —| Queue BTH Basic T Hd = —| Queue
=|aP |= Pair asic Transport Hdr X —|ap || pair
send  receive | send  receive |
RDMA RDMA
GRH Global Route Hdr
IB Network Layer < > IB Network Layer
LRH Local Route Hdr
IB Link Layer < > IB Link Layer
Channel Adapter 1 IB Fabric < ) Channel Adapter
IBLRH | IBGRH | IBBTH | Payload | CRC | FCS
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Infiniband Packet

Kamal Bakshi, Cisco
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RoCEv2 (RDMA over Converged Ethernet)

1984 =

1986 =

1994 -

1998 -{-

2003 + -

2008 —

2011 -

2021 -

v

IBM/PC PC/Bus
IBM-PC XT industry St
,,,,,,,,,,,,,,,,,,,,,,,, P Busarch
IBM-PC AT
EISA
****************
]

MMIO
”””””””””””””””””””””””” cfg.Reg. LS
e e Tpox|

]
_________ 2T pCle Lo
v v
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Server

SA

mapping to FC

N

FCP

SCSI mappi

to TCP/I

FCIP >
FCoE >

iISCSI >

RDMA over converged
Ethernet protocol allows
data transfer between
application memory over
lossless Ethernet
networks.

STORAGE DEVELOPER CONFERENCE

=sSDG

Kamal Bakshi, Cisco



RoCEv2 (Architecture)

verb API verb API
-Lossless Ethernet WQE | = Memory = Memory
-PFC Infiniband | | =|cqE I Infiniband | | = cqE
) Transport y "44° Transport y 44" I
ECN Layer — Layer = S
-DCQCN —| Queue _ —| ‘Queue
QP |=| Pair BTH Basic Transport Hdr QP |=| Pair
“CNP (IBTH) send receive ' send _receive
-Resilient RoCEv2 RDMA RDMA
 OP/P/Enet eader
IP Header IP Header
Ethernet L2 Header Ethernet L2 Header
Enet L2 Header | IP Header BUIBIREEEEE IB BTH | Payload | CRC || FCS

UPD Port#4791
RoCEv2 Packet

STORAGE DEVELOPER CONFERENCE
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L .. SO NNATE

Flash (Non Volatile Memory)
IBM/PC PC/Bus Server SAN 1B Flash
IBM-PC XT Industry Std.

1984 - ————— | SA BusAcch. e

IBM-PC AT
EISA .@
1986 4 — — — — — . e P T e B O
— MCA mapping to FC
]

MMIO FCP
1994 e cfe. Reg. PCl {pres
1.06Gb/s ' Cisco/IBM QP
) eXtended ’ IB
1998 -4 g5 PATA ) | PCX | ] sest > B R

IB/UDP

2003 Lo BPess L pele || LR ’ N IO
Ao Comad | e |
2008

2011 -

2021 -

v v v v v v STORAGE DEVELOPER CONFERENCE
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Flash (Non Volatile Memory)

“Flash memory is an electronic non-volatile computer memory storage medium that can be electrically

erased and reprogrammed. The two main types of flash memory, NOR flash and NAND flash, are named
for the NOR and NAND logic gates.” ...Wikipedia

NOR vs NAND:

NOR flash is faster to read but takes longer to write or erase and is mostly used in consumer devices
like smartphones. NAND has higher capacity and is cheaper as compared to NOR.

3D/V-NAND (Levels/Layers)

oSLC single level cell stores one bit per cell, MLC multi level cell stores two bits per cell,
TLC triple level cell stores three bits per cell, QLC quad level cell stores 4 bits per cell.

eIn 2D/planner NAND memory cells are connected in horizontal fashion but in 3D NAND
they are stacked vertically in layers. (48, 64, 96, 128...144-230...256-layers...1000-layers! )

Storage Class Memory -SCM
*PCRAM: Phase Change Random Access Memory (Intel/Optane is based on PCRAM)
eReRAM: Resistive Random-Access Memory
*MRAM: Magnetic Random-Access Memory
oSTT-MRAM: Spin-Transfer Torque Magnetic Random-Access Memory
¢/-NAND: Samsung

222 | ©2022 Storage Networking Industry Association. All Rights Reserved R v — S D @
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SSD (Solid State Drive)

IBM/PC PC/Bus Server SAN 1B Flash
IBM-PC XT Industry Std.
1984 4 —————— | i BusAreh. ol
IBM-PC AT A — @
19864 1 it | O— | scst | |Hash
MCA mapping to FC
]
MMIO FCP
1994~ o MMIO e S N 72N A
cfg. Reg ci RDMA
1.06Gb/s Isco/IBM
@ eXtended PCI-X iSCS| IB QP
1998 =] PR ] ISCSE > T T
IB/UDP
Express ““““““““-i FCI P
2003 L - oo _ oo TRgeTL | _ R e
----------------- o) Thme s [LEED
2008 oo 3Gb/5 ___________________________________________________
1.SGb/s
2011
2021 -1

. . . . /‘\‘ e 22
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- |
SSD SAS (Serial Attached SCSI)

IBM/PC PC/Bus Server SAN 1B Flash
IBM-PC XT Industry Std.
1984 - L SA BusArch.

IBM-PC AT — @
] SCS| Flash
1986 4 ey 2 SRS NS SUSUO
_( MCA mapping to FC
]

1994 - MMIO e

1.06Gb/s
eXtended _ ; IB P
1998 -4 __________________ PClXs | ] scsiy (mwjQe o

v v v V} v STORAGE DEVELOPER CONFERENCE
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 SAS-4 SSD (Maximum Throughput 3GB/s)

-SCSI Command Set
Cl |C2|C3|c4|CPU|Cn -SAS Controller/Interface
PCle
—————————————— PCle 4 link e e
(o x8 lanes x 16GT/s Limited
A queue B d
/256 depth] (15.7GB/s) max. speed mp | 24 Gb/s SAS-4 2017
SCSI | =
Cmds \ SAS-4 SAS SSD
\Q?Etro__lf{/ ;g 21?}?) /4 RAM NAND Flash NAND Flash NAND Flash
SAS Link G .GB/S)S ) : : Processor 51 5 5 | g o o o o
to SAS | [N _channel #0 ‘> ‘> 1‘ R
S 5 Controller |friia Flash [~ i
SAS SAS Cntl. | - . s
(SSDW (SSDW (SSDW <::, ?lash1 ) channel #1 % - i
L;’fr aHon NAND Flash || NAND Flash | | NAND Flash
Host IEEEEE| ENEEEE| | DEEEEE
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SSD SATA (Serial ATA)

IBM/PC PC/Bus Server SAN 1B Flash
IBM-PC XT Industry Std.
1984 - L SA BusArch.

IBM-PC AT
EISA N
) SCS| Flash
1986 4 B NS R i RS Y Wikt
_( MCA mapping to FC NAND
]

FCP
1994 — D M—'-\-/!!Q------ PCI b S 7t S —

Cisco/IBM
1.06Gb/s
eXtended _ . IB QP
1998 4 ------------------ S S — I3 NGy e T NESS——

v v v v v v STORAGE DEVELOPER CONFERENCE
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~ SATA SSD (Maximum Throughput 750MB/s)

Cl|C2|C3]|C4 CPU|Cn

/32 depth
SATA! =
Cmds | AHCI

____________ PCle 4 link
fl'laileue x8 lanes x 16GT/s

--------- 6 Gb/s

SATA | | SATA| |SATA| [SAT
SSD D

SATMNJ GBis) |

227 | ©2022 Storage Networking Industry Association. All Rights Reserved.

to AHCI
HBA

-ATA Command Set
-SATA Controller/Interface

1.5 Gb/s SATA-1 2003

2.0 Gb/s SATA-2 2004

6.0 Gb/s SATA-3 2008

Limited
4= max. speed

6+ Gb/s SATA-3.2 (SATA Express) 2013

SATA SSD

RAM

Processor

Flash

Layer

Translation

Flash
Cntl.

NAND Flash NAND Flash NAND Flash
EEEEEE| reee| PEEEEE
channel #0 vy :; 1: >
<channe:l #1 t t o g
NAND Flash NAND Flash NAND Flash
DEEEEE NEFEEE | REEEEE

Kamal Bakshi, Cisco
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AHCI (Advance Host Controller Interface)

IBM/PC PC/Bus
IBM-PC XT Industry Std.
1984 4 —————— | i Bus Arch.
IBM-PC AT A
EISA
R NGO M 7=
L MCA
— MMIO
L e ¥ Cfg. Reg. | PCl ¢
1.06Gb/s @ eXtended
A PCI-X
1998 4 - )| T RCX
20034, — | "o ple |
ARCl | — | T
2008 == u< _ _________
1.SGb/s
2011
2021 -
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Server

SAN

FCP

] iISCSI > |

1B
~ RDMA |
1B ) QP
fffffffffffffffffffffffffffff Advance Host Cntl. Intf.
IB/UDP “AHCI is a PCl class device

that acts as a data

movement engine between
——————— - — system memory and Serial
ATA device.”

v STORAGE DEVELOPER CONFERENCE

=sSDG

Kamal Bakshi, Cisco



AHCI Advantages

-AHCI device allows data movement between system memory and SATA device
-It makes HBA implementation simpler as they are not required to parse ATA commands
-Data transfers between SATA device and system memory uses DMA thus offloading the CPU

-AHCI also enables hot-plugging

DDR

ci |2l | calcpul cn || €

lJ:

6 Gb/s

SATM NJ GB/s)
SATA | |SATA| |[SATA| [SATA
SSD SSD SSD SSD

@ System
Memory
BCTe —
PCle 4 link ]
1 i x8 lanes x 16GT/s \/
32 depth (157GB/S)
SATA =
Cmds AHCI [
HBA
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v

PCle Register

00h 3Fh PCI Header

PMCAP PMCAP+7 | PCI Power Mgmt. Capability

MSICAP MSICAP+9 | Msg. Signaled Intr. Capability
PCle Header

00-03h ID Identifier

04-05h CMD Command Register

06-07h STS Device Status

08-08h RID Revision ID

09-0Bh CC Class Code

10-23h BARS

Base Address Registers 0-4

24-27h ABAR

AHCI BAR - 05

2C-2Fh SS

Subsystem Identifiers

34-34h CAP

Capability Pointer

Kamal Bakshi, Cisco
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Best of all worlds....

1984 —

1986 -

1994 -

1998 -1

2003

2008

2011 -

2021 -

IBM/PC

IBM-PC XT

IBM-PC AT

Cntl. Int.

A

y

PC/Bus
Industry Std.
Bus Arch.
S ISA
EISA
””””” MCA |
MMIO
cfgReg. | PO
eXtended 4 pcyx
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Server

New

- -

777777777777777 iISCSI > |

,,,,,,,

,,,,,,,,,,,

FCP

~~

(' TCP Transport

Flash

Mapping

1l

IB/RDMA
Queue Pair

SAS-SSD

Kamal Bakshi, Cisco
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|

NVMe (Non Volatile Memory Express)
IBM/PC PC/Bus Server SAN 1B Flash NVMe
IBM-PC XT Industry Std.

1984 - ————— | SA BusAcch. e B

IBM-PC AT — @
] SCS| Flash
1986+ e T L S e Rl ISR RS Lot
_( MCA mapping to FC NAND
)

FCP
1994 — I\/II\/IIO. PCI b ) S

Cisco/IBM
1.06Gb/s @ eXtended PCI-X S CS| IB
1998 S — o PEA ] I >l N L]

2003 | PGl L EED | s > Arn BN
""""""""" A FCoE
AHCI @ ] B . NVMe

2008 4 . B Specifications

Adv. Host ]

5011 — Cntl. Int. NVMe-PCle
x4 g NVMe-RDMA
200 oo BISD | | D v
i 256Gb/s

NVMe-TCP
6Gb/s x4 NVMe-2.0
v PELOPER CONFERENCE

231 | ©2022 Storage Networking Industry Association. All Rights Reserved 45Gb/s s v/\ S D @
' ' Kamal Bakshi, Cisco




"~ NVMe SSD Form Factors (M.2)

M.2 is a form factor specification for internally
mounted SSDs. Formerly known as Next Generation
Form Factor (NGFF) and comes in various widths and
lengths.

Cl|cC2|c3|c4|CPU|Cn

NVMe WV

Cmds ElEl El
64k queues Dimensions
64k depth BRA¥V/ 15 16mm x 20mm

SSD

22mm x 30mm
22mm x 80mm
22mm x 110mm

STORAGE DEVELOPER CONFERENCE
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-‘NVI\/Ie%‘SSD Form Factors (U.2)

U.2 is defined as compliance with the PCI Express
SFF-8639 Module specification, and no longer
typically references SAS or SATA SSDs.

Cl|cC2|cC3|c4 |CPU|Cn
1111
PCle

T

NVMe WV

Cmds EIEI El El

64k queues

64k depth |58,/ 75
SSD

k) LR HE

NVMe
SSD

Dimensions
2.5-inch(7mm) [69.85x100x7 mm)]
2.5-inch(15mm) [69.85x100x15mm)]

STORAGE DEVELOPER CONFERENCE
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NVMe SSD Form Factors (AIC)

CPU

Cn

117

PCle

A

NVMe

64k queues
64k depth |58,/ 75

SSD

A

A
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An Add-in Card (AIC) is a solid-state device that utilizes a standard
card form factor such as a PCle card. In addition, the larger size
allows for the potential to add computational function to the
storage device.

Dimensions
-Full Height
-Half Height
-Low Profile

STORAGE DEVELOPER CONFERENCE

Kamal Bakshi, Cisco vs D @



" NVMe SS[SSForm Factors (EDSFF)

EDSFF stands for Enterprise and Data Center Standard Form Factor.

The family of specifications were developed by a group of 15 companies
C1]C2 | C3|C4 [ Cn working together to address the concerns of data center storage, and are
I I I I now maintained by SNIA as part of the SFF Technology Affiliate
Technical Work Group (SFF TA TWG).

7'\
-\ - b ®
& Kl Cor
NVMe .

Cmds EIE'E'E El

64k queues
64k depth 589V i5

Dimensions (thickness)

E1.L (long) 9.5mm, 18mm

E1.S (short) 5.9mm, 8.01mm, 9.5mm, 15mm, 25mm
E3.S (short) 7.5mm, E3.S 2T 16.8mm

E3.L (long) 7.5mm, E3.L 2T 16.8mm

SSD

STORAGE DEVELOPER CONFERENCE
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~ NVMe SSD Form Factors (BGA)

In 2016 Samsung started to mass produce the industry's first
NVMe PCle solid state drive (SSD) in a single ball grid array
(BGA) package, for use in next-generation PCs and ultra-slim

notebook PCs.

CPU| Cn

Cl|c2|c3|c4
A A PCIeA The world's first 512 GB BGA NVMe SSD

69.85 mm
2215 mm

—_—

16 mm

£
E[m
o
N

80.15 mm

100 mm

NVMe WV \ 4 v \ 4
Cmds
64k queuesEIEI El El ElEl El EIEI El ElEl [2.5-inch SSD] [M.2 SSD] [BGA NVMe SSD]
64k depth BMVVCE BNAYYE
1/100 in physical volume of 2.5-inch SSD

SSD

SSD
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" NVMe SSD (15GB with PCle-5)

CPU

Cn

NVMe

v

SSD

Cmds ElEI El El

64k queues
64k depth |58,/ 75

I PCle 5 x4

128Gb/s
(15.7GB/s)
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NVMe
-New Block Storage Protocol for Flash
-Maps directly into PCle
-Replaces SCSI commands
-Transport mapping for RDMA/FC/TCP

Fabric Command /0 Command
-Connect/Disconnect | | -Read/Write
-Set/Get Property -Flush

Admin Command
-Create/Delete I/0O SQ
-Create/Delete I/O CQ
-Get Log Page
-ldentify

-Abort

-Set/Get Feature
-Async. Event Request

NVMe/PCle SSD

M . 2 fo rm fa CLOr  storace DEVELOPER CONFERENCE

Kamal Bakshi, Cisco vs D @




SATA, SAS, PCle/NVMe

Cl|c2|c3|c4|CPU|Cn

Chipset-AHCI j

PCle

PCle 4 link
1 x& lanes x 16GT/s
queue
32 depth (1 5 .7GB/S)

=l SATA
AHCI Cmds

HBA
Bl 6 Gb/s

Lanes to

Chipset ’AT Li (0°7 GB/ S)
\ 4

SATA | [SATA| |SATA| |SATA

SSD SSD SSD SSD

Host

Cl|C2|C3]|cC4 |CPU|Cn

1

PCle
PCle 4 link
x8 lanes x 16GT/s

1 queue
256 depth (1 d; 7GB/S)
SCSI
Cmds SAS-4
Controller x8 SAS-4

o 22.4 Gb/s
= (3 GB/s)
SAS SAS SAS SAS
SSD SSD SSD SSD

Host

SATA-SSD
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SAS-SSD

NVMe

crs | EIEIEIEI l EJEJ EE

64k queues

64k depth 5839V

Cl|cC2|cC3|cCc4 |CPU|Cn
PCle
A A A I
PCle 5 x4
128Gb/s
(15.7GB/s)

SSD

SSD

NVMe g NVMe
SSD SSD

Kamal Bakshi, Cisco

PCle/NVMe-SSD
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NVMe-PCI Architecture

STORAGE DEVELOPER CONFERENCE
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NVMe-PCle Transport

-Discover the NVMe I/O controller
-Initiate the NVMe connection over PCle

| Connect to NVMe Cntl.

U

1 Create NVMe Queues

U

11 Discover Namespaces | Get a list of Active available Namespaces

U

IV | Start NVMe I/O operation

-Create Admin Queue for NVMe commands
-Create I/O Queues for Data Transfer

-Start I/O transfer with NVMe Write/Read
(1/0 transfer uses /O queues)

STORAGE DEVELOPER CONFERENCE
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NVMe-PCle Transport

Host NVMe I/0 Cntl.

| Connect to NVMe Cntl.
[ Create NVMe Queues
11 Discover Namespaces

@ Host issues Write Command

IV | Start NVMe I/O operation

PCle enumeration

A

v

Host initializes Admin Queue
(AQA, ASQ, ACQ)

Host creates I/O Queues
(NCQ, NSQ) g

Get Controller’s details
(NVMe Identify-01, 1C)

v

Get Active NS List
(NVMe Identify-02)

>

(NVMe Write)

241 | ©2022 Storage Networking Industry Association. All Rights Reserved.
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‘NVMé-PCIe Transport

CPU| Cn

717

PCle

NVMe
Cmds

64k queues

HHEH

64k depth |58,/ 75

4 A

v

SSD

NVMe
SSD

I PCle 5 x4

128Gb/s
(15.7GB/s)

“Host|
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The PCle transport provides reliable
mechanisms for memory mapped data
transfer of Admin and 1/O command data

through memory mapped |/O transactions.
....NVMe-PCle spec. 1.0

NVMe/PCle SSD
> | NVMe CNTLJ NAND Flash NAND Flash NAND Flash
B RAM 1] ] 5 ] ]
PCle ||Host| Processor <LChannel #0 : v y >
PCle Flash
DI Flash == ¢ Channel #1 2 3 3
E:ay‘zlati‘m NAND Flash | | NAND Flash | | NAND Flash
y OOOEEOE| EEEOEE| EROOEE

STORAGE DEVELOPER CONFERENCE
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NVMe-PCle Transport

A memory model is one in which commands, responses and data
are transferred between fabric nodes by performing explicit
memory read and write operations

Building Blocks of NVMe

-PCle Config Registers
-BAR Address, Capability Pointers
-Messaged Signaled Interrupt, Doorbell
-NVMe Queues, Admin/10 (SQ/CQ)

-NVMe Subsystem/Controller

Memory

Cl||C2||C3||CA| [Commmmm)
[TTT

4

<

<

<

<

v

NVMe/PCle SSD
‘ | | NVMe CNTL| NAND Flash NAND Flash NAND Flash
, = RAM O0O0O000( (ODO0O000| |D00000
: PCle ||Host| Processor —_— :channel #0 : t 3
> PCle
Cntl. |¢
<::> Intf. };“lash1 ' & “channel #1 § 3 3
L;ayn; A NAND Flash NAND Flash NAND Flash
y OO0O000( (ODOO000( | 000000
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EhNVMe-PCIe Transport

How does Data Transfer Works?

Memory
Cl|{|c2||c3||Cca| [¢wmmm) HOSE
DDR ' Software .
I I I I Data Transfer (Read/Write)
A
PCle a
y 2
Lanes W
(NVMe CNTIJ NAND Flash ol 1
EEENEE NERREN SEEEEE| |,
< Host  channel #0 : o *Q____,:
< PCle ) Flash
< Intf Device Memory| ], | .
74 ‘ channel #1 § 3 ¢
Processor
NAND Flash NAND Flash NAND Flash
L rm | EEENEE| ENEEED| EEEEEE
NVMe/PCle SSD HOST
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NVMe-PCle (Registers) PCle devices have set of registers
that are mapped to memory locations

Memory PCle Registers
Clgczgcsjgca :cu? fonﬁg' >| 00h-3Fh -PClI Header
DDR egister
PMCAP -PCI Power Mgmt. Capability
MSICAP -Message Signaled Interrupt Capability
MSIXCAP -MSI-X Capability
- PXCAP -PCl Express Capability
PCle | N w AERCAP -Advance Error Reporting Capability
Lanes
\NVMe CNTIJ
: Host
BClc .
: Intf. Device Memory
v
NVME/PC|E SSD HOST
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NVMe-PCle (Registers) During PCle enumeration
“Class Code” is read

Memory Header NVMe Class Code “010802”
Clj|C2||C3||C4 :Cl? Config. " | Class Code || Sub-Code || Prog. I/F
DDR egister / = /
HRR DN
Mass Storage 0x08
4 Controller 0x03 NVMe Admin Controller
PCle , e
4
Lanes w
\NVMe CNTIJ
: Host
BCle .
<
p Intf. Device Memory
v
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NVMe-PCle (Registers) BAR registers maps Device
Memory Registers into CPU memory

Memory
Cl||C2||Cc3||c4 PCle Config. MLBAR: Memory Lower
Register .
POR Base Address Register-0
I I I I BAR Address *
MUBAR: Memory Upper
¢ Base Address Register-1
PCle L - w
Lanes
| NVMe CNTLJ
Controller
: Host | Properties
< L Device Memory
< In
v ,
Controller Properties are defined .~
at registers inside the device memory,
mapped by the BARO/1 address NVMe/PCle SSD HOST

STORAGE DEVELOPER CONFERENCE
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NVMe-PCle (Properties)

How does CPU reads the
Controller Properties Register ?

Memory
S 1- CPU issues memory read command
C1 — :
Register 2- System Agent inside CPU knows this address
9 BAR Address is mapped to a PCle Device Memory Space
g“c“(;;;{,;;]ig;"i 3- SA sends the packet to PCle Transport Layer
PVOPert'es 4- Device reply is extracted and given to CPU
SR
| NVMe CNTIJ
Controller
< Host | Properties
> <0l Device Memo
< Intf. Y
MMIO: Memory Mapped I/O
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NVMe-PCle (Doorbell)

How does “Host Software”
informs Controller about pending tasks?

C1

C2

C3

PCle
Lanes

Memory
C4 | |y PCle Config. Host Software rings the “Doorbell” (sends TLP)
DDR | Register located inside the PCle device (controller) memory
BAR Address
Host
Y Software -SQTDBL SQHDBL
-CQTDBL, CQHDBL
/ 4
1 Ring W /
Doorbell \NVMe CNTIJ
A A
< Host
: PCIe | Properties
> Intf, =
v
NVME/PC|€ SSD HOST
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NVMe-PCle (MSIx) How does “Controller”
informs Host about pending tasks ?

Memory PCle Registers
C1||C2||C3||C4 | | PCleConfig. 00h-3Fh -PCl Header
DDR | Register PMCAP -PCI Power Mgmt. Capability
I I I I BAR Address MSICAP -Message Signaled Interrupt Capability
MSlx space =, MSIXCAP -MSI-X Capat.)rility
_ TP : MSIx PXCAP -PCl Express Capability | -
" AERCAP -Advance Error Reporting Capability
PCle » _ / w
Lanes Ring
Doorbell \NVMe CNTIJ
A A
< Host
p PCle | Properties
< Intf. B
v
NVMe/PCle SSD HOST
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NVMe-PCle (SQ/CQ Pair) NVMe is based on a paired Submission
and Completion Queue mechanism.

Memory
cilcolc RRER | Host Software Host software places “commands” into
DDR  [Register /g Er:| the SQ Submission Queue and NVMe
I I I I BAR Address CQ  controller places “completions” into
MSIx space associated CQ Completion Queue.
A A 4
PCle L Ring  MSIx -~ w
Lanes Doorbell
‘ \NVMe CNTIJ
A A
< Host
p PCle | Properties
< Intf. '
\/
NVMe/PCle SSD HOST

STORAGE DEVELOPER CONFERENCE
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NVMe'PCIe (SQE)

Submission Queue Entry

CPU Memory
1l ca ECIe Config. Host Software
DDR egister SQ E|
I I I I BAR Address
PCle MSIx space
A
PCle »
Lanes NVMe SQ Admin Commands 64B -Queue #0
NVMe/PCle (SQE 64 bytes)
0 4 8 16 24 40 63
::j “ Opcode ‘ FUSE | PSDT ‘ CID I NSID I DW2-3 I MPTR “ DPTR/SGL/PRP I DW 10-15 \
B |
1 -(06) Identify
-(0A) Get Feature
-(09) Set Feature -(01) Create 1/0 SQ
-(02) Get Log Page -(00) Delete 1/0 SQ
-(0C) Async. Event Req.  -(05) Create I/O CQ

-(08) Abort -(04) Delete I/0 CQ
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NVMe'PCIe (CQE)

Completion Queue Entry

CPU Memory
1l ca PCle Config. Host Software
DDR Register SQ Er
I I I I BAR Address ;|CQ
PCle MSIx space
A A 4
PCle } Ring MSIx W
Lanes Doorbell

| NVMe CNTLJ

NVMe CQ Response 16B -Queues #(1-65k)

Admin Command (SQE 64 bytes)

0 7 11 15
Command Specific Fields | SQ Head Pointer |SQID CID Status
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NVMe-PCle (Host to CNTL)
NVMe Queuing mechanism details

Memory
cillca N ca PCle Config. - Host Software
. 12-Ring . .
DDR | Register iDoorbell LQ Host Produces ¢md  at SQ tail pointer
BAR Address | ! ¥ tail :
I I I I - SQ 5] @ Host Rings ) CNTL doorbell
MSIx space | circular head
i buffer
N | €) CNTL Consumes cmd  at SQ head pointer
PCle Y
& . ]
Lanes i
| NVMe CNTIJ
. 4h AR
< Host
: PCIe | Properties
< Intf. =
v
NVMe/PCle SSD HOST
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254 | ©2022 Storage Networking Industry Association. All Rights Reserved R - S D @
' ' Kamal Bakshi, Cisco -



NVMe-PCle (CNTL to Host) _ , _
NVMe Queuing mechanism details

Memory
ol oCle Confg, ||, Host Software @ Host Rings  EACNTL doorbell
DDR | Register § ine .
| Doorhell @Host Consumes msg  at CQ head pointer
I I I I BAR Address |
] CQ L head . .
S N —— @) CNTL Writes to Host MSIx interrupt
A i i buffer 4 tail
Pcle | | g @)CNTL Produces. msg at CQ tail pointer
Lanes -
i \NVMe CNTIJ
“tdh A
< Host
: PCIe | Properties
< Intf. 2
v
NVMe/PCle SSD HOST
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NVMe-PCle (Admin Q) Admin queues are created first and
- are used for “Administrative Tasks”

CPU Memory
callcallcllc PCle Config. | I Host software initializes
DDR | Register GJIEElsS Gy AQA -Admin Queue attributes (size)
I I I I BAR Address —E= ASQ -Admin SQ base address
PCle MISIX Space  <omm- ACQ -Admin CQ base address
= (Defined in Controller Properties)
PCle  } Ring ! MSix ) /
Lanes Doorbell i
| NVMe CNTIJ/
T A M /
< Host
: PCIe | Properties
> Intf. =
v
Note: ADMIN queue is always
labeled “0” and is used for
all NVMe Admin commands NVMe/PCle SSD HOST
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NVMe-PCle (I/0 queues)

Using Admin Queues Host starts
the 1/0 queues creation process

system

Memory ] y .
- pCle Config, | Host Software Host software issues “Set Feature
DDR | Register queues Admin (NCQR, NSQR) # of I/0 CQ/SQ Requested
Bl Helelees T Controller response includes
MSIx space «----5  Set Number (NCQA, NSQA) # of I/0 CQ/SQ Allocated
I Feature of Queues
A i allocated
j 2 Ringi MSIx > : w
Doorbell i
| NVMe CNTIJ
< Host
: PCIe | Properties
< Intf. =
v
NVMe/PCle SSD HOST

Host sets the 1/0 queue numbers
to the number of cores in the
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NVMe-PCle (I/0 queues) Primary purpose for 1/O queues
is to transfer data (read/write)

Memory
: Host Software
ci||c2||c3||ca PCle Config. | Host software issues
DDR | Register A SOES /0 cQ q@ “« ”
I I I I (A - > Create /O CQ” command
BAR Add =N ERE
e _ to create all 1/0 SQ.
MSIx space «----4
: | Cre'ate /0 CQ (PRP1, QID, QSIZE)
PCle L Ring|  MSIx p w
Lanes Doorbell i
| NVMe CNTIJ
< Host
p PCIe | Properties
< Intf. =
\ 4
|/O Completion Queue is
created first
NVMe/PCIe SSD HOST

STORAGE DEVELOPER CONFERENCE
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NVMe-PCle (I/0 queues) Primary purpose for I/O queues
is to transfer data (read/write)

Memory
Cl|(C2|| C3||Ca PCle Config. Host Software Next Host <oftware et
DDR Register Admin SQ/CQ 70 SQ/CQ\

I I I I sarAddress | il \S1H]/ “Create I/0 SQ” command

to create all 1/0 SQ.

MSIx space «----- —
Create I/0 SQ (PRP1, QID, QSIZE)

4 :
PCle L Ring! ~ MSix > w
Lanes Doorbell i
| NVMe CNTIJ
N N
A A
< Host
p PCle | Properties
< Intf. =
\ 4
|/O Submission Queue is
created after 1/0 CQ
NVME/PC|€ SSD HOST

STORAGE DEVELOPER CONFERENCE
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NVMe-PCle (MMIO)

Data transfer mechanism for Admin and
/O command data through memory MMIO

DDR

Memory
PCle Config Host Software
Register Admin SQ/CQ 1/0 SQ/cQ

BAR Address = -|£| I'r|;|

SQE/CQE Packets
Doorbell r

NVMe Admin & 1/0 queues
are located inside Host memory

Host rings doorbell, controller fetches the
SQE entry from the memory, processes it,

AYVVWY

SQE Submission Queue Entry
CQE Completion Queue Entry

MSIx space
SQE | |CQE updates the CQE entry in the host memory
Fetch| |Update and generates the MSIx interrupt to host.
Ring  MSIx -~ w
| NVMe CNTIJ
A A
Host
PCIe | Properties
Intf. =
NVME/PC|€ SSD HOST
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NVMe-PCle (NVMe Subsystem)

What is NVMe Subsystem?

CPU

C1

C2||/C3

c4

1] 1]

PCle

PCle
Lanes

Memory
: | PCle Config Host Software
DDR Register Admin SQ/CQ 1/0sSQ/cQ
BAR Address

MSIx space «-----

Ring i
Doorbell |

g

AYVVWY

NVMe CNTL

Properties

Processor

[ FIL ]

Flash
Cntl.

NVMe Subsystem consists of

-NVMe Controllers, Ports, Queues
-NSIDs, Name Spaces (LBA)

~Name_Space A

NSID

NVMe/PCle SSD

NAND Flash H LBA
EEENRNEN PEEEER FREEEN

| Channel #0 " " 3

" Channel #1 3 3 o g
NAND Flash NAND Flash NAND Flash
EEERER ERRRER NEREEE

HOST
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NVMe-PCle (Identify-01)

Host issues series of “ldentify”
commands to get NVMe Subsystem details

Identify-01 (Controller details)

SQE Identify(6)- (CNS 01h)

Controller Data Structure

CPU Memory
- Host Software
cilic2lic3||ca| ¢y PCle Config. |
DDR Register Admin SQ/CQ
I I I I BAR Address =
PCle MSIX space «-----
t !
PCle X Ring i MSIx p- w
Lanes Doorbell i
i \NVMe CNTIJ
B =
b » © |Host
: : S |PCle || Properties
< » & |Intf. -
v

Controller or NS Structure

CNS=01 Controller Details

(Does not requires NSID, CNTID, CSl)

NVMe/PCle SSD

Host
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NVMe-PCle (Identify Reply-01)

Reply from Controller includes
-NVM Subsystem NQN
-Controller ID (CNTID)

-Controller Type

Controller Data Structure
NVMe Subsystem-NQN

(01)-1/0 Controller
(02)-Discovery Controller (Fabric)

(03)-Administrative Controller (Ml)

CPU Memory
cr||c2]|c3||cCa PCle Config. Host Software
DDR Register Admin SQ/CQ
I I I I BAR Address =
PCle MSIX space «-----
t !
PCle L Ring{  MSIx ¢~
Lanes Doorbell | CNTL-ID
i NVMe CNTL
R IR
A A
b » o |Host
: : 8 PCle | Properties
< » o |Intf. -
Controller Type

NVMe/PCle SSD

Host
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NVMe-PCle (Identify-1C)

Memory
cillc2!lc3||ca| |¢ummmmm) PCle Config. To5E SUinET |dentify-1C
: Admin SQ/C
DDR | Register mm_Q/ “ (Command sets supported by CNTL)
I I I I BAR Address —
MSIx space SQE |dent|fY(6)-(CNS 1Ch)
- : Command Set Data Structure
PCle L Ring | NVMe Subsystem-NQN
Lanes Doorbell |
< > o
: : S |PCle [ Properties
< »| o |Intf. z
A Controller may supToort one or more
|/0 command sets but each namespace,
when created, is associated with exactly
one I/0 command set. NVMe/PCle SSD Host
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NVMe-PCle (Identify-1C Reply)

Memory
e — ot SalianE e Command Set Combination#
ClLgc2pgcC3gca DDR | Register Admin SQ/CQ 0-NVMe Command Set
I I I I = = 1-Key Value Command Set
ress —
2-Zoned Namespace Command Set
MSIx space
CNTL Supported Command Sets
A
PCle L Ring |
Lanes Doorbell |
< > o
: : S |PCle [ Properties
< p» o (Intf. =
v
CNS=1C
Command Data Set Structure NVMe/PCle SSD Host
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* NVMe-PCle (identify-07)

Memory
c1llc2 131l ca | e PCle e Host Software d 6002 (Acti N Li
on | Register R entify-02 (Active Namespaces List)
I I I I BAR Address i—
T — SQE Identify(6) - (CNSO2h)
Active Namespace IDs List
t i NSID
PCle Ring |
¥ . NVMe Subsystem-NQN
Lanes Doorbell | 2 QN Name_space A __
H LBA
t---1 R P EEEERER NREEERN EEEEER
ah
< > © |Host <channel #0 ¢ ¢ 3 >
p > 2 |PCle || Properties | Flash
g — Cntl. > 2>
< > > channel #1 § 3 7
v Processor
NAND Flash NAND Flash NAND Flash
CNS=02 L | INEEEE| NENEEE EEEEEE
Active Namespace IDs List
P NVMe/PCle S5D Host
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NVMe-PCle (Identify-07 Reply)

Memory
DDR | Register | AdminSQ/cQ NSIDs List returned
I I I I BAR Address —E=
MSIx space «----- . .
List of Active Namespaces
t i NSID
PCle Ring |

4 : -

Lanes Doorbell | NVMe Subsystem-NGN___ nName_space A _
‘ ‘ LBA
b1 EERREN NEER RN FEENEN

< > C <channel#O ¢ ¢ 3
: : S |PCle [ Properties
< p | a |Intf. = <
v Processor channel #1 § v t
NAND Flash NAND Flash NAND Flash
] IENEEE| EEEEEE EEEEEE
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'NVMe-PCle (SQE-Write)

Memory

DDR Register

cil/c2!/c3||ca| |¢mmm) PCle Config.

Host Software

Write Command

I/0 sQ/cQ

|_E|_|_E| SQE -Write (opcode 01)

BAR Address
NiSIdenace SID2, PRP1/2, SLBA, NLB
A Controller Fetches SQE
PCle Ring !
b g ! -
Lanes Doorbell | NVMe Subsystem-NGN__ | Name_space A |
i LBA NLB
i <«
Lt EEEEEE| [EESNEE  EEEEE
< » o <channel#O ¢ ¢ >
b < Properties | Flash
< - —| Chntl. <t o T >
v Processor chante v v '
NAND Flash NAND Flash NAND Flash
PRP: Physical Region Page . EEEEEE| EEEEEE| | EEEEEE
NLB: number of logical blocks NVMe/PCle SSD Host
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NVMe-PCle (DMA Data)

Controller Reads Data from PRP
buffers and writes it to the Flash

Memory
il pCle Confie Host Software FTL (Flash Translation Layer)
DDR | Register 1/0 SQ/CQ Maps LBA to local flash addresses
I I I I BAR Address =IE
MSIx space DMA
-
1PRP | PRP — NSID2
PCle ointers list 4 B}
Lanes pointers 1 cNTLp | NVMe Subsystem-NQN 0 sooce A
LBA address NVMe CNTL NLB
S & EERREN EE lll‘ ‘llll
< » o |Host channel #0 ¢ ¢ >
p > 2 IpCle| Properties Flash [*
< > g Intf. = Cntl > >
FTL table M Processor channel #1 v v v
) NAND Flash NAND Flash NAND Flash
Logical address (LBA) to L m ] EEEEEE | EENEEE | EEEEEE
Physical address mapping }
(flash -plane/page/block) NVMe/PCle § Physical address Host
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NVMe-PCle

Memory
allal e ca e Host Software NVMe-PCle
DDR Register Admin SQ/CQ 1/0sQ/cQ L I St
= “HI= OCa orage
I I I BAR Address —T— I:rE| I:El g
MSIx space «----- Over PC|e bus
PCle I ! NSID2
Ring! MS| _
Lanes Doort;r;ﬁi i NVMe Subsystem-NQN Name_Space A

— 1/0.oviw K J
(I » [ M.
A A
< » o |Host <channel #0 ¢ ¢ >
< > 2 IPCle | Properties Flash
< gl = Cnil " Channel #1 3 3 7 g
v Processor
NAND Flash NAND Flash NAND Flash
L m | INEEEE EENEEE EEEEEE
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NVMe-PCle Trace of a Doorbell Message

NVMe Cmd cQib | CID I I MPTR NLB PRINFO FUA LR DSM ACCF ACCL SEQR INCOM
101 Read | 0x0004 | 0x0004 | 0x0009 I 1024 dwords IOXOOOOOOOO OOOOOOOO| 0x00000001:43CD4000 || 0x00000000:00000000 || 0x00000000:0002A240 [(0x0007 | O0x0 No frequency information provided | None 0 0 0x0000

MN 'Metr'cs # Link & Split Trans | Time Delta Time Stamp
NVMelLeCroy000000 ! 1 7.084 ms |0079.2326 510 442000 s

T NVMe Device ID

SQyTDBL

001:00:0 0x0004
Device ID QID CID FUSE CID Address Address PRP2 Address PRINFO PRCHK PRAC]
001:00:0 || 0x0004 | 0x0009 Q2686240 Read | Normal operation | 0x0009 | 0x00000001 0x00000000:00000000 0x00000001:43CD4000 0x00000000:00000000 | | 0x00000000:0002A240 | 0x0007 | 00 | 0

Time Delta Time Stamp

[ DevicelD |[ @D [ cCID | e Data Len 'Memcs # Link & Split Trans
[ 001:00:0 || 0x0004 [ 0x0009 || 00000001:43CD400NN 0x00000400 | (1024 dwords |[NVMeLeCroy000000 16 248428 us 0079 . 322 760 808 000 s

| DevicelD [[ QD [ CID | locq .SQHD_sQD _ cID P RSVD ’Metrics # Link & Split Trans || Time Delta Time Stamp
001:00:0 || 0x0004 | 0x0009 |{ 00000001:0263E090 | ONQOA [0x0004 [0x0009 | 1 0x00000000 Generic Command Status | Successful Completion |0 | 0 |[NVMeLeCroy000000 1 60.276 us |0079 . 334 009 246 000
NVMe e ID 10 CQH ” # Link & Split Trans | Time Delta Time Stam
CQyHDBL Metrics ) ~g Bl ' L
591 | 001:00:0 | Ox0004 0x000A | [NVMeLeCroy000000 117.666 us |0079 . 324 069 522 000 s

SQID | CQlD CID
Ox0Q€7 | U%GQ04 | 0x0009 1024 dwords ||

NVMe Cmd

Read

101

: Y Device ID QD WTDE Q SC MN
: 001:00:0 0x00047 . Ix000A | [NVMelLeCroy000000

: H Device ID QID e ey e
58 001:00:0 0x0004 | Ox0009 || 00000001:026B6240 Re

SQ Tall Doorbe” Trace: Courtesy of

Teledyne Technologies
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NVMe-FC Packet Examples
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FCP (SCSI Protocol mapped into Fibre Channel)

FCP
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ey HDD
' SCsl | = LUN
— ! Write ' | FC || < S < * FC
Server | LBA | Sl J scsl
SOF | FC Frame header | SCSI Payload | CRC | EOF
FCP Command IU Payload FC Frame Header
SCSI WRITE (16) Command FCP_LUN R_CTL D_ID
Operation Code (8Ah) Command Reference Number \“\ CS_CIL S_ID
WRPROTECT | DPO | FUA | Rsvd | Obsolete | DLD2 Ravd Command Priority Task Attribute TYPE F_CTL
Logical Block Address (LBA) Task Management Flags SEQ ID | DF_CTL SEQ_CNT
Transfer Length 4 — \ OX_ID RX ID
\| Additional FCP_CDB Length | RDDATA | WRDATA \ P .
DLD1 | DLDO Group Number \ SAOE0
FCP_CDB
Oohitiol = |:> FCP Payload
Additional FCP_CDB (if any)
FCP DL
FCP_Bidirectional Read DL (if any)
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|

?CP Proﬂtocol

FC4 Device Data

SOF

Frame Header

00

Link Control

R_CTL

D_ID

CS_CTL/Pri

S_ID

TYPE

F_CTL

SEQ_ID

DF_CTL

SEQ_CNT

OX_ID

RX_ID

Parameter

Payload

ROUTING INFORMATION Description Abbr.
Oh Acknowledge_1 ACK_1
1h Acknowledge_0 ACK_0
2h Nx_Port Reject P_RJT
3h Fabric Reject F_RJT
4h Nx_Port Busy P_BSY

Ch 5h Fabric Busy to Data frame F_BSY
6h Fabric Busy to Link_Control frame | F_BSY
7h Link Credit Reset LCR
8h Notify - obsolete NTY
Sh End - Obsolete END

others reserved

BLS Basic Link Service

R-CTL
Description
ROUTING INFORMATION

Oh Uncategorized information
1h Solicited Data
2h Unsolicited Control
3h Solicited Control
4h Unsolicited Data

- 5h Data Descriptor
6h Unsolicited Command
7h Command Status
8h Extended Command Status

Others Reserved

FC4 Link Data

R-CTL

Description
ROUTING INFORMATION
Oh Uncategorized information
1h Solicited Data
2h Unsolicited Control
3h Solicited Control
3h 4h Unsolicited Data
5h Data Descriptor
6h Unsolicited Command
7h Command Status
Others Reserved

v

Type of Payload Data

00 BLS

01 ELS

08 FCP

18 FC-SB

1B CH-CU FC-SB
1€ CU-CH FC-SB
28 NVMe/FC

274 | ©2022 Storage Networking Industry Association. All Rights Reserved.

R_CTL
Description
ROUTING | INFORMATION
Oh No Operation NOP
1h Abort Sequence ABTS
2h Obsolete
8h 4h Basic_Accept BA_CC

5h Basic_Reject BA RIT
6h Obsolete

Others Reserved

ELS Extended Link Service

R_CTL
ROUTING INFORMATION Description
0001b Solicited Data®
0010b Request
0010b
0011b Reply
Others Reserved

ELS.

2 This value is only used by the Clock Synchronization Update (CSU)

FLOGI, PLOGI, PRLI, PRLO, FPIN...
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NVMe/FC Packets

| NVMe/FC FCP[NVMe] NVMe/FC

NVMe SQE i_f\l_v_lx_/l_e_i Namespace Flash
—»| Write 1| FC || < > < » FC
Server | BA | . NVMe LBA

SOF | FC Frame headeri NVMe-FC header | NVMe Payload |:CRC | EOF

SQE

FC Header
Bytes DWORD|31|30] 29| 28|27 26| 25] 24| 23] 22| 21 20| 19] 18] 17] 16[ 15[ 14 ] 13] 12] 11 ] 10] 9 [ 8 [ 7] 6 [5 [ 4 [3 |2 |1 [0
R_CTL(06) D ID 30 [pwo Command Identifier (CID) PSDT | reserved | FUSE Opcode (OPC)
CS CTL/Pri S ID 74 |bw1 Namespace Identifier (NSID)
TYPE (8) F_CTL 11-8 [DW2 Command Specific DWORD 2
SEQ ID DF CTL SEQ CNT 15-12 [pw3 Command Specific DWORD 3
OX ID RX ID 19-16 |DW 4
= Meta Data Pointer (MPTR)
Parameter 23-20 [pw s
27-24 |DW 6
Format ID (FD)| FC ID (28) | CMND IU Length Data Pointer (DPTR)
3128 [DW 7 el
) Reserved | Cat Flags ased on
- egory g 3532 |pw s PSDT-00 [PRP]
< . PSDT-01/10 [SGL
:E) Connection ID 39-36 | DW 9 [sat]
43-40 [pw 10 Command Specific DWORD 10
@) Command Sequence Number NVMe ~
& C mmand 47-44 |DW 11 Command Specific DVORD 11
Data Length 0 =
@ 5148 [pw 12 Command Specific DWORD 12
> NVMe SQE (64 bytes) \—> 55-52 [DW 13 Command Specific DWORD 13
E 59-56 [DW 14 Command Specific DWORD 14
DPS | LBADS | MS 63-60 |DW 15 Command Specific DWORD 15
Reserved
STORAGE DEVELOPER CONFERENCE
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NVMe/FC Packets

Initiator | >
Data block
Description R_CTL -
field
Command request 06h NVMe_CMND
Command request 06h NVMe_CMND
Data-Out action 01h NVMe_DATA
Confirm 03h NVMe_CONF
Sequence Retransmission request 09h NVMe_SR
¢ . Target
Data block
Description
R_CTL
field Content
Data-Out delivery request 05h NVMe_XFER_RDY
(Write)
Data-In action 01h NVMe_DATA
Command response 07h NVMe_RSP
Command response 07h NVMe_RSP
(NVMe_CONF IU request)
Extended response 08h NVMe_ERSP
Extended response 08h NVMe_ERSP
(NVMe_CONF IU request)
Sequence Retransmission OAh NVMe_SR_RSP
response
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SOF | Frame Header CRC | EOF
NVMe_CMND Cw
R_CTL D_ID
CS_CTL/Pri S_ID
TYPE F_CTL
SEQ_ID DF_CTL SEQ_CNT
OX_ID RX_ID
NVMe/ FC Parameter
\‘L
Bit|3[3|2]|2]|2]|2(2|2|2]|2|2|21(1|1|1|1[1]|1]1]1|1
Word |1|0(9]8]|7]|6|5]|4(3]|2]|1|0(9|8|7|6]|5|4|3|2]|1|0|9|8]|7]|6|5|4|3]|2|1]0
0 Format ID (FDh) FC ID (28h) CMND IU Length
1 Reserved | Category | Flags
2 (MSB)
3 Connection Identifier (LSB)
4 Command Sequence Number
5 Data Length
6
21 NVM Submission Queue Entry (64 bytes)
22 DPS LBADS | MS
23 Reserved
NVMe SQE

STORAGE DEVELOPER CONFERENCE
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NVME/FC PaCketS SOF | Frame Header CRC | EOF

NVMe_SR Request (Sequence Retry) " NVMe_ERSP (Extended Response) N
Bit[3[3[2]2]2[2[2]2T2T2]22T1[1[1[1[1[1[1]1 1"
word [1]|0|9|8|7|6|5|4|3|2|1|o|9|8|7|6|5|4]|3|2|1|0|9|8|7|6|5|4]|3]|2]1|0 R_CTL b_ID
0 FC ID (28h) Opcode (01h) Reserved Retry R_CTL CS_CTL/Pri S ID
1 Reserved TY P E F_CT L
SEQ_ID DF _CTL SEQ_CNT
NVMe_SR Response OX_ID RX_ID
Bit|3|3|2[2]2]2[2[2[2]2]2[2]1|1[1]1]1[1[1]1]1]1 Parameter
Word |1|0|9|8|7|6|5]|4|3]|2]|1]|0|9|8|7|6|5|4|3|2|1]|0]|9]|8|7|6|5|4|3|2[1]|0
0 FC ID (28h) Opcode (01h) Reserved Status Bit|3|3|2|2[2|2|2(2| 22|22 T[T (T {1 TfAfTfTf1fT
- e word |1]|o|9|8|7|e|5|4|3|2|1|0|9|8|7|6|5]|4|3]|2[1]|0|9]|8|7|6|5|4]|3|2]|1]|0
0 ERSP Result Reserved ERSP IU Length
1 Response Sequence Number
NVMe_ XFER_RDY (Transfer Ready) « . Ifarsiensd Dals Fengh
= = 3 Reserved
Bit|3|3]|2]2]2]2[2[2|2[2|2]2]1]1[1[1[1[1][1[1]1]1 2
Wword |1|0|9|8|7|6]|5]|4|3]|2|1|0|9|8|7|6|5]|4]|3]|2|1|0|9|8|7|6]|5]|4|3]|2|1|0 z
0 Relative Offset 5 NVM Completion Queue Entry (16 bytes)
1 Burst Length 7
2 Reserved >
NVMe/FC

NVMe CQE

Response >
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NVMe-FC Data Transfer NVMe-Data

FCP Dataset

NVMe_Data IU

Bitsetto 1
indicating Offset

present /

STORAGE DEVELOPER CONFERENCE

31 . , 00
o R_CTL(01 /
The start of the range is indicated by the _CTL(01) D_ID
Parameter field in the first frame of \CS_CTL/PFI S_ID /
the Sequence. Relative offset value TYPE (8) F_CTL
multiple of x4 SEQ_ID DF _CTL SEQ_CNT
OX_ID RX_ID
D ri -
ata Series _ _ _ _ _ A Parameter (offset)
-Each frame in the Sequence is a continually increasing f
portion of the Data Series range. .,
-The length of the range is the Sequence payload length.
-If more than one NVMe_DATA IU is used to transfer the data, Data
the relative offset value in the Parameter field is used to
ensure that the NVM data is reassembled in the proper order.
AL ) I\ LI I.L’ LI ) = l\.‘\'lllll" I‘UIIIUJPU\:\' "wo UUJ\:IIPKUI IIL, TV A AN A A AN AN A e g Tveae vVavi.
. Port(1,1,1) FCP FC4SData; SCSI FCP; Offset = 0x00000000;/Len = 0x0800; 2084 023E
. Port(1,1,1) FCP FC4SData; SCSI FCP; Offset = 0x00000800] Len = 0x0800; 2084 023E
. : Port(1,1,1) FCP Success; 68 023E
NVMe Data is Port(1.1,2) FCP Read: NSID = 0x00000004; LBA = 0x00000900; NbBlocks = 132 023F
ransferr -
transferred as . Port(1,1,1) FCP FC4SData; SCSI FCP; Offset = 0x00000800; Len = 0x0800; 2084 023F
FCP Data . Port(1,1,1) FCP Good Status; 48 023F
. Port(1,1,2) FCP Read: NSID = 0x00000004; LBA = 0x00000008; NbBlocks = 132 0240
. Port(1,1,1) FCP FC4SData; SCSI FCP; Offset = 0x00000000; Len = 0x0800; 2084 0240
'Port(1,1,1) FCP FC4SData; SCSI FCP; Offset = 0x00000800; Len = 0x0800; 2084 0240
'Port(1,1,1) FCP Good Status: 48 0240
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NVMe-FC Read Command U

Transport SGL NVMe Transport

SGL

Type (OF:) Sub Type(A) Length of Data Blocks(0)

NVMe-Read SQE
Opcode (02) Read

CID Command ID

NSID Namespace ID

SGL Descriptor

SLBA Starting LBA

279 | ©2022 Storage Networking Industry Association. All Rights Reserved.

NLB Number of LBs | | ‘o

31

NVMe_CMND

U

00

R_CTL(06)

D_ID

CS_CTL/Pri

S_ID

TYPE (8)

F_CTL

SEQ_ID

DF_CTL

SEQ_CNT

OX_ID

RX_ID

Parameter

Format ID (FD)

FCID (28)

CMND IU Length

Reserved

Category | Flags

Connection |

D

Command Sequence Number

Data Length

NVMe SQE (64 bytes)

DPS

LBADS

MS

Reserved

STORAGE DEVELOPER CONFERENCE
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" NVMe-FC (PRLI -Process Log In)

SOF = SOFi3;

RCtl = ExtLinkReq; D_Id = OXAEQ0C1; PRLI
CS_CTL = 0x00 [DSCP = 0x00]; S_Id = OXAEQQEQ; .-~
Type = EX_LNK_SRV,; F_Ctl [Exchange Cont,exte’Originator; First_Sequence; End_Sequence; Sequence Initiative = Transfer Sequence Initiative];
SEQ_Id = 0x00; DF_Ctl = 0x00; SEQ_Cnt-="10x0000;

OX_Id = 0x0203; RX_Id = OxFFFE;~ ~

PARA = 0x00000000; , --~

Command Code = PRLI (Interesting Event Found), Page Length = 16 Bytes,; Payload Length = 20 Bytes;
Type Code = SCSI FCP; Flags [Established Image Pair];

Originator Process_Associator = 0x00000000;

Responder Process_Associator = 0x00000000;

Service Parameters [Rec_Support; Task Retry identification Requested; Retry; Confirm Completion Allowed; Initiator Function; RXferRdyDisabled];
CRC = 0x028125FE (Correct); <
EOF = EOFt; ’

Service Parameter
(Initiator Function = NVMe-FC/reply)

STORAGE DEVELOPER CONFERENCE
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NVMe-FC (Create Association)

SOF = SOFi3;

RCtl = FC4LinkUCtl; D_Id = OXAE00C3,;

CS_CTL = 0x00 [DSCP = 0x00]; S_Id = OXAEQ0ED;

Type = FC-NVMe; F_Ctl [Exchange Context = Originator; First_Sequence; End_Sequence; Sequence Initiative = Transfer Sequence Inttiative];
SEQ_Id = 0x00; DF_Ctl = 0x00; SEQ_Cnt = 0x0000;

OX_ld = 0x021D; RX_ld = OxFFFF;

PARA = 0x00000000;

Command Code = NVMe Create Association; « - =— == - = = = = = = = CO mMmman d
Descriptor list length = 1016 Bytes; 0
Descriptor tag = NVMe Create Association; (NVM e Create ASSOCIatIO n)

Descriptor length = 1008 Bytes;
NVMe_ERSP Ratio = 0x0008;

Controller ID

(Dynamic) Admin Queue
JPtae _.-~"depth
O - - - A’ - - -
Controller D = OxFF?’F; Admin Submission Queue Size = 0x001F; H OSt N QN
Host Identifier = EDSD070S 6B4F425D A99B99ES8 FFE67FC80; _-- -
A g -

Host NVMe Qualified Name = nqn.2014-08.org.nvmexpress:uuid:290ecc27-d30e-4f08-9a73-474e3802¢c9d8;

STORAGE DEVELOPER CONFERENCE
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- i
NVMe-FC (Accept Create Association)

SOF = SOFi3;

RCtl = FC4LinkSCtl; D_Id = OXAEQOQED;

CS_CTL = 0x00 [DSCP = 0x00]; S_Id = OxAE00C3,;

Type = FC-NVMe,; F_Ctl [Exchange Context = Responder; Last_Sequence; End_Sequence];
SEQ_Id = 0x00; DF_Ctl = 0x00; SEQ_Cnt = 0x0000;

OX_Id = 0x021D; RX_Id = 0x00D1,

PARA = 0x00000000;,
Command Code = Accept;, «
Descriptor list length = 43 Bytes;

Descriptor tag = NVMe Link Service Request Information;
Descriptor length = 8 Bytes;

Accepted Command Code = NVMe Create Association;

_. NVMe Association ID

-
-
-
-
-
-
-

Descriptor tag = NVMe Association ldentifier,;

Descriptor length = 8 Bytes; _
NVMe Association Identifier = 0xSFBF79822FA30000; <~~~
Descriptor tag = NVMe Connection Identifier, e NVMe Connection ID
Descriptor length = 8 Bytes; -7

NVMe Connection Identifier = 0xSFBF79822FA30000; « -~

CRC = 0x268BD28B (Correct),
EOF = EOFt,

STORAGE DEVELOPER CONFERENCE
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<
NVMe FC (Connect)

e —————

SOF SOFi3;

RCtl = FC4Cmd; D_Ild = OXAEQ0C3;

CS_CTL = 0x00 [DSCP = 0x00]; S_Id = OXAEQ0QEO;

Type = SCSI FCP; F_Ctl [Exchange Context = Originator; First_Sequence; End_Sequence; Sequence Initiative = Transfer Sequence Initiative];
SEQ_Id = 0x01; DF_Ctl = 0x00; SEQ_Cnt = 0x0000;

0X_Id = 0x020E; RX_ld = OxFFFF;

PARA = 0x00000000;

Differentiator = FC-NVMe Cmd IU; CMD IU Length = 24 Words;

Flags [Write = ->Datal]; .

NVMe Connection identifier = 0xESB420ADBBS00000; Fabric Command = Connect

-
-
-
-
-
-
-
-
-
-
-
-

default queue
size = 32 __ Queue ID =0 (Admin)

SGL Entry 1 P et

Length = 0x00000400 Bytes, -7 -~

SGL Descriptor Type = Transport SGL Data Block descripter; §GL Descriptor SubType = 0xA Reserved (Unexpected Value Found));
Record Format = NVMe 1.2-1° Queue ID = 0x0000; 4~ ~

Subm Queue Size = 3Zf( Connect Attributes [Priority Class = Urgent];

Keep Alive Timeout = 0 ms;
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— 4 NVMe-FC Traces

NVMe-FC (Eéply Identify Active Name Space List)

SOF = SOFi3;
RCtl = FC4SData; D_Id = OxAEQ0EO;
CS_CTL = 0x00 [DSCP = 0x00]; S_Id = OxAEQ0C3,;
Type = SCSI FCP; F_Ctl [Exchange Context = Responder; RO];
SEQ_Id = 0x81; DF_Ctl = 0x00; SEQ_Cnt = 0x0000;
OX_Id = 0x0239; RX_Id = 0x0353;
PARA = 0x00000000; Pid bytes = 0x0800;
Pid = 04000000 0S000000 0OOO00000 00000000 00000000 00000000 00000000 00000000...;

t \
|
|
1
I
|
1
1

NSID =04 NSID =05

STORAGE DEVELOPER CONFERENCE
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NVMe-FC (Read command)

SOF

FC headers | NVMe-FC | NVMe-CMD | Payload | CRC | EOF

Index

| Hex

Interpretation

SOF
FCH
|FcH
FCH
JFCH
FCH
FCH
JFCP
FCP
FCP
FCP
FCP
FCP
NVMe
NVMe
NVMe
NVMe
NVMe
NVMe
NVMe
NVMe
NVMe
NVMe
NVMe
NVMe
NVMe
NVMe
NVMe
NVMe
FCP
FCP
End
End
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000000
000000
000001
000002
000003
000004
000005
000000
000001
000002
000003
000004
000005
00000
00001
00002
00003
00004
00005
00006
00007
00008
000095
00010
00011
00012
00013
00014
00015
000000
000001
000000
000001

FB
e
00
o8
01
02
00
FD
00
SF
2F
00
00
0z
04
00
00
00
00
00
00
00
00
00
00
07
00
00
00
00
00
€=

95

BS
AE
AE
29
00
3F
00
28
00
BF
A3
00
00
40
00
00
00
00
00
00
00
10
00
00
00
00
00
00
00
00
00

75

5¢€
00
00
00
00
FF
00
00
00
79
00
00
10
51
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
72
75

=1
c3

00
00
FF
00
18
0z
82
0z
0z
00
00
00
00
00
00
00
00
00
00
SA
00
00
00
00
00
00
00
00
10
FD

SOF = SOFi3;
RCtl = FC4Cmd; D_Id = OXAE00C3;
CS_CTL = 0x00 [DSCP = 0x00]; S_Id = OXAEQOEQ;

Type = SCSI FCP; F_Ctl [Exchange Context = Originator; First_Sequence; End_Sequence; Sequence Initiative = Transfer Sequence Initiative];

SEQ_Id = 0x01; DF_Ctl = 0x00; SEQ_Cnt = 0x0000;
OX_ld = 0x023F; RX_'d = OxFFFF;

PARA = 0x00000000;
Differentiator = FC-NVMe Cmd IU; CM = ords,
Flags [Read = <-Data];

NVMe Connection ldentifier = 0OxSFBF79822FA30002:«

NVMe-CMD “Read”

Connection-ID

Command Sequence Number = 0x00000002;

Data Length = 0x00001000;

Opcode = Read; PRP or SGL_= SGL: CID = 0x0051;

NSD = 0x00000004; NSID

SLB

Metadata SGL Segment Pointer = 0x00000000;

SGL Entry 1

NLB

GL Descriptor SubType = O0xA Reserved (Unexpected Value Found)];

Length = 0x00001000 Bytes;
SGL Descriptor Type = Transport
Starting LBA = 0x00000000;

Data Block descri

Number of Logical Blocks = 0x08; PRInfoAction = Pass;

Dataset Management [Access Latency = None; Access Frequency = Unknown];
Expected Initial Block Ref Tag = 0x00000000;

Expected Block App Tag = 0x0000; Expected Block App Tag Mask = 0x0000;

CRC = OxBEQE7A10 (Correct),
EOF = EOFt;

Kamal Bakshi, Cisco
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| ____—
NVMe FC (Read NSID)

e —— e ———

SOF SOFi3;
RCtl = FC4Cmd; D_Id = OxAEQ0C3;
CS_CTL = 0x00 [DSCP = 0x00]; S_ld = 0OXAEQ0EO;
Type = SCSI FCP; F_Ctl [Exchange Context = Originator; First_Sequence; End_Sequence; Sequence Initiative = Transfer Sequence Initiative);
SEQ_Id = 0x01; DF_Ctl = 0x00; SEQ_Cnt = 0x0000;
OX_Id = 0x0240; RX_Id = OxXFFFF;
PARA = 0x00000000;
Differentiator = FC-NVMe Cmd IU; CMD IU Length = 24 Words,
Flags [Read = <-Data];
NVMe Connection Identifier = 0xSFBF79822FA30002;
_-Read =SGL

Command Sequence Number = 0x00000003; -
Data Length = 0x00001000; -="
Opcode = Read; PRP or SGL = SGL; CID = 0x0052; « ~

NSID = 0x00000004; -

Metadata SGL Segment Pointer = 0x00000000;

SGL Entry 1 _ Starting LBA

Length = 0x00001000 Bytes; e
SGL Descriptor Type = Transport SGL-Data Block descriptor; SGL Descriptor SubType = O0xA Reserved (Unexpected Value Found)];

SwingLOA-GOWOOOOE"" Number of Logical Blocks

Number of Logical Blocks = 0x08 PRInfoAction = Pass;

Dataset Management [Access Latency = None; Access Frequency = Unknown];
Expected Initial Block Ref Tag = 0x00000000;

Expected Block App Tag = 0x0000; Expected Block App Tag Mask = 0x0000;

CRC = 0x263126B3 (Correct),

EOF = EOFt. STORAGE DEVELOPER CONFERENCE
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NVMe/RoCEv2 Flows
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RoCEv2_Queues mapping to NVMe_Queues
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-RDMA_SEND transmit command capsules
PCle > i DMA Engine -All RDMA READ/WRITE are initiated by
Memory NVM sQ/CQ controller
W PCle Register I_E I—rEld- . LEIL__H CQE Messages IB/QP
ress Admln , /0 — RoCEv2 1
PCI@ MSix space Network Interface - r . ) QP
A NVMe-RoCEv2 Pele HCA MAC l/z—» Enet Fabric \_ﬁ . V
Port-ID | |-~ o
4 ((Discovery CNTL ) nvMe Subsystem.NQN#1 o
PCle Admin O = - S - Send Rcv HCA
Lanes sa/ca = CNTL#8 ' NVMe-OF
NSID RDMA_READ v
N LI o CLELS ) ”fr—m :
e Subsystem
piscovery Services [S | | @ @ NN [ RDMA_WRITE —1-1/0 queue
- hafinel #0 =
i E § IEI(‘:);; Properties EgaSF e 1
- tl.
v Intf. " [ hamer A % 1 NVMe-RoCEv2
Processor
NVMe/PCle NAND Flash
SS L_Fm Cood Host Software
Storage Array
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NVMe-RoCEv2 Transport

| Connect Host to the -Discover the NVMe 1/O controller
NVMe Controller -Initiate the NVMe connection over RoCEv2 IB/QP

“Transport Binding”

@

[l Create NVMe Admin & I/O
Queues for Controller

@

. . : -Get a list of Active available Namespaces
Find the list of Activ
Il d the list of Active (Controlled by the Storage Admin)

-Create Admin Queue for NVMe commands

-Create I/O Queues for Data Transfer
(Each NVMe queue pair is mapped to IB/QP queue pair)

Namespaces

@

IV | Start NVMe I/O operation

-Start I/O transfer with NVMe Write/Read
(1/0 transfer uses /O queues)
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NVMe-RoCEv2 (Transport Binding)

# nvme discover -t rdma
-2 10.254.164.6

port

10.254.164.6
NVMe HOStJ RoCEv2/UDP Network NVMe Storage subsystems
HCA
Discovery Cntl. I/O Cntl.
|Discovery Services NON Subsys.xbfol | NS
RDMA-Send H HCA

v

default RoCEv2
UDP port# 4791

Setup
IB/Queue Pair
connection
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IB/CM RequestConnect
IB/CM ResponseConnect

IB/CM ReadyToUse

A 4

v

LrEl <«—— |B Connection (Queue Pair) — ,|—

> Internet Protocol Version 4, Src: 10.254.85.2, Dst: 10.254.164.6
> User Datagram Protocol, Src Port: 49153, Dst Port: 4791

v InfiniBand
> Base Transport Header
v DETH - Datagram Extended Transport Header
Queue Key: 0x0000000080010000

Reserved: 00
Source Queue Pair: 0x00000001

> MAD Header - Common Management Datagram
> CM ConnectRequest
Invariant CRC: 0x8962f2cl
> NVM Express Fabrics RDMA

Kamal Bakshi, Cisco
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NVMe-RoCEv2 (Transport Binding)

10.254.164.6

pvie HOStJ RoCEv2/UDP Network NVMe Storage subsystems
HCA
Discovery Cntl. I/O Cntl.
# nvme discover -t rdma |Discovery Services NON Subsys.xbfol | NS
-2 10.254.164.6 RDMA-Send I HCA
default RoCEv2 . IB/CM RequestConnect .
UDP port# 4791 J IB/CM ResponseConnect i
) IB/CM ReadyToUse -
|§ El <«— IB Connection ID (Queue Pair) — ,|= E
x0al0

!

_ 1 NVMe Connect (Admin_Q #0)

= —|Ei = —
—] NVMe

Host —
Admin Q-0 RDMA- ReadRequest Admin Q-0

N

v

RDMA- ReadResponse (Connect Response)
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NVMe-RoCEv2 (Transport Binding)

port
10.254.164.6
NVMe HOStJ RoCEv2/UDP Network NVMe Storage subsystems
HCA
Discovery Cntl I/O Cntl
> User Datagram Protocol, Src Port: 51207, Dst Port: 4791 |D' Services NON o o1 @
iscovery Services ubsys.x

v InfiniBand
v Base Transport Header d H HCA
Opcode: Reliable Connection (RC) - SEND Only (4)
= Solicited Event: False equestConnect
= MigReq: True IB/CM ResponseConnect

= Pad Count: 0 eadyToUse

Header Version: 0

Partition Key: 65535 C . .
Reserved: 0@_________-..__~~ B Connection ID (Queue Pair) —

DestlnatloﬁQueue Pair: 0x000a1@; —
lovs suas = AcknowTéd'gé"Ré'quest True x0al10

.000 0000 = Reserved (7 bits):
Packet Sequence Number: 1801408 Connect (Admin_Q #0)

Invariant CRC: 0@xcc6b2405 -

v NVY _Express Fabries RQMA NVM
¢ P RI y
[Cmd Qid: 0 (AQ)] ) RDMA- ReadRequest Admin Q-0

A 4

v

!

\ 4
|

v CR==————————

Opcode: 0x7f (Fabric Command)

Response (Connect Response)

v

Reserved: 0x40
Command Identifier: MOOO—-“------N
Fabric Command Ty;feh~ Connect (0x01) )
Reserved: 0000000000000U00080860000000000000000
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NVMe-RoCEv2 (Transport Binding)

port

10.254.164.6

NVMe Host RoCEv2/UDP Network NVMe Storage subsystems
HCA
Discovery Cntl. I/O Cntl.
# nvme discover -t rdma |Discovery Services NON Subsys.xbfo1 | NS
-a10.254.164.6 ‘ HCA
default RoCEv2 IB/CM RequestConnect R
UDP port# 4791 ) IB/CM ResponseConnect
IB/CM ReadyToUse R
|E| <« IB Connection ID (Queue Pair) — ,|= E
Direct Discovery Controller Log _ NVMe Connect (Admin_Q #0) _

Discovery Log Number of Records 1 = 7' = —
=====Discovery Log Entry 0====== —
trtype: rdma HOSt. NVMe Property GET/SET I\_IVMe
adrfam: ipv4 Admin Q-0 < > Admin Q-0
subtype: nvme subsystem N "
i : t ified
pgigid: rzlg specitie NVMe Identify (discovery controller)
trsvcid: 4420 < >
subngn: GB00041004bbf91
traddr: 10.254.164.6 NVMe Get Log Page 70
rdma_prtype: unrecogni =zd >
rdma_gptype: unrecogni =d )
rdma_cms: unrecogni 2d < < <
rdma_pkey: 0x0000

1/O controller
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NVMe-RoCEv2 Transport

| Connect Host to the -Discover the NVMe 1/O controller
NVMe Controller -Initiate the NVMe connection over RoCEv2 IB/QP

“Transport Binding”

<

[l Create NVMe Admin & I/O
Queues for Controller

@

. . : -Get a list of Active available Namespaces
Find the list of Activ
Il d the list of Active (Controlled by the Storage Admin)

-Create Admin Queue for NVMe commands

-Create I/O Queues for Data Transfer
(Each NVMe queue pair is mapped to IB/QP queue pair)

Namespaces

@

IV | Start NVMe I/O operation

-Start I/O transfer with NVMe Write/Read
(1/0 transfer uses /O queues)
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NVMe-RoCEv2 (Transport Binding)

port

10.254.164.6

NVMe Host
HCA

RoCEv2/UDP Network
—

# nvme connect -t rdma
-2 10.254.164.6

v

IB/CM RequestConnect

NVMe Storage subsystems

Discovery Cntl.

I/O Cntl.

iDiscovery Services NQN

H HCA

Subsys.xbf91

o

A 4

-n GBO0041004bbfo1

IB/CM ResponseConnect

A

IB/CM ReadyToUse

v

NVMe Connect (Admin_Q #0)

LrEl <«—— IB Connection ID (Queue Pair) — LrEl

Host NVMe Property GET/SET
Admin Q-0 < >
) — IB/CM Connect (Req./Resp./RTU)
Process is < >
repeate.d. = ;l <«—— |B Connection ID (Queue Pair) —————p LrEl
for additional — =
I/O queues B NVMe Connect (I/0_Q #1) B
Host = ) — f| — *I
1/0 Q-1
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NVMe-RoCEv2 Transport

| Connect Host to the -Discover the NVMe 1/O controller
NVMe Controller -Initiate the NVMe connection over RoCEv2 IB/QP

“Transport Binding”

@

[l Create NVMe Admin & I/O
Queues for Controller

@

. : : -Get a list of Active available Namespaces
Find the list of Activ
Il d the list of Active (Controlled by the Storage Admin)

-Create Admin Queue for NVMe commands

-Create I/O Queues for Data Transfer
(Each NVMe queue pair is mapped to IB/QP queue pair)

Namespaces

@

IV | Start NVMe I/O operation

-Start I/O transfer with NVMe Write/Read
(1/0 transfer uses /O queues)
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NVMe-RoCEv2 (Transport Binding)

port
10.254.164.6

NVMe HOStJ RoCEv2/UDP Network NVMe Storage subsystems
HCA
Discovery Cntl. I/O Cntl.
iDiscovery Services NQN Kubsys.xbfo1 | NS
5~ HCA
- NVMe Session (Admin_Q #0) -
Host - [=F T =
. NVMe
Admin Q-0 . . Admin Q-0
# Isblk NVMe Identify (Namespace list CNS02)
NAME ~ MAJ:MIN RM SIZE RO TYPE |_ < ) NS_A
nvmeOnl 259:0 0 1.5T 0 disk |
sdb 8:16 0 1.7T 0 disk
sdc 8:32 1 14.8G 0 disk
nvmelnl 259721 0 2T 0 disk
NVMe Session (I/0_Q #1)
nvme storage =5 «—= = .
Host L = ) = — = ]
1/0 Q-1 NVMe Write NVMe ‘
1/0 Q-1
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'NVMe-RoCEv2 Traffic Engineering

NVMe Initiator NVMe Target
. . . .
& [sms_]|J FIO engine(libaio) " & [soes_||l FIO engine(libaio) N
o : 3 o
| block 10 | PCle BAR 5 Switch Switch | block /0 | PCle BAR E
E Blk_mq ¥ § 8 Bik_mq =
S\ B WA B | e [ e SIEA BT WA :
% Al 1/o NVMe Controller Regitters a : : : % : i Admin /0 NVMe Controller Reg: ters £
x / | £ 1 — | ) 1 o | QJ
2 |saca saca saca  saca = 1 = : — = € [saca saca saca sq cQ g
£ = 2 - = =
: g i B t 3| [CIFAEE w
LR E  iemift = : ;
1 L = 4 | = | = | A
CPU-1 DDR4 | CPU-2 DD§4 : DWRR : : DWRR ! CPU-1 || pora I cpu-z DD:4
1 | I 1
(@) (2) (2] (e9)jeryl (a) (@)i (=) (s ' E B | | (e jezd| () (21 (@] [=9
N - —| Lossless |1 | | 1
1 I d 1 1
H oM RDMA QPI HDMI : - Losfiless - i : ] Buffers 1 : ﬁ OMI 2 RDMA QPI ﬁDMI
I PCle Root Complex ' memory | L Buffers | | | ' B » | PCle Root Complex " memory |
I binding ¥ | : 1 | | binding ||
I
PCle I RomA_ato ! ! ! ! ! ! ¥ ! | ! I i EEEEE !_ PCle RDMA_Q to [
NVMe j\VMe_Q : £ Lossless : | i i Lossless - INVM@‘,-Q i
ConnectX-5 mapping L . ! | DWRR i [ Buffers . ConnectX-5 § Mapping 1| NVMe
CNP | | WQE, ¢ CQEs : Coufters ! B i : : o g WQE CQE4 [
g I | —/) X 1 1 EEEEEE 8 |B v F‘ | CNP
roma | (2 '8 |aP 5l FI| | 5 | = = s £ 1B 1aP-Fly M|
= — = = T 4 _ : E : ! Ingress fil= =r=="| RDOMA
PeRr A , = : : :
UDP 4791 | [op fayer e e— , = | = . = [ o LLoPme]  [Gopaver
: Network - E = o i.—- 1 —1 : : = ] I % —! i IP layer
L3 | IP DSCP | | P layer [T E=—- ! » — = L . = 3 | L3 | 1P DSCP
Ethernet ; = 3 e i Nl NN = 5 Ethernet
L2 Enet-PFC QoS/OFED v ¢ ; d Emf% i E Egress »! QoS/OFED L2 | Enet-PFC

IB/CNP, DSCP, PFC,
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NVMe Advanced Features
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Storage Protocols Stack

AFA -All Flash Array Storage

HDD -Hard Disks Storage

Mainframe Storage

NVMe over Fabric SCSl-over-Fabric FICON
IB Fabric EC Fabric IP Fabric FC Fabric
NVMe-IB NVMe-FC NVMe-RoCEv2 || NVMe-iWARP || NVMe-TCP iSCSI-TCP iSER-IWARP iSER-ROCEV2 SCSI-FCP SB2-SBCCS
RDMA Zero Copy RDMA RDMA Zero Copy
IB-ETH IB-ETH ' . IB-ETH
iWARP Layer iWARP Layer
IB-BTH FC Transport IB-BTH IB-BTH FC Transport
v v
IB-LRH ECIP uDP TCP ubP FCIP
FCoE IP FCoE
IB-Link EC Link FC Link
DCB | Enet DCB Enet DCB Enet DCB
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“Traditional SAN

FCP [SCSI]

1986 SCSI 199455
1994 FC-SCSI Fe =
1994-SCSI 1994 FC Standard 2000.15CS| IP [SCSI]
server P scsi T
) ] 2001-FICON FCP [CKD] .
[Enet[IP[TCP [lSCSl[SCSI]]]]] 2000 ISCSI — C CKD% CKD-1964/DASD
2002-1B IB [SCSI]
2001 FICON sever [l B —— (] s
2004-5AS FCP [SCsi] 126b/s SAS
Server FC FC | scsl 'ssbl |[«—>| ssp
2002 SRP » scs1
Server IP iSCSI 1;2;/; sspl [«—>| Issp
2007 iSER 2009-FCoE CNA Enet [FCOE[FC[SCSI]]]
FCP [SCSI]
ues N5k FC ISZGcbs/i SSD ﬂ ssD
[Enet[FCoE[FC[SCSI]]]] | 2009  FCoE
FC [SCSI]
Server FC NVMePCIe
SSD
NVMe-SSD 2013 2013 NVMe-Backend 1P [SCS] Backend
_____________________________________________________________________________________________________________ PCle
i Server M P NVMe
Next-Gen SAN NVMe/OF 2016 \ 7777777777777 Backend
. 2016 NVMe-FC FT=TT 77 NVMeRC . NVMe-FC
2020-NVMe Fabric Server | FC NVMqu 1
| End-to-End
- - |
2016 NVMe-IB TeTYHeRE 1 NVMe-iB o NVMe-I8
server | [IVYIRE) : 1B NVMe-18 [LVY S DR
End-to-End
2016 NVMe_ROCEVZ 1 leMe-ROCEVZ NVMe.RoCEv2
PCle
[Enet[IP[TCP [NVMe]]]] | 2018 NVMe-TCP 20w £2e | .
1
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Block Storage is getting faster with NVMe

Fastest Convenient
Server Server
Application Application
/File 1/0 T‘ File I/O
File System
~ [~ 1§
smartNIC q/BIock I/O \ File |/0 (NFS/CIFS)
/ \ IP network
End-to-End ;| Block I/O (NVMe-oF)
NVME' FC network \ v File I/O
| IP network | File .
i | File System
: I Storage
Block Storage| Block I/O I T Block 1/0
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Scalable

Server

Object Application

Object API

Object API (S3)
IP network (HTTP)

\ 2
Object | Object AP
Storage ¢ Object 1/0

Object Container

Block I/O
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L T

Queu'és Mapping

FIO # of 1/0 queues = 1

ueue depth = -10 depth’
9 P P FIO Write

usr

1/0 Depth
-slat

blk_mq
# of ctx queues = NUMA x Cores U
queue depth =?

# of hctx queues = NVMe queues
queue depth ‘nr_request’ (128)

oY

=

blk_mq_ctx

Software staging # of queue = Numa x cores
e.g. 2x16 =32

blk_mgqg_hctx

Hardware context supported by the device driver (NVMe)
Max = 2048 (based on max MSI-x interrupts)

Scheduler (NOOP)

device driver

# of SQ/CQ NVMe ‘~i’ option
queue depth="?

# of QP queues = NVMe SQ
queue depth =128

+_®4_|—

SQ/CQ NVMe device driver
(1-1 mapping with blk_mq_hctx)

QP RDMA device driver
QP pair (1-1 mapping with NVMe SQ/CQ)

# of Network queue =1
Tx queue depth = ‘txqueuelen’
ifconfig 100G1

Network device driver
TCP, UDP, IP

NIC card
# TX/RX ring queues = 1/1
queue depth = ‘ethtool —g 100G0’

On-Chip Buffer

TX/RX Ring buffer (FIFO)
queue
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nvme-admin-passthru(1)
nvme-ana-log(1)
nvme-attach-ns(1)
nvme-boot-part-log(1)
nvme-capacity-mgmt(1)
nvme-changed-ns-list-log(1)
nvme-cmdset-ind-id-ns(1)
nvme-compare(1)
nvme-connect-all(1)
nvme-connect(1)
nvme-copy(1)
nvme-create-ns(1)
nvme-delete-ns(1)
nvme-dera-stat(1)
nvme-detach-ns(1)
nvme-device-self-test(1)
nvme-dir-receive(1)
nvme-dir-send(1)
nvme-disconnect-all(1)
nvme-disconnect(1)
nvme-discover(1)
nvme-dsm(1)
nvme-effects-log(1)
nvme-endurance-event-agg-log(1)
nvme-endurance-log(1)
nvme-error-log(1)
nvme-fid-support-effects-log(1)
nvme-flush(1)
nvme-format(1)
nvme-fw-activate(1)
nvme-fw-commit(1)
nvme-fw-download(1)
nvme-fw-log(1)
nvme-gen-hostngn(1)
nvme-get-feature(1)
nvme-get-lba-status(1)
nvme-get-log(1)
nvme-get-ns-id(1)
nvme-get-property(1)

e ° 8 6 ° & 0 8 6 0 0 e

nvme-help(1)
nvme-huawei-id-ctrl(1)
nvme-huawei-list(1)
nvme-id-ctrl(1)
nvme-id-domain(1)
nvme-id-iocs(1)

nvme-id-ns(1)
nvme-id-nvmset(1)
nvme-intel-id-ctrl(1)
nvme-intel-internal-log(1)
nvme-intel-lat-stats(1)
nvme-intel-market-name(1)
nvme-intel-smart-log-add(1)
nvme-intel-temp-stats(1)
nvme-io-passthru(1)
nvme-lba-status-log(1)
nvme-list-ctrl(1)
nvme-list-endgrp(1)
nvme-list-ns(1)
nvme-list-subsys(1)
nvme-list(1)
nvme-Invm-create(1)
nvme-Invm-diag-bbtbl(1)
nvme-Invm-diag-set-bbtbl(1)
nvme-Invm-factory(1)
nvme-lnvm-id-ns(1)
nvme-Invm-info(1)
nvme-Invm-init(1)
nvme-Invm-list(1)
nvme-Invm-remove(1)
nvme-lockdown(1)
nvme-micron-clear-pcie-errors(1)
nvme-micron-internal-log(1)
nvme-micron-nand-stats(1)
nvme-micron-pcie-stats(1)
nvme-micron-selective-download(1)
nvme-micron-smart-add-log(1)
nvme-micron-temperature-stats(1)
nvme-netapp-ontapdevices(1)
nvme-netapp-smdevices(1)
nvme-ns-descs(1)
nvme-ns-rescan(1)
nvme-nvm-id-ctrl(1)
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NVMe CLI Commands (debian)

nvme-persistent-event-log(1)
nvme-pred-lat-event-agg-log(1)
nvme-predictable-lat-log(1)
nvme-primary-ctrl-caps(1)
nvme-read(1)

nvme-reset(1)

nvme-resv-acquire(1)
nvme-resv-notif-log(1)
nvme-resv-register(1)
nvme-resv-release(1)
nvme-resv-report(1)

nvme-rpmb(1)

nvme-sanitize-log(1)

nvme-sanitize(1)
nvme-security-recv(1)
nvme-security-send(1)
nvme-self-test-log(1)
nvme-set-feature(1)
nvme-set-property(1)
nvme-show-hostngn(1)
nvme-show-regs(1)
nvme-smart-log(1)
nvme-subsystem-reset(1)
nvme-supported-log-pages(1)
nvme-telemetry-log(1)
nvme-toshiba-clear-pcie-correctable-errors(1)
nvme-toshiba-vs-internal-log(1)
nvme-toshiba-vs-smart-add-log(1)
nvme-transcend-badblock(1)
nvme-transcend-healthvalue(1)
nvme-verify(1)
nvme-virtium-save-smart-to-vtview-log(1)
nvme-virtium-show-identify(1)
nvme-wdc-cap-diag(1)
nvme-wdc-capabilities(1)
nvme-wdc-clear-assert-dump(1)
nvme-wdc-clear-fw-activate-history(1)
nvme-wdc-clear-pcie-corr(1)
nvme-wdc-clear-pcie-correctable-errors(1)
nvme-wdc-cloud-SSD-plugin-version(1)
nvme-wdc-drive-essentials(1)
nvme-wdc-drive-log(1)

Kamal Bakshi, Cisco
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nvme-wdc-drive-resize(1)
nvme-wdc-enc-get-log(1)
nvme-wdc-get-crash-dump(1)
nvme-wdc-get-drive-status(1)
nvme-wdc-get-latency-monitor-log(1)
nvme-wdc-get-pfail-dump(1)
nvme-wdc-id-ctrl(1)
nvme-wdc-log-page-directory(1)
nvme-wdc-namespace-resize(1)
nvme-wdc-purge-monitor(1)
nvme-wdc-purge(1)
nvme-wdc-smart-add-log(1)
nvme-wdc-smart-log-add(1)
nvme-wdc-vs-drive-info(1)
nvme-wdc-vs-error-reason-identifier(1)
nvme-wdc-vs-fw-activate-history(1)
nvme-wdc-vs-internal-log(1)
nvme-wdc-vs-nand-stats(1)
nvme-wdc-vs-smart-add-log(1)
nvme-wdc-vs-telemetry-controller-option(1)
nvme-wdc-vs-temperature-stats(1)
nvme-write-uncor(1)
nvme-write-zeroes(1)
nvme-write(1)
nvme-zns-changed-zone-list(1)
nvme-zns-close-zone(1)
nvme-zns-finish-zone(1)
nvme-zns-id-ctri(1)
nvme-zns-id-ns(1)
nvme-zns-offline-zone(1)
nvme-zns-open-zone(1)
nvme-zns-report-zones(1)
nvme-zns-reset-zone(1)
nvme-zns-set-zone-desc(1)
nvme-zns-zone-append(1)
nvme-zns-zone-mgmt-recv(1)
nvme-zns-zone-mgmt-send(1)
nvme(1)
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NVMe-oF Comparison

i r Tttt ettt b b e 1
I f ' :
. FC-SB/CKD FICON (FC) | FC-SCsI (FCP) . NVMe-FC ;
' (Not NVMe) : . _ b _ |
' IBM Z mainframes process 30 billion t  -120millions™ FC ports shipped E pleClaNIECo 0! . !
. transactions each day, including 87% of -46millions* in use (FCIA* website) E FAAvEncCEmareEtection & |
. all credit card transactions on the planet. -Dedicated purpose built Storage Network E recovery |
' 96 of the world’s top 100 banksand9 | -Builtin Discovery & Name services t -Same FC transport :
] / . . y y
. out of 10 of the world’s biggest -Zoning & Security E e :
| insurance companies still depend on Lossless Fabric/Zero Copy > D& |
' mainframes (source google) ¢ -Certified desugns. . t C -
' _Mainframe storage standard t -Gold standard in Enterprise storage | ;
- NVMe-IB . NVMe-UPD/RoCEv2 NVMe-TCP

i -Infiniband Transport -Infiniband Transport : -Ubiquitous

-Lossless Ethernet Links -Scalable, simpler

-HPC supercomputer -RDMA, Zero Copy '\ -Price/Performance benefit

-RDMA, Zero Copy -Low Latency -Ample skillset
-Low Latency -IB stack offload -(Faster than iSCSI)
-IB stack offload -Higher Performance than TCP

200G Infiniband Transport 400G Ethernet Transport
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ISCSI vs NVMe-IP

Average Latency (usec)

NVMe-RoCEv2

IOPS (x1000)

iSCSI-TCP

iSER-RoCEv2 NVMe-TCP

4KB Random Reads 1G with single volume

4500
4000
3500 I
3000
2500
2000
1500 I
1000
500 -
0
iSCSI-TCP iSER-RoCEv2 NVMe-TCP
(1G) Total run time (seconds)
160
140
120
100
80
60
40
20
: ]

iSCSI-TCP iISER-RoCEv2 NVMe-TCP
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3500

3000

2500

2000

1500

1000

500

iSCSI-TCP

BW (MiB)

iSER-RoCEv2 NVMe-TCP

Kamal Bakshi, Cisco

NVMe-RoCEv2

NVMe-RoCEv2
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NVMe Commands

Control Plane Transport over Fabric Data Exchange NVMe SSD
i :Q C
NVMe-Admin NVMe-oF NVMe-1/0 B
i Z 0
SON ~+
-Create |/O S -Firmware Image Download . oo
b : i -Connect -Write -
-Delete I/0 SQ -Firmware Commit . :
: -Disconnect -Write Uncorrectable
-Create I/0 CQ -Device Self test L .
-Authentication Send -Write Zeroes
-Delete I/0 CQ -NVMe-MI Send o .
. -Authentication Receive -Flush
-Get Features -NVMe-MI Receive ZNS NVMe
. -Property Get -Read
-Set Features -Door bell Buffer Config. p S _Compare ,
-Keep Alive -Property Set | Verify
-Iéienffy p -Eorr'n.at s -Dataset Management SAMSUNG
SEELOEERgeA ailtiae -Reservation Report ZNS SSD
-Abort -Get LBA Status : :
3 . : -Reservation Acquire
-Directive Send -Security Send g
R ! ; . -Reservation Release
-Directive Receive -Security Receive
-Async. Event Req.
-Namespace Mgmt. NVMe 2.0 Key Value NVMe

-Namespace Attachment e o "
-Virtualization Mgmt. e Command Sets

SAMSUNG

KV SSD

Admin 110 Fabrics
Command Set Command Sets Command Set

Zoned
Namespace

Command e Command
Set Set Set

NVM Key Value

N

NFERENCE
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Tail Latency (Long Tail)

/O Completion Latency

clat percentiles (usec):

| 1.00th=[ 302], 5.00th=[ 326], 10.00th=[ 343], 20.00th=[ 363],
| 30.00th=[ 392], 40.00th=[ 404], 50.00th=[ 416], 60.00th=[ 445],
| 170.00th=[ 816]|, 80.00th=[ 6718], |[90.00th=[12911]|, 95.00th=[21627],
| 99.00th=[43779], 99.50th=[51643], 99.90th=[68682], 99.95th=[72877],
| {39.99th=[78119]

0.25 2.75 5.25 7.75 10.25 12.75 15.25 17.75 20.25 22.75 25.25 27.75 30.25 32.75 35.25 37.75 40.25 42.75 45.25 47.75 50.25 52.75 55.25 57.75 60.25 62.75 65.25 67.75 70.25 72.75 75.25 77.75 msec

20%(12 ms) :

5
10
15
20
25
30
35
40
45
50
55
60
65
70
75 !
80 :
85 1
% ||
95

5 70%(0.8 ms)

1

1

1

1
<&

€
1

|

U

I

I

I

I

I

I

I

I

I

1

A
ey

Long Tail (Why?)

90% /
. 499.99%

)
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Flash Internals

P/E (Program/Erase) Cycle

Write Amplification

Write at

Page level

/

Erase at
Block level

|

NAND Flash l
4 )\
Data Block #1 Block #2 Block #3
- J
<t D ST O N N ~ — .| Erase
8 Device Memory g (a8 2 S E O oA o o o >ﬂ< Ny
blocked © O AN
= _ k) N
@ Il LBA-Physical S| I channel #0 1 I 1
Data g = | address translation *g" g
) y
et . O <
O Garbage Collection < B I “hannel #1 I 1 /\Write
©
g Wear-Leveling - Block #6 Block #5 Block #4 g
Data = | BadBlock M
2t Elodls g sz PQEEER czzac
FTL
NVMe SSD
i / \
F I a S h Tra n S I atlo n Laye r G a rbage STORAGE DEVELOPER CONFERENCE
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Predictable Latency

/O Determinism Open Channel -NVMe ZNS
-NVMe Streams -Parallel Units/Chunks > (Zoned Namespaces)
-NVMe Sets -LightNVM
( NAND Flash
Data ‘L Block #1 Block #2 Block #3
J
R B y—" scxens eHEE -BAEEE
e .
[ Q
G _,Q_J, LBA-PhysicaI % J I channel #0 I 1 -
Data » ———> | = | address translation || € [ ]
A Q — —— (@)
O | Garbage Collection || = [* I “hannel #1 I I ”
e
|5 Wear-Leveling - Block #6 Block #5 Block #4
Data\I d Block D S N N D S N N = NS NN
BaBOCMgmt' O O o o o O O O oA A O O O A A
TL
— NVMe SSD
Flash Translation Layer
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|

/0 Determinism (NVM Set)

Port Port Port Port

m Controller

Namespace 1
[LBAS]

NVM Set 1

Namespace 1
[LBAS]

NVM Set 1

Endurance Group 1

Endurance Group 1

Namespace 2
[LBAs]

NVM Set 2

Domain 0

Domain 1

Namespace 3
[LBAS]

NVM Set 3

Endurance Group 2

Endurance Group 3

Domain 2

NVMe SSD

NVM Subsystem
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/NS Zone Namespace

-Lower Write Amplification
-Lower P/E cycle (increased SSD life)

-Predictable Latency

Zone 0O onel | ... Zone x-1
Write
. Zone Info
Sequentially
~ Zone Capacity -Total Zone
I . -Zone Type
-Zone State
-Zone Attribute
< =one Si > -Zone Capacity
Jons Start one Size ionfj't' -Zone start LBA
' ondition ) i
LBA Wr.'te -Write Pointer
Pointer

New NVMe Commands
-Zone Mgmt. Send/Rcv

-Zone Append

-Zone Copy

-Zone Commit
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Address Mapping

Data Placement

Garbage Collection

Wear Leveling

NS, Streams

Error retry handling

Bad Block Mgmt.
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System Memory / CPU Intensive

PCle

< >
System Memory

) . Admi /O
DDR PCle Register r:n NV :/
I BAR Address — | sQ/cq =E
queues
PC I € MBlx space Data Network Interface
A NVMe-TCP MACj—ﬁ
\ Port-ID

1 Fetch Read Zi 3 DMA Data

PCle

Lanes

E

;

NVMe/PCle

NVMe CNTL

Properties

Processor

SS | FTL

LBA

OO NN
A
_— <chamel #0 v >
Cntl. |g >
chafnel #1 3

Storage Array |
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c‘//
~ Enet Fabric
- W

>

NVMe_Read

Data

> v ° X

~

1

1

/ ///
. o=

NIC
Adapter

NVMe-TCP

- NVMe-OF
|§|E| Admin

EE' I/O queue

Host Software

Host
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CMB / CPU Offloaded

PCle
< - —l PCle DMA
System Memory Engine
. Admin I/O
DDR PCle Register LM —
I BAR Address —|sa/ca = de@@
queues
P C I e Mbhdspdce Network Interface
A NVMe-TCP MACj‘
Port-ID
1 FetchRead 2
PCle
Lanes
CMB -- 3 | LBA
OOC NEE
. - |
o R
@ [Host . Pull Data ——
i E PCle| Properties Fcl 1 .
Intf. = Lol q|
M Processor chaprel #1 t
NVMe/PCle NAND Flash
espll_IL_Fm 0000
Storage Array |
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CMB Controller Memory Buffer

T/
Y

NVMe Read 1

—im  NIC
4 Adapter
NVMe-TCP

- NVMe-OF
|§|E| Admin

EE' I/O queue

Host Software

Host
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NVMe PCle SSD

PCle
- ) > DMA
PCle :
System Memory Engine
¢ : Admin /0 |
DDR PCle Register LM o 1 l
I BAR Address —=|sa/ca L= de@
queues
PCIG MSix Space Network Interface
A NVMe-TCP MAC !"
4 NVMe/PCle SSD
PCle
Lanes NSID
NVMe CNTL LBA
o & OO0 NEE
<cha nel #0 1: >
i Properties | Flash
— Cntl. |4 >
\4 chafnel #1 %
Processor
NAND Flash
FTL NN
Storage Array

X

,?\\
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Enet Fabrlc\ 1
\,//
I ///ﬁ
g /

|

NIC
Adapter

NVMe-TCP

- NVMe-OF
|§|E| Admin

EE' I/O queue

Host Software

Host
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NVMe PCle SSD (CPU is the Bottleneck)

- Enet Fabric

Storage Array

PCle .
System M
< e Ethernet
I PBR 1 NVMe Software E5 Adapter
PCle
1 NVMe/PCle SSD
PCle
Lanes
NVMe NAND
i EE Controller Flash
) (a1
4 A
EERERRER
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_ld

NIC
Adapter

NVMe-TCP

. NVMe-OF
|E| Admin

I_rlgl |/O queue

Host Software

Host
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NVMe-oF Drive (Ethernet SSD)

PCle
< e

NVMe Software

600Gb/s

CPU

I DDR

PCle

A

4

PCle
Lanes

o

System Memory

NVMe Software [EF

Ethernet
Adapter

NVMe/PCle SSD

CPU

NAND
Flash [

PCle

NVMe
Controller

i

Storage Array

WY
PClIe-0

NAND
Flash

NAND
Flash [

PCle

NAND
Flash [

PCle

NAND
Flash [

PCle

Ethernet
Switch

1-24 Enet SSD

EBOF
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NVMe-oF Drive (Ethernet SSD)

CPU
PCle
NAND | NVMe |<s| NVMe
Flash [l | CNTL 43— | ASICIER
PCle
NAND |NVMe |~ | NVMe
Flash [l] | CNTLg4|3—3| ASICE
PCle
NAND | NVMe || NVMe
Flash [J] | CNTLg4 33| ASICIER
PCle
NAND [ NVMe [<°5| NVMe
Flash [l | CNTL 44135 | ASICEER

25G Ethernet
Switch |
Enet Fabric |
. \\‘ /
| | /"’/ J N |C
\.\;\ L/ Adapter
~_ N\ //
NVMe-TCP
NVMe-OF
E B 0 F EE' Admin
EE' I/O queue
Host Software
1-24 Enet SSD
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NVMe Key Value SSD

Today all storage protocols (Block,
NFS or Object) uses LBA block
addressing scheme.

KV protocol maps an address (Key,
32 bytes max.) to a physical location
where (Value, 4GB max) is storage.
No LBA, hence no translation in FTL.

Key Value API (SNIA)
-Open/Retrieve Device
-Create/Delete Key Space
-Store, Retrieve, Delete,
-List, Delete Group

® @ redis @ mongoDB

Application

Key Value API (SNIA)

c@ e redis .mongoDB

Application

Key Value API

SW KV Store

KV Index Log

|
File System

|
Block Map Journal

KV Device Driver
|

KV Index
I

v

NVMe KV I/O0 Commands
(Store, Retrieve, List, Exist, Delete)
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BEEEEEN |log

NVMe Key Value (SSD)

Block Device Driver
[

Mapping (LBA--SSD)
I

HEEEREENE |log
NVMe Block Device (SSD)
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NVMe Computational Storage

q"

PCle
< ) > DMA
PCle :
System Memory Engine
) : Admin /0 |
DDR PCle Register LM o 1 l
I BAR Address —=|sa/cq 4= de@
queues
PCIe Mbhdspdce Network Interface
A NVMe-oF —
1 NVMe/PCle SSD
PCle
Lanes NSID
NVMe CNTL LBA
o & OO0 NEE
chahnel #0 ¥
i Properties | Flash[* ]
— Cntl. |4 >
\4 chafnel #1 %
Processor
NAND Flash
FTL R[N
Storage Array

Host
- (”/y\\
7/"* NVMe-oF  — J HBA
~ Fabric )
v Adapter
NVMe-oF
NVMe-OF
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EE' I/O queue

Host Software
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NVMe Computational Storage

PCle
< - —> M pCe DMA
System Memory Engine
PCle Register Admin /0 1 l
DDR _ NVM _ NIC
I BAR Address IfrE sa/ca L Hwd @ @
queues
PC I e Sl g Host Network Interface
A NVMe-oF MAC *
i ! 4 1 b h
PCle < NSID
Lanes = || Programs B GM 0 NVMe CNTL Namespace
2 = T
;é Controller I.“j 2 || £| channel#0 ¥
8 || Memory 3 : S i
1= Properties O
2| Chammel#l ¥
Ci) 5 —% cnanne
Vg g =¥ Compute Compute Processor 'Cé NAND Flash
@ Engine-1 Engine-2 e,
:lo: ngine ngine FTL D[II:I DI:ID
NVMe/PCle SSD
Storage Array
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1 NVMe Read (NS) is issued to CNTL
2 CNTL moves the (NS) data to CM

3 Execute PGM-0 on CE-2

4 Read CM Output Data back to Host

TP4091 Computational Programs
/O Command Set

-Execute Program
-Load Program
-Activate Program

TP4131 Controller Local Memory
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CXL

CLX is an industry-supported Cache-Coherent
Interconnect for Processors, Memory Expansion
and Accelerators it maintains memory coherency

DDR between the CPU memory space and memory
Host .
@) (CPU on attached devices.
Memory
C—)
[111]
CXL (Compute Express Link)
CXL.io CXL.io CXL.io CXL.io
(PCle-mode) CXL.mem CXL.cache CXL.cache
¢ > Type-3 Type-1 Type-2| | CXL.mem
@ PCle @ CXL Memory SmartNIC Accelerator
Expander lcoherent cache [coherent cache
NVMe PCle
SSD HBA I I Device I I Device

1 Memory
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NVMe RoCEv2 examples
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NVMe-RoCEv2 (IB -CM Connection Manager)

> Internet Protocol Version 4, Src: 10.254.99.2, Dst: 10.254.164.2
> User Datagram Protocol, Src Port: 49153, Dst Port: 4791 User Datagram Protocol, Src Port: 49153, Dst Port: 4791
v InfiniBand InfiniBand

> Base Transport Header > Base Transport Header

> DETH - Datagram Extended Transport Header > DETH - Datagram Extended Transport Header
> MAD Header - Common Management Datagram > MAD Header — Common Management Datagram
>

> CM ConnectRequest y IB CM ConnectReply
Invariant CRC: 0x2bfdflel Invariant CRC: Oxe@4fbee3
v NVM Express Fabrics RDMA

R —— Connect Request I Connect Reply

Record Format: @
Queue Id: @ (AQ) RDMA QP Controller Receive Queue Size: 32
RDMA QP Host Receive Queue Size: 32 Reserved: 00000000000000000000000000000000000000000000000000000000
RDMA QP Host Send Queue Size: 32

Internet Protocol Version 4, Src: 10.254.164.2, Dst: 10.254.99.2

> Internet Protocol Version 4, Src: 10.254.99.2, Dst: 10.254.164.2
> User Datagram Protocol, Src Port: 49153, Dst Port: 4791
v InfiniBand

> Base Transport Header

> DETH - Datagram Extended Transport Header

> MAD Header — Common Management Datagram

v CM ReadyToUse e |B Ready To Use

Local Communication ID: 0xc2289ff@ | . .
Remote Communication ID: 0x19cec2c6 IB Commumcatlon lD (Local/RemOte)

PrivateData: 000000000000000000000000000000000000000000000000000000000000000000000000...
Invariant CRC: 0x8c4f7bch

STORAGE DEVELOPER CONFERENCE
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NVMe-RoCEv2 (NVMe-Connect)

> Internet Protocol Version 4, Src: 10.254.99.2, Dst: 10.254.164.2
> User Datagram Protocol, Src Port: 52195, Dst Port: 4791
v InfiniBand
v Base Transport Header
Opcode: Reliable Connection (RC) — SEND Only (4)
Solicited Event: False
MigReq: True
Pad Count: @
Header Version: @
Partition Key: 65535
Reserved: 00
Destination Queue Pair: 0x000a52
l... «... = Acknowledge Request: True

.000 0000 = Reserved (7 bits): 0
Packet Sequence Number: 9402734
Invariant CRC: @x6cfefa9e
v NVM Express Fabrics RDMA

[Cmd Qid: @ (AQ)]

v Cmd
Opcode: 0x7f (Fabric Command) NVMe

Connect
Reserved: 0x40

Command Identifier: 0x0001 Request
Fabric Command Type: Connect (0x1)
Reserved: 00000000000000000000000000000000000000
SGL1

Record Format: @

Queue ID: @ (AQ)

Submission Queue Size: 32

Connect Attributes: 0x00

Reserved: 00

Keep Alive Timeout: @ms

Reserved: 000000000000000000000000

STORAGE DEVELOPER CONFERENCE
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NVMe-RoCEv2 (NVMe Get Property)

Internet Protocol Version 4, Src: 10.254.99.2, Dst: 10.254.164.2
> User Datagram Protocol, Src Port: 52195, Dst Port: 4791
InfiniBand
v Base Transport Header
Opcode: Reliable Connection (RC) — SEND Only (4)
Solicited Event: False
5 cooc MigReq: True
Sooc Pad Count: 0
Header Version: 0
Partition Key: 65535
Reserved: 00 IB Queue#
Destination Queue Pair: 0x000a52 -
1... .... = Acknowledge Request: True

.000 0000 = Reserved (7 bits): 0
Packet Sequence Number: 9402735

Invariant CRC: 0x79327656
v NVM Express Fabrics RDMA

[Cmd Qid: @ (AQ)] - NVMe Admin Queue#0
v Cmd
Opcode: @x7f (Fabric Command)

Reserved: 0x40

Command Identifisr: 0x001c 5

Fabric Command Type: Property Get (0x04) - NVIVie Get Property

Reserved: 0000000000000000000000000000000000000000000000000000000000000000000040
.001 = Attributes: 0x1

Reserved: 000000

Offset: Controller Capabilities (0x00000000)

Reserved: 00000000000000000000000000000000

STORAGE DEVELOPER CONFERENCE
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NVMe Misc. Slides
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Cisco N9k —Smart Buffering for NVMe/TCP

Cisco Cloud Scale ASIC - Pipeline

"\ Input Pgm MUTti-stage Tookups o | Load & [Buffer cells Buffer control ( )
. © )
Queues Parser $| FIB Lookup Tables | 2 Access Classification E Balancer g II I :I FFFFFL] Output MAC
MAC m 3 $|||= | |OTIOITIORXIOIX o, 2 ] Wgo“tp“t Queuing @ || || Rewrite
) % e - CIF || |2 | |[OTIOTIXRRXIORX | H G Buffer Accounting [Rerfieation | % L p
A A
Pause XOFF Request Estimated Flow Bandwidth (Mi)
| |
Buffer cells u— Buffer control
| writer Linked list reader
P4 |P7 P11 - 1023 14]s ‘cell info \
P3 [P6 4 n
L | P12 P13 P10 | I
P2 P5 {— Packet |
: Point .
B1 517 \‘:;V Output Queuing
P16 Ihreshold ®
PO P15 Aé-pha) max UC
E PO || — ¥
S fa) 2
o= e EEEIEIEEEE]] 3
& ()
_ Buffer [cell stats =
Mfair [ETRAP = Mi O
> A ti Replicstion v Approximate Fair Discard
I CCOUNtING | orop prob. = (1-Mfair/mi SPAN  CPU 5 Dynamic Packet Processing
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Cisco N9k ASIC driven Analytics (TCP)

Cisco Cloud Scale ASIC - Pipeline

Y Tnput Pem MuTti-stage Lookups ()
MAC Queyes Parsc.er ¢ [ F1B Lookup Tables | o IAccess Classification Load OUtPUt OUtpUt MAC
1 v <Jel: B[ B % s igﬂgiﬂgiﬁgii Balancer Queuing & Buffering Rewrite
1 H| ) “EFEEBIERIR]| |2 | (oo
Y, __LEI ":' . J
4
meta-data
| Lookup Logic
No CPU Flow Tables
TCAM Filter | SRAM Result
(UDP/ASIC) Every packet
meta data

BT

Cisco Network Insights

(A

< Export

Event Mgr.
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T\IVMe

Storage Automation with Cisco ACI/APIC

NXOS-ACI

Object Store

NX-API-REST ACI Fabric <—l

NVMe-RoCEv2

Logical Model

Concrete Model

Hwd

Cloud scale ASIC :—‘

Cloud scale ASIC
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Object Oriented Data Model
(My Intent is NVMe-RoCEv2)

Spine201
apicl
> z
Leaf102 Leaf101 Leaf105
= = =
o -"‘&"
storage traffic. .~ e other dc traffic
Endpoints Endpoints y bsgs: 0 bW
| Host1 } : e { iSER-ROCEV2 Spij,em e Spji,em
|HostZ } e { NVMe-TCP
l Host3 I G { NVMe-ﬁoCEvZ
- G iSCSI-TCP
contracts
Tenant NVMe VRF2 Tenant DC VRF1

NVMe-TCP-default ISCSI-TCP-PFC ISER-RoCEV2-PFC
(NVME) (NVME (NVME

4 Al Al
0! K] "

v
4
1
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NVMe-ROCev2-...

© 06000 0 0 0

#0s12-NVMe-TCP  Storage-NVMe-TCP  Storage-iSCSI-TCP Hostd-iSCSI-TCP  Host1-iSER-RoCEV2  Storage-iSER-RoCEV2 Host3-NVMe-RoCEV2 Storage-NVMe -RoCEV2
(fabric) (fabric) fabric tabric {fabric fabric fabric)
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End to End NVMe Enterprise Storage with Cisco networking

NVMe/FC
D
’ FC
/ NVMe-FC, NVMe-RoCEv2, NVMe-TCP (MDS, N9Kk)
FC&IP
| > Cisco
Customers
P NVMe-RoCEv2, NVMe-TCP
All Flash Arrays End-to-End NVMle

= = == e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e = e = = - |
: Hard Disk Drive-HDD || SCSI-SSD Flash PCle-NVMe-SSD Flash |

|
: SCSI Protocol NVMe Protocol :
: PP PP PP P T TP T T T T T TP PP PP PP PP PP PP PP LTI TP PPPPPPTPTPPPPPPPT frenenns )
| iSCSI/iSER SCSI-FC(FCP) -l NVMe-FC NVMe-RoCEv2 NVMe-TCP I
l ——————— — —————————————.ku-u“-u-u mils ¥ Ll Faiw” Tl Vil fala” Dal Velm Ca s P’ e Dl Fpl” o g S B B S mEEE "

o Cisco
DC Ethernet Fibre Channel SAN Switching DC Ethernet Switching NVMe-Anywhere
Switching Cisco MDS Cisco N9k
CISCO Next-Gen SAN Architecture ’
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F64 NVMe Analytics Engine —Kamal

]
I’ XBAR XBAR Fabric Cards XBAR XBAR { [CARB] -SUP
A
P e e S
: [
| 4 ]
XBAR XBAR Interface XBAR :
I
[
Ingress Packet Ingress Egress | E8ress Reorder [
Assembly TAP & buffers |
N\ [
,T,0 Key/CMD Meta Data to |
..................... : _ Subervisor
Arbiter & [ ARG Port Scheduler P :
Queueing | 2§| I. T, L, OXID @ i
=1 voa_ | ) e bse |
Packet B l== - Parser+EACL  Analytics Engine
>0 [Metric [ State i Y 8
Buffer = | Software
Forwarding | £ : ittt
ﬁ < | Export Engine |
| . . —
ﬁ _ Vt __ Transmit logic Streamer
Parsers [Ethernet MAC |
Encoder
ﬁ TLVized
FC Ports FC Ports Flow Metrics
1 Fe4ASIC [ NPU 2.0

—

protobuf

Application Ul

Post Processing
Pipeline

Presentation Layer

Backend Services

Elastic Search
Data Store

rollup

baseline

Process
Data

Raw
Data

Receive Pipeline

~

Parser

gRPC Receiver

/

Config. Wizard
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