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About me

Senior Software Engineer, Netflix

Keynote speaker: Distributed
systems, Cloud, Blockchain

Senior Software Engineer, Box

Datrium, Samsung, Cadence,
Tensilica
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Centralized & Decentralized Storage

Centralized Storage
Google Drive, Dropbox, S3: Control with the enterprise
Data is not secure
Need to trust the enterprise

Decentralized Storage
Secure, encrypted, scalable
Cost effective - marketplace for renters and buyers
Can use Blockchain to track storage transactions
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Blockchain - Birds eye view

Distributed ledger

Trustless, scalable, performant,
secure

Each block: transactions, hash of the
previous block

|deal for storing transactional data

3 pillars: security, scalability,
decentralization

Scalability issues: Block size = 1MB,
New block time = 10 mins

A new transaction is entered.

The transaction is complete.
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The transaction is then
transmitted to a network of
peer-to-peer computers
scattered across the world.

These blocks are then chained
together creating a long history
of all transactions that are
permanent.

This network of computers then
solves equations to confirm the
validity of the transaction.

HNEY
|

Once confirmed to be legitimate
transactions, they are clustered
together into blocks.
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On-chain & Off-chain storage solutions

Each participant stores entire chain of transactions

If files on blockchain, may exhaust the storage on each node

Even SMB can bring down the network

On-chain => storing data on blockchain

Off-chain => storage data outside blockchain, and storing metadata on
blockchain

Today, most solutions are off-chain

STORAGE DEVELOPER CONFERENCE
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Design

General design principle: How blockchain storage works
Split a file into shards
Encrypt shards
Upload shards to cluster of
machines
Update the location of the shard
on the chain
Client has the key to decrypt
information.
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Stor;

One of the first projects to tackle storage

CLIENT MACHINE

on blockchain

Stages in Storj Protocol
Client side encryption
Data sharding
Distribution across network

Periodic verification
Farmers need to prove that they have the
shards
Data owner sends a short challenge in the form
of a hash to the farmer; farmer responds with
Merkle proof
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HASH: A9627

HASH: B9627

HASH: C9627
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Files are divided prior to upload
Each file segment is encrypted e gl et o

integrity. In the process of
building the network, we also

Files are sent to hosts using
smart contracts
Renters and hosts pay with

SiaCoin g g on s ;v s s v

network, and it is only isbound by a the provider will only be paid
decrypted after it has been if they actually store the file

- downloaded contract. for the prescribed amount of
ontracCts renew over time
The provider also puts up financial

L &
collateral - if the provider fails to
OS S S u l I l I S O ra e roo S fulfill the contract, not only do they
lose the potential revenue, they

also lose the collateral.

cryptographic file
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IPFS

Distributed system for storing & accessing Meres how [PFS works
files, websites, applications & data -
Content addressable system T LT Jisimoiimiieieing
HTTP v/s IPFS to find and retrieve a file
IPFS object: Data, [] Links

Modeling blockchain on IPFS: Storing e e
hashes on the chain.

IPFS removes duplications across the network.

When you look up a file to view or download, you're askin
the network to find the nodes that are storing the conten
behind that file's hash.

You don't need to remember the hash, though — every file
can be found by human-readable names using a
decentralized naming system called IPNS.
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IPFS - Store hashes on chain.

Block O Block 1

TX data
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ILCoin

Goal: Create a viable on-chain
data storage solution

of the File After the file gets encrypted it's
uploaded to a mini-block in the

Relies on a layer on indirection -
essence of RIFT protocol ST —

Can theoretically have block sizes
of 5GB
Solves the problem of scalability

Contains location
information of the files
uploaded Each Block and Mini-Block
to the blockchain is encrypted with
a different hash
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RIFT protocol

s 5.0 GB
BLOCKCHAIN

MINI BLOCKS

REFERENCE TO \ @ .

25MB 25MB 25MB 25MB 25MB 25MB

weeeere || )] ]
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Results & Takeaways

Using blockchain, cloud storage can become truly decentralized
Blockchain alternatives can reduce the price of storing data on cloud
Opens up a marketplace for providers of hard drive space, and
consumers.

Still nascent technology, needs more users to generate significant
dent in the market

Newer alternatives such as ILCOIN promise on-chain solutions that
can truly offer the benefits of secure decentralized storage
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