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Virtual Conference
September 28-29, 2021

A             Event

Privacy’s Increasing 
Role in Technology
Presented by Cathleen Scerbo, VP, Chief Information Officer
International Association of Privacy Professionals
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The Mission of the 
IAPP is to Define, 

Promote and 
Improve the Privacy 
Profession Globally. 
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International Assoc. of Privacy Professionals
Numbers At A Glance (as of 9/14/21)

71,953 members 
in 155 countries

204 employees  

nearly 5,000
volunteers gave 
20k hours in 2020

1062
corporate 
members

25,777 
KnowledgeNet
attendees (ytd)

training in 48 
countries

2167+ 
privacy 
tools & 
resources

31,122
active certifications
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“The unprecedented speed and scale of technology innovation and 
progress in our era has meant new features and capabilities run 

ahead of the controls and laws we rely on to protect privacy.”

Julie Brill 
Microsoft, Corporate VP, Chief Privacy Officer, and Deputy 
General Counsel for Global Privacy and Regulatory Affairs
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September 17, 2021
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Today, Every Org is in Some State of Digital Transformation

70% of fortune 500 Companies in the US & EU have 
a digital strategy in place or are working on one. 

IDC projects a worldwide spending of $2.3T on 
digital transformation by 2023. 

Digital transformation will represent 53% of all 
technology investments, globally. 
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Customer Data is at the Heart of Digital Transformation

There are 31 billion connected 
devices In the world today.   

By 2025, that number is 

projected to be 75 billion. 
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The rate of adoption of new 
technologies has enabled the 
creation of data at a rapid pace. 
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Every minute we 
voluntarily create and 

share data.

Currently estimate 
there are 40 Billion 

Trillion bytes of data.

Over 90% of the data 
has been generated in 

the past 2 years. 



Emerging Covid-19 Tech impacts Privacy: 
• Geolocation for contact tracing
• Health Screening for employees
• Immunity Passports
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Navigating the 
WFH environment 
is by far the 

biggest 
challenge for 
privacy 
professionals. 

Challenges of Remote Work
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Enter Data Privacy Legislation 

60 jurisdictions around the world have enacted or 
proposed postmodern privacy and data protection laws

By 2023, over 65% of the world's population will have its 
personal information covered by modern privacy regulation

In the U.S. alone, 80% of consumers support federal 
data privacy legislation. 
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Accelerating Expansion of Privacy Regulation
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Privacy as a Differentiator
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Privacy, Security and Data Protection
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Privacy is about content, 
context and usage. It 

requires ethics and trust. 

Security and Data 
Protection are about 

technical “assurances”. 
They require rules and 

restrictions. 
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Key Principles of Privacy

Notice & Consent
tell people what you’re 
doing with their data AND
get their consent NOW

Accountability
a data controller is 
accountable for complying 
with privacy principles

Purpose Limitation
collect only for specified, 

legitimate & explicit 
purposes only & do not 

use for any other 
purpose

Minimization
collect only what you need 
and remove it when you 
don’t need it anymore

User Control
ensure people 

can control their data 
including, in certain laws, 

the “right to be forgotten”

Security

Integrity
protect data at 

rest or in 
transit

Confidentiality
control access to data

Availability
ensure systems 

are up and 
running
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Privacy by Design

PRIVACY EMBEDDED INTO THE DESIGN
IT Systems and business practices embed 
privacy into the design and architecture. 
Privacy is a built-in essential 
functionality. It is not bolted on or 
added after the fact. 

PROACTIVE, NOT REACTIVE
PREVENTATIVE, NOT REMEDIAL
The approach anticipates and prevents 
privacy invasive events before they 
happen. It does not wait for an event or 
remediate after an event happens. 

PRIVACY AS THE DEFAULT SETTING
No action is required on the part of the 
individual to protect their privacy – it’s 
built into any given IT system or 
business practice. 

RESPECT FOR USER PRIVACY
With the individual in mind, solutions offer 
strong privacy defaults, appropriate notice 
and user-friendly options. It is user-centric. 

FULL FUNCTIONALITY –
POSITIVE-SUM. NOT ZERO-SUM
All legitimate objectives are included, 
avoiding the false dichotomies of 
Either/OR. Instead, it builds with Both/And. 

VISIBILITY & TRANSPARENCY
Whatever business practice or technology 
involved, its components are visible to 
users and providers. It’s operating 
according to stated promises and can be 
verified

END-TO-END SECURITY
Strong security measures extend throughout 
the entire lifecycle of the data involved. All 
data are security retained and securely and 
timely destroyed at the end of the process. 

• Privacy Laws require 
compliance with the 
principles of Privacy 
by Design

• Impacts the way to 
plan, design, build, 
test and maintain 
applications

• Affects the way we 
vet and integrate 
Third Party Software
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Where Privacy and Security Meet

Security

Incident Response /
Breach Notification

Privacy

Extricate Bad Actors Execute Cyber Kill Chain Identification of victims Notifications

Data Protection by 
Design & by Default

Ensure a system failure will fail to a safe state Only collect, use and keep what you need
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Impact of Privacy Practices 

Organizations with the least rigorous 
privacy practices: 

• Are nearly 80% more likely to suffer a 
data breach

• Lose 7x the number of records in a breach
• The Average Company shares data with 

730 different vendors

• Vendors are responsible for 2 of 3 data 
breaches
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Privacy throughout the SDLC

Plan  
(Analysis)

Scope 
(Requirements)

Design 
(Architecture)

Develop 
(Build)

Test
(Validate)

Deploy
(Implement)

Maintain / 
Retire

Data privacy specifications

Privacy solution 
and UX design

Build and test data flows & interfaces 

Build out and test 
infrastructure solutions

Test and deploy ensures the solution 
meets all data requirements  

Manage data 
requirement 
changes

There are a variety of roles that need to understand PbD principles and practices. 

Project Manager, Architect, Data Scientist

Info Sec, Solutions, Enterprise and 
Data Architects, UX Designer 

SW & Data Engineers, Web Devs and UI/UX 
Designers 

Network, Cloud, Security 
Engineers 

Test, Automation and Dev Ops Engineers
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Impact of Privacy on Storage
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Emerging Privacy Models

Tightly aligned to 
NIST Security 
Framework

Extended to provide 
data privacy and 
information security 
standards for GDPR. 
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Privacy Tech Has Become a Whole New Industry

The number of privacy technology 
vendors has risen rapidly in the 4 years.
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Info Security

Data Professional

SW Engineer

Infrastructure

CIPT: Learning for Multiple Technology Professionals
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Key Partnerships 
are critical for 

ensuring Privacy 
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From Conceptual to Hands On!
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Please take a moment to rate this session. 
Your feedback is important to us. 



IAPP Resources







White Papers



About the Center
The IAPP Westin Research Center was 
created in 2013 to encourage, enable and 
produce practical, applicable research 
and scholarship in privacy. Named for Dr. 
Alan Westin, a foundational scholar in the 
field of privacy, the IAPP Westin Research 
Center serves as a pathway for future 
leaders who aspire to join the privacy 
community.



1. Personally Identifiable Information 
has different meaning for different 
groups

2. Understand why personal information 
is being collected

3. Review the data stores to determine if 
the personal information is still 
needed

4. Work heavily with the Legal team

5. Review processes to determine where 
personal information is being shared

“Because privacy and security are 
sometimes thought to be the same, 
be prepared to teach others and 
explain the differences.”



IAPP: COVID-
19 Guidance 
and Resources



Training and Certification



Privacy Engineering and CIPT

Where privacy professionals working 
in the IT and privacy engineering fields 
come together and connect. 

The Privacy Engineering Section offers 
a range of programs, events, content 
and networking opportunities through 
which privacy pros working in IT and 
related fields can connect and 
advance.

The Certified Information Privacy 
Technologist is the world’s first and only
ANSI/ISO-accredited certification in 
data protection. It cultivates a new type 
of tech professional — one who can 
secure highly complex interconnected 
technologies, while incorporating 
robust privacy solutions to ensure 
compliance with global data        
protection regulations.

IAPP PRIVACY ENGINEERING SECTION



Events
• Keynotes
• Programs
• Workshops
• Trainings 



12-1 pm



Connect!

Linkedin: international-association-of-privacy-professionals

Instagram: IAPPprivacypros

Facebook: IAPPprivacypros

Youtube: IAPPvideos

Twitter: PrivacyPros

Subscribe!

Join!

The Privacy Engineering Section offers a range of programs, 
events, content and networking opportunities through 
which privacy pros working in IT and related fields can 
connect and advance.

IAPP PRIVACY ENGINEERING SECTION
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