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Agenda
 Isolated Transport

 2 Logical Connections To The Same Server
 RDMA Transforms

 Encryption
 Signing
 Compression

 New Management Options
 Encryption Cipher Orders [Ni]
 Compression Opt-in [Fe]
 Compressibility Sampling [Ni]

 Improvements & Bug Fixes
 Remote Desktop Services (RDS) AutoDisconnectTimeout
 Message ID On Cancel Request
 Live-lock With Memory-Mapped Section Creation In SMB Redirector
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Isolated Transports
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Purpose and Design
Optionally create a secondary logical connection to the same server to 

isolate transports used (e.g. RDMA vs. no RDMA).
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RDMA Transforms
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Protocol Changes - Negotiation
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Protocol Changes - Packet Diagram

E.g. SMB2 Write over RDMA
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Protocol Changes – Transform Metadata
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Performance
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New Management Options
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Encryption Ciphers

 Effects & Expectation Of New Settings
 Set-Smb(Client|Server)Configuration –EncryptionCiphers <ciphers>
 Get-Smb(Client|Server)Configuration

 Current Supported List Of Encryption Ciphers
 AES_128_GCM
 AES_256_GCM
 AES_128_CCM
 AES_256_CCM

 Race Conditions Considered
 Negotiate Scenario
 Setting Ciphers With Multiple Client / Server Instances
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Compression Opt-In

SMB Server
 New-SmbShare –CompressData <bool>
 Set-SmbServerConfiguration –DisableCompression <bool>

SMB Client
 New-SmbMapping –CompressData <bool>
 net use /COMPRESS <bool>
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Compressibility Sampling

Default behavior changed from always sample 512MB to always 
compress. Feature needs to be opted-in from registry key.
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Improvements & Bug Fixes
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RDS AutoDisconnectTimeout

Background, Issue Context, & Brief Summary
Solutions Discussed
Proposed Solution
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RDS AutoDisconnectTimeout

Background, Issue Context, & Brief Summary
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RDS AutoDisconnectTimeout

Solutions Discussed
 Retaining encryption keys after session destruction
 No idle session disconnects when connection shared between 

multiple sessions
 Including MessageID within the SMB_TRANSFORM_HEADER
 Notification from server to client like oplock break notification to 

disconnect the server entry on the client
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RDS AutoDisconnectTimeout

Proposed Improvement
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Message ID on cancel request

When using AES-GMAC we require a nonce to calculate signature, and 
message ID is included in the nonce. When sending a cancel request to 
an async packet, we used to send 0 as the message ID, which violated 
the nonce's requirement that it should never repeat itself.
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Live-lock With Memory-Mapped Section Creation In 
SMB Redirector

 Issue Context & Brief Summary
Background Of Memory-Mapped Files
Detailed Overview Of Issue
Solution
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Live-lock
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Client1 opens file with shared read & write permissions
 Obtains RWH oplock
 Assume empty file to work with

Live-lock
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Client1 sets end of file (EOF1) to e.g., 196,608 bytes.

Live-lock
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Client1 creates the following:
Memory-mapped section1

View1 with few dirty pages e.g., 16,384 bytes

Live-lock
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 Overview of Issue
 Client2 does the following:
 Open same file with shared 

read and write permissions.
 Set the EOF = 0 (call this EOF2)

 Oplock for Client1 eventually 
downgrades from RWH 
None
 Dirty pages purged & flushed 

to down-level file system
 Data corruption occurs

Live-lock
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Client1 creates memory-
mapped section2
 Triggers live-lock

Live-lock
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NTFSEOF < Memory-Mapped 
Section #2EOF < RDREOF
 Example earlier shows e.g. 

 0 < 147,456 < 196,608
 When the above condition is 

true, the endless loop occurs:

Live-lock
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 Patching RDREOF to the incoming section’s EOF size
 Preventing data loss in certain scenarios

Live-lock
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Please take a moment to rate this session. 
Your feedback is important to us. 
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