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INTRODUCTION

Blockchain , Decentralized Storage &
Artificial Intelligence .

b
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Basics, Ethereum, Blockchain is decentralized, distributed and public digital ledger
Smart Contracts & which records transactions across many computers so that the
Web3.0 record cannot be altered retroactively without the alteration of all
subsequent blocks and the consensus of the network.
Blockchain could be the most significant development in the
storage and sharing of knowledge since the advent of the internet
itself.
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Blockchain Applications

Why use blockchain ? Blockchain in Energy

Blockchain revolution is posed to create the backbone of a Decentralized energy transfer and distribution are possible via
layer of the internet for transactions and interactions of value  micro transactions of data sent to blockchain validated and re-
are often called the “Internet of Value”. dispersed to the grid ,while securing payment to the submitter.
Blockchain in Legal Blockchain in Food

Smart Contracts stored on the blockchain track contract Using blockchain to store food supply chain data offers
partners ,terms, transfer of ownership, and delivery of enhanced traceability of predict origin ,batching , processing,
goods/services without legal intervention. expiration, storage temperatures and shipping .

Blockchain in Supply Chain Blockchain in Retail

By utilizing a distributed ledger, companies within a supply Secure P2P market place can track P2P retail transactions, with

chain gain transparency in to shipment tracking ,deliveries, and product information, shipment, and bills of loading input on the

progress among other suppliers where no inherent trust exists. block chain, and paying via Bitcain.

Blockchain in Healthcare

Electronic medical records stored in a blockchain ,accessed, and
updated via bio metrics ,allow for the democratization of
patient data and alleviate the burden of transferring records
among providers.

Blockchain in Government

Blockchain offers promise as a technology to store personal
identity information, criminal backgrounds, and “e-citizenship.”
authored by biometrics .
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Blockchain History & Evolution

Blockchain is created by Satoshi Nakamoto in 2008 to serve as the public

distributed ledger for bitcoin cryptocurrency transactions.
 Automation, enterprise resource

planning, and integration of
different execution systems are

the key features of Industries.
* Industrial revolution demands the
| highest degree of trust and
| privacy, Blockchain comes here for

the rescue.

Blockchain 1.0 Blockchain 2.0 Blockchain 3.0 Blockchain 4.0
Currency Smart Contracts DApps In the industry * Blockchain is useful in Financial
transactions, Supply chain
management, condition-based
payments, loT data collection,
health management, and asset
management.
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Blockchain

Decentralization, Immutability, Transparency ..!
Greater trust, Greater security, More efficiencies ..!

Blockchain could be the most significant development in the storage
and sharing of knowledge since the advent of the internet itself.

Blockchain Technology : Cryptography + Proof of Work + Decentralized networks
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Distributed Ledger, Mining

Trusted
third party
an S — $10
;= .
o
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Person 1 Person 2

Bitcoin is digital currency
Blockchain is the technology
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Open, public, distributed Ledger
Miners are special nodes which can hold ledgers
Miners compete each other for validating new transaction
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Blocks

Components of blockchain network

1. Node — Full Node and Partial Node

2. Ledger - Public, Distributed & Decentralized Ledger
3. Wallet — Hot wallet & Cold wallet

4. Nonce

5. Hash

First hash hask{0) Hash(1)

. : 2
) ) N VO
Nonoe Nonce Nonce BLOCKS

BlockHead T — BlockHead =— BlockHead T I— / | \

Hash{data) Hashi(data) Hashidata) Previous Hash 5 Previous Hash g Previous Hash
.'I Transactions Transactions Transactions

.:’0 2 "'\\'1 - _; '
» ; 5 Proof of Work Proof of Work Proof of Work
L'\
| 2 3 ! | |
‘\\ 5HA 256 S 258 SHA 258
Bo Bl Bz 5 1 DO0000000000001 011
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Teo 1010 1Mo 1010

‘Nonce’ -> "number used once" or "number once" is a cryptographic nonce.
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| Public-Key Cryptography

Public key cryptography uses
1. A set of public keys visible to anyone and
2. A set of private keys visible only to the owner

The private key generates a “digital signature” for each blockchain transaction that a user
sends out.

The signature ensures authenticity by
1. Confirming that the transaction is coming from the user and
2. Preventing the transaction from being altered by anyone once it has been issued.

Changing the transaction message in any way will cause verification to fail.

Public-key cryptography helps us authenticate users in a peer-to-peer system.
To ensure no double spending, we need to validate who has what.

STORAGE DEVELOPER CONFERENCE
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Merkle Tree

Top Hash

Hash 0
hash( Hash 1 )

Hash Hash
0 1
hash( (2307 ) hash( 317 )
Hash Hash Hash Hash
0-0 0-1 1-0 1-1
hash(L1) hashiL2) hash(L3) hash(L4)
: ' Data
L1 |2 |3 L4 Blocks

An example of a binary hash tree. Hashes 0-0 and 0-1 are the hash values of data blocks L1 and L2, respectively, and hash O is
the hash of the concatenation of hashes 0-0 and 0-1.
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Blockchain ..

4 Block 10 R 4 Block 11 R 4 Block 12 A
Prev_Hash Timestamp Prev_Hash Timestamp Prev_Hash Timestamp
— 7
Tx_Root Nonce Tx_Root Nonce Tx_Root Nonce
\a ~/ \Z K 2N\ ~/
yd AN
Hash01 Hash23

Z 1t N

HashO Hash1 Hash2 Hash3

1 1 | t

TxO Tx1 Tx2 Tx3

A block is a bundle of records. For example, a Bitcoin block contains all the Bitcoin transactions that take place in a
10-minute interval (Tx_Root in the above diagram); the record for each transaction contains the sender, the
recipient, the amount of Bitcoins transferred, and the time. The timestamp records when the block is created

Source: https://en.wikipedia.org/wiki/Blockchain
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Consensus , Mining, Minting

“Consensus System” — which allows us to preserve a digitally shared truth.

Consensus protocol makes sure that every new block that is added to the
Blockchain is the one and only version of the truth that is agreed upon by all
the nodes in the Blockchain.

Mining in an activity that involves recording and confirming the legitimacy
of transactions on the blockchain. Proof of work (PoW)

Minting - Creating new crypto coins using a proof-of-stake (PoS) consensus
algorithm.

Public-key cryptography helps to authenticate users in a peer-to-peer
system.

Consensus Mechanisms

1.Proof of Work (PoW)
2.Practical Byzantine Fault
Tolerance (PBFT)

3.Proof of Burn (PoB)
4.Proof of Capacity
5.Proof of Elapsed Time
6.Proof of Activity

7.Proof of Weight

8.Proof of Importance
9.Leased Proof of Stake.

15| ©2022 Storage Networking Industry Association. All Rights Reserved - Mohamed Ashraf Kottilungal , MSys Technologies. Chennai

STORAGE DEVELOPER CONFERENCE

=SD¢




S~

Erypto currency - Proof of Ownership - NFT

Non-Fungible Token (NFT)
Non-fungible tokens (NFTs) are cryptographic assets on a

+ Non Fungible « Show it off * Proof of ownership blockchain with unique identification codes and metadata
« Indivisible * Artgalleries - Dencentraland (digital land) that distinguish them from each other.

*Transferrable  * Digital frame  + Online games (rare items) NFT cannot be traded or exchanged at equivalency. This

* Fraud proof * Physical print  + Domain names differs from fungible tokens like cryptocurrencies, which

* Programmable  + Online galleries - Collateral in DeFi (eg. NFTfi) are identical to each other and, therefore, can serve as a
medium for commercial transactions.

*NFTs are unique cryptographic tokens that exist on a

blockchain and cannot be replicated.

*NFTs can represent real-world items like artwork and real
estate. "Tokenizing" these real-world tangible assets makes

Provide a name buying, selling, and trading them more efficient while

bl s reducing the probability of fraud.

NFT marketplace :(ﬂzd:ﬁ“t *NFTs can also function to represent individuals' identities,

parameters property rights, and more.

*Collectors have sought NFTs as their value initially

soared,but has since moderated.

Open a crypto
wallet and Upload the 3
connectit to the digital file to the specifythe NFT minted!

marketplace
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Features of Blockchain

Data Stored is
Open Ledger
. Immutable . pe ge
. Transparency . |nf:reosed .copoc:ty
with security

. Quick Settlement . Consensus

Decentralization

Minting

Privacy and
Security
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Types of Blockchain

Public blockchains are public, and anyone can join them
and validate transactions.

Private blockchains are restricted and usually limited to
business networks. A single entity, or consortium, controls
membership.

Permissionless blockchains have no restrictions on
processors.

|% A Permissioned blockchains are limited to a select set of
' users who are granted identities using certificates.

e
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Blockchain Market

The blockchain market size is rising globally at a CAGR of 56.3% during the
forecast period 2022 to 2029. The market is projected to grow from USD 7.18
billion in 2022 to USD 163.83 billion by 2029.

Global Blockchain Technology Market BEvE
200 share, by end use, 2021 (%) GRAND VIEW RESEARCH
2017 162.84
- 0.98
$5.92B
E 94.89 Global Market Size,
3 2021
- 55.54
3269
25 19.36
oes 157 255 419 892 L @ Financial Services Government Healthcare Media & Entertainment Source:

@ Retail @ Transportation & Logistics @ Travel @ Others wuww.grandviewresearch.com
2017 2018 2019%  2020%  2021%  2022%  2023*  2024%  2025¢  2026%  2027* A LT (S
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Consortium Blockchain

Privacy
\ of data

Characteristics
of Consortium
Blockchain

More
controllable

A consortium blockchain is a type of semi-decentralized network in which members are not granted
to a single entity. Instead it is granted to a group of individuals or 'nodes'. It offers network security

that public chains don’t.

Partially
decentralized

/

4

Faster
transaction
speed
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Types of Blockchain Technologies

Public

{(permissionless)

+ Independence
ADVANTAGES + Transparency
+ Trust

- Performance
DISADVANTAGES - Scalability
- Security

Cryptocurrency
Document validation

Private

(permissioned)

i Access control
+ Performance

- Trust

- Auditability

Supply chain
Asset ownership

Hybrid

+ Access control
+ Performance
- Scalability

- Transparency
~ Upgrading

Medical records

Real estate

Consortium

+ Access control

Scalability

+ Security

- Transparency

Banking
Research
Supply chain
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DApps

Decentralized application (DApps) runs on P2P n/w based on blockchain
-resistant to attacks and have high fault tolerance , Tokenized ownership and Identity management.

Normal application (App)
e ilem,
\,0ata Center «
\,

7
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Bitcoin Network Interactions

Nodnl:odmhm There s 20 siagle

'ML ! blockchain, Each node
Stores its own Copy.
Al nodes do their
best 1o stay in sync.

N/

Nodes share new
e blocks and
1 transactons with
@ -
N Node Node
r &
B ey o
blocks and feed them to
nodes, who validate them.
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Ethereum - Infrastructure of DApps

Ethereum is a decentralized, open-source blockchain with smart contract functionality. Ether is the
native cryptocurrency of the platform.

Among cryptocurrencies, Ether is second only to Bitcoin in market capitalization. Ethereum was
conceived in 2013 by programmer Vitalik Butlerin.

Ethereum makes building decentralized applications easier than ever. Instead of needing to launch a
new block chain for every dapp, you can build thousands of applications on top of Ethereum’s platform.

; WiuR ' | hains
Decentralized Networks Blockcha

© Immutable § (o £ Trustless

© Tamper Proof : & Global

© Secure o« el £ Permanent
With no central pont of faildure and . v [ very block of information is stored
':‘,‘.(T",I"’. _h:,,(':,: :;,.':_,,1;"!"' . &l across the network, leading to 2
'.:.: ,;.'. tra ;L,' ) ‘, ,.l.,“ , workd-wide environment where
>y 1 21 i SN0 MM AL .

& 5 n the inow
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A full node is a program that fully

S Mad rt CO nt e Cts validates transactions and blocks

All full nodes are smart contract wallets

Full Nodes — Geth, Mist, Parity

an event oz e Partial blockchain copy
| 3 .
* Low memory requirements
« 3 party reliance
e Easier to operate
SMART CONTRACTS FEES & GAS  Ethereum VS Bitcoin P
*Hour of labor*
Self Executin g to run a contract
THE DAO
Letter Strict v “Ethereum connects
Immutable ";“dcb:do‘f’"g::' people directly
Difficult to Secure Decentralized Decentrazlied through a powerful

super computer payment system decentralzied super

Predefined for computer®
each action
Contracts Value . - ETHEREUM FEES
:'_:’. = Tias Gas used * Gas bid

_ Hours of labor * Wage per hour
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Tokenization of Assets

Asset tokenization is the process by which an issuer creates digital tokens on a distributed ledger or
blockchain, which represent either digital or physical assets.

Benefits of tokenization increased liquidity, faster settlement, lower costs and bolstered risk management.
From exotic assets like artwork, sports teams and racehorses to traditional assets like bonds, real estate,
venture capital funds and commodities, almost every asset class can be tokenized.

Blockchain

Ownership
Certificate

L | =

Asset-backed Fungible and
Non-Fungible Tokens

E_

Web/App Platform

Copper Ore
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Web 3.0

Decentralized, Private
and Secure

dbd‘o@
=l ¢

Q,
Informative and Z &
Interactive

Web 1.0 Web 2.0

Web 3.0
User Centric

Web 2.0
Information
Centric

Application Complexity

1990 2000 2020

The Evolution of the Web, source: hackernc S -t jll-be-powered-by-blockchain-technology-

stack-626¢ce3f828c7

STORAGE DEVELOPER CONFERENCE

=SD
27 | ©2022 Storage Networking Industry Association. All Rights Reserved - Mohamed Ashraf Kottilungal , MSys Technologies. Chennai g 22



Blockchain Scalability: Execution, Storage, and Consensus

Scalability

Cryptographic Decentralized
Cryptography Truth Consensus

1011a81
91189881
1e1a11a
110a14a1

Detarministic
Computing

Blockchain
Trilemma

Security

the amount of resources required
to corrupt network consensus

chain.link
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the number of computations the
network can process per secaond

Decentralization

the number of full nodes
participating in the network
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Decentralized
Storage

ipfs,filecoin,sia,storj
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Data is encrypted and stored across multiple locations, or nodes.
Individuals or organizations that share their extra disk space for a
fee. Only the data's owner holds the private encryption key; storage
providers cannot access the data. They use blockchain to track
storage transactions .
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Decentralized Storage

TRADITIONAL SHARED STORAGE

SHARED
STORAGE

00000

CLIENTS

Source: GigaOm 2021

DECENTRALIZED STORAGE

STORAGE

PROVIDER

ST[IHME
PROVIDER

STORABE
STORAGE
PROVIDER PROVIDER
Net
Managemem
STORAGE s*mnnss Services
O PROVIDER
PHB'.I'I!JEH

(NMS)

CLIENTS

o Client asks NMS where to put/get data. o Temporary connection to move data
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Arweave

BitTorrent

Filecoin

Safe
Network

Storl/
Tardigrade

BLOCKCHAIN

No

Yes

No

Yes

CRYPTOCURRENCY

Arweave
(AR)

BitTorrent
Token
(BTT)

Filecoin
(FIL)

Safecoin
(MAID)

Slacoin
(5C)

Storj
(STORY)
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Decentralized Storage ..

*A storage solution cheaper than cloud storage

*To safely store sensitive information

*Faster upload and download speeds (depends on nodes)
*More security from cyber attackers

*24*7 availability with zero downtime .
*More control over your data and personal information \ \

. . @ > @ ® @
Factors to consider for Decentralized storage Upload Mot spiit Distribute

*Persistence mechanism / incentive structure
eData retention enforcement
*Decentrality

.

*Consensus
*Ethereum itself can be used as a decentralized storage . G o &)
system, and it is when it comes to code storage in all the Assemble File Decrypt Data Reconstitute Segments  Identify Nodes

smart contracts.

*Ethereum was not designed for large storage. The chain is
steadily growing to TB ranges and lacks feasibility .

*The cost of deploying this much data to Mainnet would be
prohibitively expensive due to gas fees. So we may need a
different chain or methodology to store large amounts of

STORAGE DEVELOPER CONFERENCE
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Decentralized Storage ..

= Storing of files in a big
datacenter vulnerability
to outages and attacks. @

= Storing on thousands of
distributed Nodes all
across the globe and
users use it like AWS S3 @
storage.

= Example . & E :-.
\ 1=}

ko Encrypt & Upload Pieces - Ongoing Audit | | Retrieve Piece | | Stream Data Decode &
Optimal Erasure Code tiNiodes Metadata on & Repair Location in Paraliel -
Nodes Object Satellite

SO u rce : Sto rj/ta rd igra d e . io STORAGE DEVELOPER CONFERENCE
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Filecoin

Filecoin is a block-chain based digital storage system

Filecoin builds on Inter Planetary File System (IPFS) and relies on Storage miner 8¢
miners to provide storage on a decentralized network. @ e
By utilizing a peer-to-peer storage system instead of cloud storage T @
platform, data is protected from a central point of failure, rising / 3. The network constanty
storage costs and monitoring. O i o v
Users pay cryptocurrency FIL to store their files. o oo Tf \

4. User pays miner
“Miners," or storage nodes, earn FIL to store the files. \ oo b i e b agan \ |
Filecoin is a peer-to-peer network that stores files, with built-in tostore theirfile
economic incentives to ensure files are stored reliably over time. User device e

Addresses some of the limitations of using HTTP for distributed
storage.

Source: filecoin.io
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IPFS

The InterPlanetary File System (IPFS) is a peer-to-peer
“decentralized cloud and file system for the blockchain
environment”,

Although the protocol doesn’t use blockchain technology
directly, IPFS can host, manage, and share data suitable for
storing on a blockchain.

Storage

When we add content to IPFS network , the data is split in to
chunks of 256Kb,each chunk will have its own hash, the chunks
are then distributed to various nodes or network.

Retrieval

On IPFS network file is being identified by its hash, once user
requests a file ,the request traverses to nodes where the hash
is existing using DHT. If the data points to other chunks ,even
they are searched in the same way , once all chunks are
obtained ,all of them are simply concatenated to obtain the
main object.

1. Put the file in

IPFS Smart contract

III
i

‘ I||

s E 2. IPFS returns a file
@
5 ‘E hash ‘ /ZM
&35 ,
€ < -
¥
n -
g - g 3. Query the smart contract for the public key of worker
= ’% Owner
S €
8 &
w
' Share 1 /.
Share 2
QmVm....r581Vz 1 .
'impw' - 5. Store the encrypted
"‘”‘"'on shares on blockchain
Share n

4. Split the file into n shares and randomly choose keys for
encryption

STORAGE DEVELOPER CONFERENCE

=SD
34 | ©2022 Storage Networking Industry Association. All Rights Reserved - Mohamed Ashraf Kottilungal , MSys Technologies. Chennai g 22



35 | ©2022 Storage Networking Industry Association. All Rights Reserved - Mohamed Ashraf Kottilungal , MSys Technologies. Chennai

Storj

Storj is a decentralized storage system where users rent
redundant drive space and earn tokens.
Every file is encrypted, split into pieces, and stored on a global

network of nodes, making less possibilities to data breaches and
downtime .

Storing data on infrastructure composed of a network of
thousands of storage nodes operated in a zero-trust environment.

Delegated authority to create access grants to protect against
Ransomware type attacks.

Before uploading a file to the network, Storj encrypts files
using AES-256-GCM symmetric encryption and then breaks
them down into 80 pieces, all spread across diverse
geographies and ISPs. Doing so ensures that no
unauthorized user gets access to your data. Retrieving a
file, however, requires only 29 pieces.

SATELLITES ".

/

CUSTOMER
APPLICATION

@ -

STORAGE
NODES

= 2 request

| E!WT!

$tm] bndgs L -”j."":"m
(apistoriio)~"__—~" /|| \
| (SHARD | [ i ; }/ k'\_
[ ﬂ 1) encrypt . J j() E‘rmer / \
- o Q \
renter 3) upload r{f " / |
f. farmer /-J
\ = \;_/

I‘|
\ rm }
‘xf SN’

SHARDING PROCESS
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= Sia is an open-source cloud storage company that utilizes file
sharding to store data. It works on the proof-of-storage (PoS) - . .
mechanism where verifiers issue challenges to renters to prove Sla Is an open Providers put up

that they are indeed storing the data. marketplace for " 2 collateral, while storage
= Sia miners can monetize their extra unused storage space and decentralized : e providers are penalised

storage space. p | for non-performance.

earn rewards in the form of Siacoin (SC)—the native utility token
of the Sia platform.

= |n contrast to Storj, the supply of siacoins is not fixed and can be
minted indefinitely. Siafunds are the other component of Sia’s

unique two-coin system that incentivizes the investors of the Sia : , : :
netevork. ! Hosts are rated by b o Storage providers are

= Sia is currently one of the top decentralized data storage [l r.eliabilityand # paid onlywhentheir
platforms. The Sia blockchain offers simple and easy-to-use equipment costs storage Is used.
cloud storage in addition to content sharing facilities. .

= Sia allows anyone with spare hard drive space to earn a passive
income with crypto using the Sia platform.

= Siacoin (SC) is the native cryptocurrency for the Sia blockchain Jaipas
platform. Siacoin serves as a way for customers to pay hosts for by cryptographic file contract
renting storage space.

= The Sia project is meant to create a distributed, decentralized
network for cloud data storage.

Each storage provider is bound

STORAGE DEVELOPER CONFERENCE
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Artificial Intelligence
Al,ML,DL and FL

Ability of machine to imitate human

Artificial Intelligence —————* intelligence

Machine Learning =% Algorithms to incorporate intelligence into

machine by automatically learning from

data

Algorithms that mimics human brain to

incorporate intelligence into machine

STORAGE DEVELOPER CONFERENCE
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What is AI?

The power of a machine to copy intelligent human behavior

KEY COMPONENTS OF Al
Machine Deep
Learning Learning

:"leTIxfo '

Cognitive ' ~ ' Neural
Computing o Al = . Network
: \ TS /4 ‘
Comgu_ter Natural Language
Vision Processing (NLP)

ARTIFICIAL INTELLIGENCE

A program that can reason, sense, act as well as adapt

MACHINE LEARNING

Algorithms where the performance improves as they are
exposed to more and more data over a period of time

DEEP LEARNING

This is the subset of machine learning where multi-layered
neural networks learn from vast
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EXAMPLES..

Human vision Vs Computer vision Robotics

Industrial Robots Mobile Robots
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Al Market

i ARTIFICIAL INTELLIGENCE MARKET SIZE, 2021 T0 2030 (USD BILLION)

$1,691.03

$1,147.93

$828.97
$588.17

$433.46

$313.86
$227.46

$ 164.99

$119.78
$87.04 P

Dol 2022 W 2023 W 2024 W 2025 2026 W 2027 2028 2029 W 2030 |

USS 87.04 billion in 2021 and it is expected to hit USS 1,597.1 billion by 2030
with a registered CAGR of 38.1% from 2022 to 2030.
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Artificial Intelligence..

Main Characteristics of Al  Top Common Challenges in Al
*Feature Engineering. *Computing Power. The amount of power these
*Artificial Neural Networks. power-hungry algorithms use is a factor keeping
*Deep Learning. most developers away.
*Natural language processing. *Trust Deficit.
Intelligent Robotics. *Limited Knowledge
*Perception. *Human-level.
*Automate Simple and Repetitive Tasks. *Data Privacy and Security.
*Data Ingestion. *The Bias Problem.

*Data Scarcity.
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Centralized Machine Learning

Centralized machine learning is all about creating an algorithm using
‘training data’ — sample data, to identify patterns and trends in it.
The machine then uses the algorithms to ‘learn’ such patterns and
identify them in bigger chunks of data similar to sample data.

Rules ——p Classical =3 Answers
Date Programming

Data w3
Answers ——p| learning
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IVIL and DL

Machine Learning

Gin — i 5535

Input Feature extraction Classification Output

Deep Learning

G - S

Input Feature extraction + Classification Output

source : semiengineering.com
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Federated Learning

local p \ . \
updates, - v model \ : ~ updates

l | o) next-word prediction = I I
local data " ‘ local data
Performance and scalability Security Decentralized computation
& trust

Federated learning (Collaborative learning) is a
machine leaning technique.

e That trains an algorithm across multiple
decentralized edge devices or servers holding
local data samples, without exchanging them.

* Enables multiple actors to build a common,
robust machine learning model without sharding
data.

e Allows to address critical issues such as data
privacy, data security, data access rights and
access to heterogeneous data.

e Its applications are spread over a number of
industries including defense telecommunications,
loT, and pharmaceutics.

* Federated Learning for the task of next word
prediction on mobile phones . Devices
communicate with a central server periodically to
learn a global model . FL helps to preserve user
privacy and reduce strain on the network by
keeping data localized
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Federated Learning..

Can data live at the edge?

Data processing is moving on device
¢ Improved latency

e Works offine

e Better battery life

-

Privacy advantages

E.g.. on-device inference for mobile
keyboards and cameras

In ML world, the approach to

Federated learning is a machine leamning setting where model training is centralized.

muiltiple entities (clients) collaborate in solving a machine

learming problem, under the coordination of a central server Centralized training requires
or service provider. Each client’'s raw data is stored locally

and not exchanged or transferred; instead, focused updates data to be stored at a central
intended for immediate aggregation are used to achieve the Iocation or a data server,

leamning objectlive.

thereby limiting access and also

raising security concerns.

Cross-device federated learning . Example federated computation
> i tem
. perature
- : sensor readings---..§ federateq broadcast
f (aninput) \
e
1 B --temperature
federated s : threshold
ot : ; (an input)
federated
traning -l p
model deployment
development @ .

B
g ~ees
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Federated Learning ..

local data local data
local local
m", '\Um

Hospitall . , o N Hospital2 Hospital data, personal
,/new global  jearnt model: data, fog and edge data are

’

huge, and sending to cloud

s

personal heaithcare
’,' is hard. Federated Learning
+
Hospital3 m I % E helps here.
local data

local data

Federated learning — Personal healthcare via learning over heterogeneous electronic medical records

distributed across multiple hospitals.
Federated learning allows individual hospitals to benefit from the rich datasets of multiple non-affiliated

hospitals without centralizing the data in one place.
Overcomes critical issues such as data privacy, data security, data access rights, and access to
heterogeneous data.
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Challenges in Federated Learning

e Efficient Communication across the federated network.

* Managing heterogeneous systems in the same networks.

e Statistical heterogeneity of data in federated networks.
* Privacy concerns and privacy-preserving methods.
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FL Applications/Usecases

* Edge computing

* Health care

* Internet of Things

* Internet of Vehicles
 Anomaly detection

* Smart city

* Financial fraud identification
e Visual object detection

*  Fog computing

* It can be seen that FL is prominent in industrial applications for privacy-sensitive data and the processing of non-IID data.

* Conventional machine learning (ML) needs centralized training data to be present on a given machine or datacenter.. This is expected to
remove barriers in a range of sectors including healthcare, finance, security, logistics, governance, operations, and manufacturing.

* The healthcare, finance, and other institutions where data sharing is prohibited require an approach for training ML models in secured
architecture.

* Recently, techniques such as federated learning (FL), MIT Media Lab's Split Neural networks, blockchain, aim to address privacy and
regulation of data.

There are differences between the design principles of FL and the requirements of Institutions like healthcare, finance, etc., which needs

blockchain-orchestrated FL having the following features: clients with their local data can define access policies to their data and define how

updated weights are to be encrypted between the workers and the aggregator using blockchain technology and also prepares audit trail logs

undertaken within network and it keeps actual list of participants hidden.
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Al and Blockchain UseCases

Blockchain —Decentralized infrastructure, Immutability of data and transparency of network,
Al — Predictive Analytics and Decision making,
loT — network of connected devices with sensors

UseCases

1)
2)

3)
4)

5)
6)
7)

8)
9)

Smart city Infrastructure -Combination of Al and Blockchain technologies to improve logistics tracking, real-time failure
detection and data and device authentication.

Fake document detection - Scanning of or fake articles, references, websites, social media pages and even memes to
ensure that content is truthful and credible

Authenticity of Artworks - Artificial intelligence and blockchain to certify and verify works of art in real-time.
Cybersecurity and maintaining blocks - blockchain acts as a cybersecurity tool for digital ledgers and using Al to
control the process of building and maintaining the blockchains

reward-based data sharing marketplace - encourage users to share their data, enables data purchasers in the
advertising, education, entertainment and pharmaceutical industries to access a larger data pool.

Combining Ai and blockchain to create a platform for intelligent AR and VR avatars. The combination of Al, blockchain
and VR helps to create more personal and social experiences in a virtual world.

Al-powered data exchange platform, real-time mapping tool, an insights dashboard and blockchain for autonomous
vehicle can quickly absorb, interpret and safely store data

Using Al to give healthcare professionals blockchain-based access to medical intelligence and insights.

Union of Al and loT include predictive analytics for manufacturers, remote patient monitoring for healthcare workers

10) Integration of Edge computing (loT), Blockchain, Al for distributed security mechanism, payment solutions.
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Demo & Discussion
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DEMO - Smart Contracts Life Cycle - Solidity

Solidity
Code

Solidity code is compiled to a bytecode and is deployed

to the network of nodes.

Deployed code can be interacted by calling functions

using the contracts address.
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0x45d3....

Create and Deploy your Smart Contract using Hardhat
Step 1: Connect to the Ethereumn network

Step 2: Create your app (and AP key)

Step 3: Create an Ethereumn account (address)

Step 4: Add ether from a Faucet

Step 5 Check your Balance

Step & Initialize our project

Step T: Download Hardhat

Step & Create a Hardhat project

Step 9 Add project folders

Step 11: Connect Metamask & Alchemy to your project
Step 12: Install Ethers,js

Step 13: Update hardhat.config.js

Step 14: Compile our contract

Step 15: Write our deploy script

Step 16: Deploy our contract

Alchemy —dev smart contract to local
dev to block chain, api

Metamask — virtual wallet to interact
with ethreum blockhain.

Metamask is virtual identity in
Blockchain world.

Hardhat to test deploy scripts that talk
to Alchemy.

Verify in Etherscan.

Request for Ropsetn testnet Ether.
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Artificial Intelligence LSTM & Transformers.

A
vemoy _ (@) o N .c
g N . “ ¥ |
X + I >
4 tanh Fn;?:t Inapt:t Candidate Dutput
I gF gl memory gate
” - | e 1 e C. | tanh o @
,_’ | I_’ Hidden sste r 1 Ji Ji 1 .
—1
0 g tanh o - | 4

J Input X,

FC layer with Elementwise I
g activation fuction operator Copy _I'_b Concatenate
Long short-term memory (LSTM) is an artificial The transformer neural network is a novel architecture
neural network used in the fields of artificial that aims to solve sequence-to-sequence tasks while
intelligence and deep learning. handling long-range dependencies with ease.

Both LSTMs and Transformers are great at modeling sequential information. Hence, they can also be applied to
Time Series Forecasting cases
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Al & Blockchain The Emerging Duets
Q&A
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Please take a moment to rate this session.

Your feedback is important to us.

mkottilungal@msystechnologies.com
linkedin.com/in/helloashar

STORAGE DEVELOPER CONFERENCE
=SDCG
56 | ©2022 Storage Networking Industry Association. All Rights Reserved - Mohamed Ashraf Kottilungal , MSys Technologies. Chennai gy



Appendix

STORAGE DEVELOPER CONFERENCE

v‘ D 22
57 | ©2022 Storage Networking Industry Association. All Rights Reserved - Mohamed Ashraf Kottilungal , MSys Technologies. Chennai .



Abstract

Al & Blockchain - The Emerging Duets

Abstract

In this session | will start with identifying the current problems in Artificial Intelligence as data exists in most industries/edge in the form of isolated pockets with
privacy constraints for sharing the data for training an Al model. While transferring data from edge storage to a centralized cloud for training -many problems arise.
Performance issues, cost and security or regulatory compliance are some of them. I'll then walk through detailed features of federated learning combined with
Blockchain to solve the above mentioned problems . Next I'll explain the advantages of modern consortium blockchains which require decentralized data storage for
validating transactions securely with examples of some of the decentralized data storage platforms across a global P2P network and some of the inherent problems
related to storage size and distribution.l will explain the idea of combining Al and Blockchain for mutually benefiting solutions and how they overcome challenges in
each - block chain to use for consensus and decision making in Al as well as Al for optimizing storage and overcoming challenges in Blockchain - with a careful
grouping of storage/transactions . I'll also showcase some of the use cases with merits of the above approach to future digitization and automation - performance
and security challenges.

Learning Objectives

» Learn Blockchain features of decentralization, immutability, and transparency

» Federated learning techniques in Al/DL and challenges

» Show features of decentralized storage ipfs, ,/FileCoin, Sia,Storj, and discuss issues

» Discuss Mutual benefits of combining Al and Blockchain with some of the use cases
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MSYSTECHNOLOGIES
SERVICE PORTFOLIO

CLOUD-FIRST
DATACENTER
TRANSFORMATION

DATACENTER ISV
TECHNOLOGIES SERVICES

 Storage/SDS
Engineering

* Networking/SDN

* Virtualization
Ecosystem Integration

* End-to-end Product
Engineering

* Architectural Services

* Microservices and
Containerization

* Product Sustenance

* Testing and QA
Automation

* Technical Support
Services

OUTSOURCING PARTNERSTO —

Hewlett Packard

Enterprise

A :
':‘2 CHEF

KEY ALLIANCES —

CLOUD NATIVE

COMPUTING FOUNDATION

TRANSFORMATIO
N SERVICES

* Cloud Computing and
Migration

* Site Reliability (SRE)

* CI/CD, DevOps

_ _Naig
uaramazon
AP webservices

DIGITAL
SERVICES

* MSys Design Studio
(UX/UI)

* Digital Transformation

* SaaS-ifying
Application

* Data Science

* Big Data Analytics

* AL/ML, Cognitive
Services
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ENTERPRISE
SOLUTIONS

* Enterprise Mobility

* FinTech and Loyalty

* Sales/Engineering
Enablement

* Contingent Hiring
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