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SNIA Legal Notice

 The material contained in this tutorial is copyrighted by the SNIA unless otherwise noted.  
 Member companies and individual members may use this material in presentations and literature 

under the following conditions:
 Any slide or slides used must be reproduced in their entirety without modification
 The SNIA must be acknowledged as the source of any material used in the body of any document containin material from 

these presentations.
 This presentation is a project of the SNIA.
 Neither the author nor the presenter is an attorney and nothing in this presentation is intended to be 

or should be construed as legal advice or an opinion of counsel. If you need legal advice or a legal 
opinion, please contact your attorney.

 The information presented herein represents the author's personal opinion and current understanding 
of the relevant issues involved. The author, the presenter, and the SNIA do not assume any 
responsibility or liability for damages arising out of any reliance on or use of this information.

NO WARRANTIES, EXPRESS OR IMPLIED. USE AT YOUR OWN RISK.
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Zero Trust: Defined

 Zero Trust is:

 A collection of security methodologies that work together to enforce access

 With the view that your network has already been compromised

 Using contextual information from:
 Identity
 Security
 IT Infrastructure
 Risk and Analytics tools

 Enabling dynamic/continuous/granular enforcement of security policies
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Zero Trust: History
2003/2004 .. 2009 .. 2014 .. 2017 2018 2019 2020 2021

Google’s BeyondCorp

The Forrester Wave™:
Zero Trust eXtended (ZTX)

Gartner’s 2017 CARTA framework

Forrester - Zero Trust Research by Jon Kindervag

Jericho Forum - ”Outside is the new inside”
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Zero Trust: Characteristics

 Zero Trust includes the following characteristics:

 Consistent security strategy of users accessing data that resides in any form – from anywhere

 Assumes a “never trust and always verify” stance for data access and/or services

 Continuous authorization regardless of the originating request location

 Increased visibility and analytics across the entire network
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Zero Trust: Assertions

 Zero Trust includes the following assertions:

 The network is always assumed to be hostile

 External & internal threats exist in the environment at all times

 Network locality is not sufficient for deciding trust

 Every device, user, network, application, & data flow is authenticated and 
authorized

 Policies must be dynamic & calculated from as many data sources as possible
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Zero Trust Assumes Compromise

 So, compartmentalization is necessary
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Complete Compartmentalization is not very Useful

 So, Zero Trust applies compartment-specific policies, continuously

Least Privilege Requires knowing all “subjects”
Least Functionality Requires knowing all “objects”
Least Accessibility (crypt)      Requires knowing access needs
Least Exposure (posture)       Requires assessing device/service/platform integrity 
Coherence (peer, temporal) Requires knowing intended, expected and observed behavior, at that specific time
…
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What Zero Trust Means Now

Achieving Zero Trust means:

Device Trust
Network Trust
Workload Trust
User\Identity Trust
Data Trust

• Not every product is designed 
to work together
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High-Level Zero Trust Implementation Architecture

Required Zero Trust Solution 
Telemetry

- Aligned on same Subject, Object 
and associated Transactions 
(Business; Not CVSS Risk)

Continuous Inline Zero Trust 
Enforcement

- Logically Adjacent to 
Resources (Objects)

- Authoritative Controls and 
Independent Verification

Resources

• Applications

• Services 

• Micro-services/Containers (NSA)

• (on Prem, Hosted, Cloud  and Edge)

Assets

• Servers, Desktops

• Laptops, Tablets, Phones

• IoT Devices

Subjects

• Users, Roles

• Service Accounts

• Identity Records

• …

Zero Trust Policy Statements 

(e.g. Open Policy Agent, …)
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Zero Trust – Why it Matters

 US Presidential Executive Order
 EO # 14028 (Date: May 12, 2021)

 Applies to companies doing business with the U.S. government

 Attempt to minimize any one failure from any given attack
 Supply Chain

 Developers 
 Insider threats

 May change developer process, as well as product changes

 There may be a need for confirming that the product you are developing is “zero-trust ready”
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How Zero Trust relates to Storage
 Compartmentalization – Controls can be implemented at the

 Drive level
 Firmware level

 Storage system level

 Server level (where the storage is consumed)

 The idea of “implicit trust” completely goes away
 Controlling access to Data is Critical

 Identification: Ensure users identify themselves

 Authentication: Ensure the users verify who they say they are

 Authorization: Ensure users are authorized to perform a given action on a specific resource 

 Access Control: Ensure users are only granted access for a given action on a specific resource
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How Zero Trust relates to Storage (Cont.)
 The specific “trust” policies are critical for how it relates to the Zero Trust Policy Engine(s)

 Real-time Policy Engine and Policy Enforcement Points (PEPs)

 Involves continuous monitoring
 Feedback loop, which is actively making decisions on access to resources

 With access limitations based on when, where, etc.

 Controlling access to Data and Storage Management Plane
 This changes dramatically based on data structure, e.g., block, file, object, etc.

 Where the Enforcement Point actions take place may impact I/O (core functionality)
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Typical IT Infrastructure (Example)
Cloud InfrastructureCorp Data Center

Internet

Tape 
Library

Tape 
Library

Servers Servers
Storage Storage

IP NetworkIP Network
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Same IT Infrastructure Utilizing Zero Trust (Example)

Policy Engine /
Policy Enforcement Point

Cloud InfrastructureCorp Data Center

IP Network

Internet

Tape 
Library

Tape 
Library

Storage
Servers Servers

Storage

IP Network

Policy Engine /
Policy Enforcement Point
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Zero Trust Reference Architectures (Examples)

 NIST SP 800-207 https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-207.pdf

 DOD Zero Trust Reference Architecture 
https://dodcio.defense.gov/Portals/0/Documents/Library/(U)ZT_RA_v1.1(U)_Mar21.pdf

 CISA Zero Trust Maturity Model https://www.cisa.gov/publication/zero-trust-maturity-model

 NSA Embracing a Zero Trust Security Model https://media.defense.gov/2021/Feb/25/2002588479/-1/-
1/0/CSI_EMBRACING_ZT_SECURITY_MODEL_UOO115131-21.PDF

 UK NCSC Zero Trust Architecture https://www.ncsc.gov.uk/blog-post/zero-trust-architecture-design-principles

 EU NIS2 Zero Trust (ENISA) https://www.europarl.europa.eu/RegData/etudes/BRIE/2021/689333/EPRS_BRI(2021)689333_EN.pdf

 White House (US) Executive Order 14028: “Improving the Nation’s Cybersecurity” 
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-207.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/(U)ZT_RA_v1.1(U)_Mar21.pdf
https://www.cisa.gov/publication/zero-trust-maturity-model
https://media.defense.gov/2021/Feb/25/2002588479/-1/-1/0/CSI_EMBRACING_ZT_SECURITY_MODEL_UOO115131-21.PDF
https://www.ncsc.gov.uk/blog-post/zero-trust-architecture-design-principles
https://www.europarl.europa.eu/RegData/etudes/BRIE/2021/689333/EPRS_BRI(2021)689333_EN.pdf
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/
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Zero Trust: Summary
 Zero Trust is a journey – not a destination

 There are multiple Zero Trust architectures, frameworks and guidance documents to 
help guide in the planning and implementation

 Phased approach is usually best when planning implementation

 At all stages of the application lifecycle, ensure that access is granted only on an 
allow-list basis—in other words, access is only granted if explicitly allowed

 Security vendor interoperability will be one of the keys to implementation success

 The various pieces needed implement zero trust for storage is not specified yet
 The current major focus is on the U.S. government 



18 | ©2022 Storage Networking Industry Association. All Rights Reserved. 

Please take a moment to rate this session.
Your feedback is important to us.

Thank You !
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