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Background

Windows Protocol Test Suites
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Background — Interoperability

= Open connections to Microsoft products
= Open protocols
* Open APIs
= Open Access
» Open Source Compatibility

= Support for standards
= Data portability
= Open engagement
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Background — Windows Protocols

Evaluates whether a protocol Do not cover every protocol

Implementation meets certain requirement, and do not certify

Interoperability requirements. an implementation, but can be a
useful indication of

* Originally developed for in- interoperability.

house testing of Microsoft
Open Specifications.

» Used to test/verify Windows
behavior.

* Also used to test 3rd-party

Implementations.
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Background — Test Suite Goals

= Open Source — https://github.com/microsoft/\WindowsProtocol TestSuites
= Cross platform
= Protocol features as tests

= Open spec docs — htips://docs.microsoft.com/en-us/openspecs/windows _protocols
= Multiple protocols — RDP, SMB2, ADFamily, etc
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https://github.com/microsoft/WindowsProtocolTestSuites
https://docs.microsoft.com/en-us/openspecs/windows_protocols

1. Open Specification defines messages,
sequences, behaviors

2. Develop protocol test suite (synthetic
client) according to Open Specification

3. Run against Windows to verify Open
. L Specification

Windows

e 4. Run against 3'-party implementation

to help identify & debug issues

5. Interoperability between partner’s
server and Windows client

Test Suite Fartner’s Server
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Architecture

Windows Protocol Test Suites
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Architecture — Design
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Protocol Test Framework

Windows

NET 7 SDK

Linux

Proto SDK

MacOS
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Architecture — Test Case Design

= Design

= Test cases <

= Architecture
= |nterfaces

If xxx server sends message A to xxx client,
the client MUST respond with message B.

If A is invalid, client MUST return error
essayer@anter

» Consider undetermined
partner implementation
= Implementation
= SDK
» Test cases
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Test Case 2:
1. :

2. ServerSend(/nvalid msgA);
3. Expect client respond msgC, and
. Assert (msgC.Satus == ERROR)

3z Connection

Test Case 1

1.

1 the ﬁle*me and

2. ServerSend(msgA);
Systen 3 Expect client respond msgB, and

. Assert (msgB.Field] == validi)

. :4'sserz‘ (msgB.FieldN == valiaN)

equal to "2.0.2" or "2.1" or

is FALSE, and

IsMultiChannelCapable
SMB2_SESSION_FLAG_BINDING bit is set in the Flags field of the request, the server
SHOULD<232> fail the session setup request with STATUS_REQUEST_NOT_ACCEPTED.
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Architecture — SUT Control

= SUT Remote Control Protocol

= Abstract control operations to SUT
= PowerShell
= Shell
* |nteractive
= Managed

= SUT Control Agent (Managed) runs on SUT
= C#
= Java
= C
= Python
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Usage

Windows Protocol Test Suites
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Usage — Direct execution

$ cd FileServer-TestSuite-ServerEP/Batch/
[ | dotnet teSt ; $ ./RunTestCasesByFilter.sh "Name~Timestamp_Zero"
Microsoft (R) Test Execution Command Line Tool Version 17.7.8-preview-23364-083+bc17bb9693cfcu778ded51aafab7
1065433989 (x64)
Copyright (c) Microsoft Corporation. All rights reserved.

Starting test execution, please wait...

= Cross platform
r I
A total of 9 test files matched the specified pattern.
[ ] Powe rShe” & Shell batCh No test matches the given testcase filter ‘Name~Timestamp_Zero' in /home/IOLab/FileServer-TestSuite-ServerE
P/Batch/./../Bin/Auth_ServerTestSuite.dll

No test matches the given testcase filter ‘Name~Timestamp_Zero' in /home/IOLab/FileServer-TestSuite-ServerE

| |
S C rl tS P/Batch/./../Bin/MS-DFSC_ServerTestSuite.dll
No test matches the given testcase filter ‘Name~Timestamp_Zero' in /home/IOLab/FileServer-TestSuite-ServerE

P/Batch/./../Bin/MS-FSAModel_ServerTestSuite.dll

m RunA”TeStCaseS 2823-09-12 16:11:44.9192023-09-12 10:11:44.919 [Comment] Expected execution time of the test suite (in seco
nds) is:

2023-09-12 10:11:44.976 [CheckSucceeded] Assume.IsTrue succeeded. SutIPAddress should be a valid IP address
. or a resolvable host name!2023-99-12 10:11:44.990 [Comment] Adapter Microsoft.Protocols.TestSuites.FileSha
u Ru nTeStcaseS ByFIlter ring.Common.Adapter.SutProtocolControlAdapter implements Microsoft.Protocols.TestSuites.FileSharing.Common.
Adapter.ISutProtocolControlAdapter
. . 2023-09-12 10:11:u44.993 [Comment] Set file basic information on directory and check if file system supports
[ | Su ppo rtS fl Ite rl ng 8 timestamp for ChangeTime2023-989-12 10:11:44.994 [Comment] Test environment:
2023-09-12 10:11:44.994 [Comment] 1. File System: NTFS
. 2023-09-12 10:11:44.995 [Comment] 2. Transport: SMEBE3
2023-09-12 10:11:44.995 [Comment] 3. Share Path: \\FSA13-SRV.SNIA2823-NA.org\FileShare
o FUHyQuallfledName 2023-09-12 10:11:44.996 [Comment] 4. Platform: NonWindows ’
2023-09-12 10:11:45.0886 [Debug] Connect to server 192.168.120.89 over TCP.
™ Name 2023-09-12 10:11:45.136 [CheckSucceeded] Assert.AreEqual succeeded. The response's SMB2_PREAUTH_INTEGRITY_C
APABILITIES.HashAlgorithmCount MUST be set to 1
2023-09-12 10:11:45.137 [CheckSucceeded] Assert.AreEqual succeeded. The response's SMB2_PREAUTH_INTEGRITY_C
APABILITIES Salt buffer length must same as SaltLength

u TeStcategory 2023-09-12 10:11:45.137 [CheckSucceeded] Assert.AreEqual succeeded. The response's SMB2_ENCRYPTION_CAPABILI

TIES.CipherCount MUST be set to 1

5152 =SDcC
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Usage — PTM Service

https://github.com/microsoft/\NindowsProtocolTestSuites/releases/tag/ptmservice@1.1.0

PTM Service Run TestSuite  View History Management Capabilities

Megotia X Number of test cases after filter applied: 229

= User Friendly o p—
Select Test Suite Filter By | Name
u AU to d ete Cti O n . Test Suite Introduction "

MName

m G l | I . Select Configuration BVT_ValidateNegotiatelnfo

ValidateMegotiatelnfo_Negative_InvalidDialects_NoCommonDialect

. Conﬁgure Method ValidateMegotiatelnfo_Negative InvalidDialects_ CommonDialectNotExpected

ValidateMegotiatelnfo_Negative_InvalidGuid

L ]
= Web service
ValidateNegotiatelnfo_Negative_InvalidSecurityMode
q ValidateNegotiatelnfo_Negative_InvalidCapabilities
= Cross platform @ oxtecin e ———

ValidateMegotiatelnfo_Negative_InvalidMaxOutputResponse

. Auto-Detection

. Filter Test Cases ValidateMegotiatelnfo_Negative_SMB311

" n

= Su PpPO rts multi P le Test Suite e
. Configure Test Cases BVT_Negotiate_Compatible_2002

Ve rS i O n S . Confi Adapt BVT_Negotiate_SigningEnabled
onfigure Adapters

BVT_Negotiate_SMB2002

BVT_Negotiate SMEBE21
. Run Selected Test Cases —eo -

= Create custom filter rules

BVT_Negotiate_SMB302
u u BVT_Negotiate_SMB311
= Export configuration - -
BVT_Negotiate_SMB311_Preauthentication
BVT_Negotiate_SMB311_Preauthentication_Encryption_CCM

BVT_Negotiate_SMB311_Preauthentication_Encryption_AES_256_CCM

14 | ©2023 SNIA. All Rights Reserved. e s D @
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https://github.com/microsoft/WindowsProtocolTestSuites/releases/tag/ptmservice%401.1.0
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Usage — PTM Cl

$ dotnet PTMCli.dll -p ../Downloads/ProfileExportedl16943630990372.ptm -t ../FileSer

. ]
[ ] I t t th < I/‘ D ver-TestSuite-ServerEP
n e ra es WI 8% \ (2/3496) Executing ReplayCreateNormalHandleTestCaseS7u3 2

023-89-12 10:23:58.090 [Debug] C SESSION_SETUP, Alternative Channel, SecurityMode=NEGOTIATE_SIGNING_ENABLED
. . , Capabilities=GLOBAL_CAP_DFSg] The selected dialect is Smb2WildcardA2823-NA.org\SMBBasic|Name=ValidateNego
| Impo rtS CO nflguratlon 2023-09-12 10:23:58.896 [Debug] R SESSION_SETUP, SessionFlags=NONE, SessionId=3@817u464890729FS, GLOBAL_CAP_
2023-09-12 10:23:58.144 [Debug] Global encryption disabled3@}, Capabilities=GLOBAL_CAP_DFS, GLOBAL_CAP_LEAS
2023-09-12 10:23:58.144 [Debug] C CREATE, File=ReplayCreateNormalHandleTestCaseS735_65944a31-314dc-493U-alby
- -8fffedd9a2ad, DesiredAccess=DELETE, GENERIC_WRITE, GENERIC_READ, ShareAccess=(RWD)_65944a31-314c-493u-alby
o Can be used Wlth Cu Stom 2023-09-12 10:23:58.152 [Debug] R CREATE, FileId={ Persistent: 8x000080007000072a6, Volatile: ©x000800070000
8065 }AL_CAP_LARGE_MTU, GLOBAL_CAP_MULTI_CHANMNEL, GLOBAL_CAP_PERSISTENT_HANDLES, GLOBAL_CAP_DIRECTORY_LEASI
. 2023-09-12 10:23:58.152 [Debug] Complete invoke target method CreateRequest.@72a3, Volatile: ©x000000070000
fl Iter rUIeS 2023-09-12 10:23:58.153 [Comment] reaching state 'S583'succeeded. The server SHOULD<168> grant the client a
2023-09-12 10:23:58.153 [Comment] checking step 'return CreateRequest', within administratively configured
2023-09-12 10:23:58.153 [Comment] reaching state 'S58u'dit when responding to SMB2 NEGOTIATE, actually serv
- - 2823-09-12 10:23:58.154 [Comment] checking step 'event CreateResponse(STATUS_SUCCESS,durableHandleResponse,
o Automatlon frlendly c)'3-89-12 10:23:57.188 [CheckSucceeded] Assert.AreEqual succeeded. NEGOTIATE should succeedon : !(c == nul
2023-09-12 10:23:58.154 [CheckSucceeded] Assert.IsTrue succeeded. expected 'STATUS_SUCCESS', actual 'STATUS
_SUCCESS' (status of CreateResponse, state S504) 'call CreateRequest(Smb38,NonCAShare,ClientSupportPersiste
H CrOSS Iatfo rm 2023-09-12 10:23:58.154 [CheckSucceeded] Assert.IsTrue succeeded. expected 'MaxSmbVersionSupported: Smb3@2a
F) IsPersistentHandleSupported: TrueaultCreateGuid,DefaultFileAttributes,DefaultCreateDisposition,DefaultLease
TreeConnect_Share_Type_Include_STYPE_CLUSTER_SOFS: Falseucceeded. Fail to check preconstraint : !((ushort)c
IsLeasingSupported: True[Debug] Start to invoke target method CreateRequest, timeout: 38
IsDirectoryLeasingSupported: Trueceeded] Assume.IsNull succeeded. Expect smb2ClientAlternativeChannel is NU
Platform: NonWindowse_STYPE_CLUSTER_SOFS == @me.IsNull succeeded. Expect smb2ClientAlternativeChannel is NU
', actual 'MaxSmbVersionSupported: Smb302Assert.IsTrue succeeded. serverIp should not be empty when transpo
IsPersistentHandleSupported: True executing step 'call PrepareCreate(Smb38,ClientNotSupportPersistent,Norma
TreeConnect_Share_Type_Include_STYPE_CLUSTER_SOFS: False8.128.89 over TCP
IsLeasingSupported: True[Debug] Start to invoke target method PrepareCreate, timeout: 38
IsDirectoryLeasingSupported: Trueceeded] Assume.IsNull succeeded. Expect smb2ClientMainChannel is NULL.ateR
Platform: NonWindows826 [CheckSucceeded] Assume.IsTrue succeeded. SutIPAddress should be a valid IP address
' (c of CreateResponse, state S504; expected value originates from previous binding)AL_CAP_DFS, GLOBAL_CAP_
2023-09-12 10:23:58.156 [CheckSucceeded] Assert.IsTrue succeeded. Fail to check the assumption : !((1 | ((d
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Usage — Docker Image

https://hub.docker.com/ /microsoft-windowsprotocoltestsuites

= Debian 11 base

= Supports PTM Service
= Supports Direct execution
= Supported Test Suites

= File Server
= RDP Server
= RDP Client

16 | ©2023 SNIA. All Rights Reserved.
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W’ Q, Search Docker Hub

Explore Windows Protocol Test Suites

Windows Protocol Test Suites

=
EEE
EEEEN )
By Microsoft
Windows Protocol Test Suites Image

#9.2K

xB86-64
Description Resources

Featured Tags

FileServer Testsuite Tags

+ fileserver V5 : The fileserver test suite version 5 image.
o Align the binary to the file server test suite v4.22.9.0
o docker pull mcr.micros
+ fileserver v4 : The fileserver test suite version 4 image.

¢ Align the binary to the file server test suite v4.22.6.0

oft.com/windowsprotocoltestsuites:fileserve

rvs

docker pull mcr.microsoft.co- rn

=SD¢E


https://hub.docker.com/_/microsoft-windowsprotocoltestsuites

Contact Us

testsuitehelp@microsoft.com
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Please take a moment to rate this session.

Your feedback is important to us.
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