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DNA is a really special molecule

Watson-Crick base pairing (i) synthesis (v)
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Meiser et al. Nat. Commun. 2022.
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Chemistry and information

Chemistry IN Information OUT

Analytical chemistry
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Only with DNA: single molecule detection

Analytical

Chemistry IN: (Bio-)Chemistry

Information‘OUT

Vi
/& DNA (100 bp)
’L\§ Detection limit: 1 molecule (PCR)

@ (0.1 attogram)

+ sequence (NGS sequencing)

N
§ 200 bit Information per 0.1 attogram

-
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DNA Synthesis = Writing

HO B,
1 oJ DMTO .
Step 1: deprotection \L Oy
Acid-catalyzed removal of DMT allows \ /
for subsequent base addition. o
NGV \P/
|
N(iPr)

DMTOI & JB' ATCO) Step 2: base coupling
3 A DMT-protected phosphoramidite
is added to the unprotected 5" OH
0 using a tetrazole activator.
O—l|3=O Step 3: capping (optional)
NC 7V CI) B Unreacted 5" OH are acetylated to

prevent further chain extension.
This step helps prevent single-base
deletions at the expense of yield.

0O

)Ko\L ” \IB, —

Step 4: oxidation
Oxidation of phosphite triester to
phosphate using aqueous iodine.

today: ~0.0005 USD / Base
Kosuri & Chruch, Nat. Methods 2014.
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Only with DNA: Massive parallel synthesis

Chemical Synthesis via Electrochemical Light-directed synthesis
Ink-jet printing Synthesis

- Deposition of small volumes - Microfluidic device - Flow-cell
- C.ompl.lcated liquid handling - Electrochemical deprotection - Photochemical deprotection
- High yield and low error rate - Medium quality DNA - Low quality DNA

Synthesis with up to 8 million parallel reactions per step (Genscript)
Up to 300 nucleotides long (Twist Bioscience)
--> Theoretical 340 MBs per pool

Antkowiak et al. Nat. Commun. 2020.
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DNA is a really special molecule
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Only with DNA: Making copies

N\

>
DNA with sequence of interest
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[ n . .
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Courtesy: National Human Genome Research Institute
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Making copies of DNA pools

a Binary/text file
-- 1000100001010111001111000000100110001000110110011 - - -

| ... [T it o] [Uovely and more temperate... |
b Base-3-encoded

Handle | Input | Sequencing Adapter | Output Sequencing Adapter Il Input I Handle I

- -~ ~—

- — — —

— .
— — ~

5-ATGCGATGCAGTAAGCACTCNNNNNNNNNACACGACGCTCTTCCGATCTNNNNNNNNNNNNNNNNNNNNNGCTCAGGATACCAAGCTGTCCNNNNNNNNNNGATATCTGCTCGGACCGCTA-3'

20 bp 9bp 20 bp 21 bp 21 bp 10 bp 20 bp
25 bp have file information
d DNA fragments reverse complemented

l::—:l /
Ij_’ E
Il )

[ )
™~ Tt )
DAA-encoded indesig C——)

information added

Goldman et al. Nature, 2013. Luescher et al. Nat. Commun. 2023.
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Do all sequences amplify to the same extent?

Mean = 7.8 d

3 27 this work ~100
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Gimpel et al. Nat. Commun., 2023.

Normalized coverage Normalized efficiency
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Understanding bias in multi-template PCR

» Pools of DNA sequences with con: @ Experimental observation

* Measure sequence dependent arr
sequencing)

N

Random pool with
1000 — 12,000 sequences

15 cycles

zquences

6%
OF Random insert OR'

15 cycles
—— 108 nt — _

Synthesize oligo pools Run serial amplification
12,000 known, random sequences Six amplifications with sampling

Gimpel et al. bioRxiv, 2024.09. 20.614030 2024., collaboration with K. Borgwardt Relative coverage
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Machine learning to connect sequence to
amplification efficiency

_ o GCall GCfix
a Model architecture and sequence classification 1 (0.87) 1

Iniut 8 GCfix

c © (0.44)

: -g 0.5+ 5 0.5 Gcall

A Positional - &5 7(0.42)

A encoding g -

o /: . LR
(0.58/0.61) 1(0.03/0.03)
. . . O T T T T T T T T T 1 O | T T T T | T T T T 1

One-hot encoded Linear projection

DNA sequences 0 0.5 1 0 0.5 1

False positive rate Recall

Gimpel et al. bioRxiv, 2024.09. 20.614030 2024., collaboration with K. Borgwardt
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Motiv discovery

Mechanism for inhibition by motifs Motifs explain majority of model performance

T4 Within datasets Across datasets

1C
S GCAGCACA

GCall - GCfix
GCfix = GCall

Motif |

OF' ) LLEELL ey OR

4G CGTCGTGT Eci

OF primer &_) ‘ j~\~LR ZWQ
- Full extension 0.5

by polymerase

N3 Ed RN LR DL L 'I'I'I'I'I. EE "B
On antisense-strand, hairpin 02468101 20 30 02468110 20 30

is inhibiting primer annealing Number of substituted motifs Number of substituted motifs

Intramolecular loop formation depends on distance — short distance motivs are more stable
- Confirmed by thermodynamic calculations

Gimpel et al. bioRxiv, 2024.09. 20.614030 2024., collaboration with K. Borgwardt
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Avoiding sequences improves sequence recovery

d Sequences at < 10% coverage e Improved sequence recovery

0
@ _ 50— -
8 2% - SotA filter < i SotA filter
) ) i No filter
g_ No filter O -
- 2
o/ _| = 25— Reduction in req.
o 17 . g 4 sequencing depth:
4 Q -
- -
S 1D-CNN filter o
= ) 1D-CNN filter
g 0% | L LA L L L @ 0 — r . T 1 1T T T
15 30 45 60 75 90 96 % 98% 100%
Number of PCR cycles Observed sequences

It is not GC balance and polynucleotide repeats — but other features that impede amplification

Gimpel et al. bioRxiv, 2024.09. 20.614030 2024., collaboration with K. Borgwardt
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Proven workflow for identification of PCR bias

— Xito:'
ﬁ"’ 2 after 40 Ggf’ 9 exple) @
U 2 000 Q PCR cycles § —*
1 . x @ o ® L] o
% ; 1 : ! e ® *
» 2 * o -
E:
B R-ncom insert OR! 0 ' éollllll%
andom inser 15 cycles 0 1 2 0 15 30 45 60 75 90
I 108 nt i Relative coverage PCR cycles
Synthesize oligo pools Run serial amplification Track sequence coverage Estimate PCR efficiency Predict PCR efficiency
12,000 known, random sequences Six amplifications with sampling Sequencing & mapping of samples Two-parameter PCR model 1D-CNN with positional encoding

Gimpel et al. bioRxiv, 2024.09. 20.614030 2024., collaboration with K. Borgwardt
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DNA is a really special molecule
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DNA weakest link: stability

> 1 Mio year old mammoth tooth DNA storage recommondations
ss5ss ™ v @ al=
Handling DNA

Storage of DNA

Purified DNA should be stored at =20°C or —70°C under slightly
basic conditions (e.g., Tris'Cl, pH 8.0 or TE buffer; see tables 1 M

Tris*Cl and TE buffer) because acidic conditions can cause b

A

hydrolysis of DNA. Avoid repeated freeze-thawing as this will

lead to precipitates.

3’600 Mio base pairs after 1’000°000 years DNA only stable for extended storage at -20°C

van der Valk. Nature 2021.
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DNA stability

In our body: 60’000 errors per day — DNA repair

In environment: durability << 1 year

Nobel prize 2015
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DNA decay

a Hydrolysis pathway of DNA decay
5|

|
O NH,

[0 8

5o N‘ A
O.__N N
N

The decay rate is per nucleotide in the strand

— Rate of having at least one break in a strand scales (linearly) with length of DNA

Lindahl, Nature, 1993.
Gimpel et al. Digital Discovey, 2024
Meiser et al. Commes. Biol. 2022.
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DNA weakest link: stability

Ancient DNA (2 Mio years at -17°C)

©
= Leporidae Thuja
g . 100004 4
o | @
—
1500 - .
75004 ©
® O
@
- [&]
1000 - :
® 5000 A ®
- [=15)
& ...
@
5001 ‘.‘ 2500 - %
%
0- \——_—-. e o 04 Lo
40 80 120 160 40 80 120

160
Read length (basepairs Bp)

Kjeer et al. Nature 2022.
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How bad is it at room temperature?

1 - ) °
] o ® —o—® @
o ®

K gooc = 5.8 X 108"

Dry DNA 3 8-

Q Kype = 9.3 x 1085
150nt length O

0.1

] = Dried DNA, 20°C
1 « Dried DNA, -80°C

0 100 200 300 400
time / d
Antkowiak et al. Small. 2022.
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Preventing Decay

Cold Tin-can Fossil
-4 PEPPER POT

— Imagene DNAShell© Glass capsules

s 8

‘ Protecte S nere
S
AS
‘/ —
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Storage in calcium phosphate

1) Precipitation 2) Drying 3) Accelerated
Aging + gqPCR
HD
i ()
I 70°C
—_—
time
+ CaCl, crystalline CaP + KCl
+K,HPO, + KH,PO, \ S
JEvacuum 1y &E 70°C Y
2 I ¥ —_—
S U9
31 'h * ﬁ L]
e .
time

amorphous CaP + KCl

Antkowiak et al. Chem. Commun. 2022
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Synthetic fossil

o P o i
- —&
Q/é\@

>

Paunescu et al. Angew. Chem. Int. Ed. 2013, 52, 42609.
Paunescu et al. Nat. Protoc. 2013, 8, 2440.
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Synthetic fossil (made of glass)

silica layer

Paunescu, et al. Angew. Chem. Int. Ed. 2013, 52, 42609.
Paunescu et al. Nat. Protoc. 2013, 8, 2440.
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If stored correctly, DNA is highly stable

Global seed
77 vault
=== DNA in silica at 50% rel. humidity (this work)
== DNA in solution (Lindahl & Nyberg 1972)
100000+ DNA in moa bone (Allentoft et al. 2012)
silica layer
1000
11 B / years
10
Experimental window
t,, ~weeks
0.1
1E3 g | T ' | PRSI
-20 0 20 40 60 80

T/°C
Paunescu et al., Angew. Chem. Int. Ed. 2013.
Organick et al. Small Methods 2021.
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DNA long-term storage format

DNA Library
& A
Encapsulation -
_ =
in silica particles ’
2m
C
"C

NA, 40°C, 50% RH

Conventional

200 300 400
time / d

9PB Native capacity 188 PB

Antkowiak et al. Small 2022.
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Size difference: DNA Particles on DVD

On this image

Encapsulated DNA: 10000 bit ~ 160 bit DVD
> 1 million bit DNA
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DNA decay

a Hydrolysis pathway of DNA decay

3 T 7
0 o] 0
o.-lp‘\o N N H 2 A O:’p"\o 0‘: PL O
0 0 0
kﬁmh‘ k@,Base N-1 O, _Base N-1
0o NH 0 0
Drp\o 2 C O.:p 0 O:,P‘vo
0 ) 0 0 O QL oH i
N > OH —p . |
0 1 = =00
0 0 c  TTTT
%P‘o T %P‘O OH
Lﬁr . Lﬁraase N+T Opl
s 0 ' ° LgE?,Base N+1
9“}5\0 oN % 3
O Lo Nl NH 3'
N . Co .
kﬁj NH; hydrolysis at Base N B-elimination at abasic site
3 leads to abasic site leads to strand cleavage

The decay rate is per nucleotide in the strand

— Rate of having at least one break in a strand scales (linearly) with length of DNA

Lindahl, Nature, 1993.
Gimpel et al. Digital Discovey, 2024
Meiser et al. Commes. Biol. 2022.
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DNA decay and repair

(b) 1: strand cleavage 2) remove aldehyde 3 &4) seal backbone gap
via B-elimination obstruction
OH 3 3’ 3’
& OH OH OH
5’ o_g_OH 5’ 0—b—_0H 5’ O—FL—OH 5’ 0—P—OH
(ﬁ ) 0 g 0 g o g
Ho_é)_o A 5 Ho_i_o. HO—i—O’ N . O_g_ & )\ .
T A o O
© O—i—OH oJ 0—P—0H oJ 0—P—oH 3 5 o o—P—oH
; QL 1 . f 2 ) ; ) !
HO—é— C o ﬁ Ho_;u_ H H HO—g—
oM™ o b on d— o i APET ¢ = 4 & 6 C
1 o—b—oH O—P—OH T 4 0 O—P—OH
Ho_ﬁ_ ) E | ° - E_OH Q\g Bst polymerase i S
é c G 7 T 0 8 G o Taq Ligase  HO—F— 4 .
’ o_i—OH i 0 C . 6—b—oH 0 L 5—b—_0H 5 0 i 6—P—oH
i) 5 o g 8 (ﬁ g , 5 g
HO— J)_— Ho—B_ HO— J):_ S Ho—b— S
3’ J)' 3’ 3’ J)‘ 3’

3’-phospho-a,B-
unsaturated aldehyde
Can only be repaired if unsaturated aldehyde is removed

Meiser et al. Biol. Commun. 2022.



ETHzurich

Only for DNA: Molecular repair

(b)

200 bp
150 bp

100 bp

50 bp

no aging,
no repair

R

v
o
ge)
i)

Q
o)
o
wn

We can reverse some DNA decay by enz. reaction
but DNA decay still has to be prevented

Meiser et al. Comms. Biol. 2022.
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DNA is a really special molecule

Watson-Crick base pairing (i)

—G

T

4> 00
>0-4A> 0

adenine (A)

thymine (T)

|

PCR amplification (ii)

toehold displacement (jii)

sequencing (vi)
®-0O0OO®O

)

| @
280000806

AGCTGTAC

synthesis (v)

‘ AGCTGTAC \

L

%

Hi-0-O-0re
Hi-©-O-Gre

= i

|

¢

v

HiI-@-O-Cre
Li-©-0-Gre

+ have technologies to
prevent DNA decay

Meiser et al. Nat. Commun. 2022.
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What can we do with it?

- DNA data storage

- DNA computing (will not be discussed here)

- DNA barcoding
- DNA of things

DNA cryptography — chemical unique functions
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DNA data storage

AGGCATAGCG
010010001110 GAATCGCGCT
000101110010 T /—

L G D
> > - [ L \ | >

010010001110
AGGCATAGCG Y b 000101110010
GAATCGCGCT - -
| ]

Encoding Synthesis Amplification Storage Sequencing Decoding

Gimpel et al. Digital Discovery 2024.
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DNA data storage

AGGCATAGCG
010010001110 GAATCGCGCT
000101110010 T /—

L G D
> > - [ L \ | >

010010001110
AGGCATAGCG Y b 000101110010
GAATCGCGCT - -
| ]

Encoding Synthesis Amplification Storage Sequencing Decoding

Gimpel et al. Digital Discovery 2024.



DNA-containing capsules to directly label cotton Haelixa
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IN-product labels

Each distinct marker represents a label of quality and unique identifier for each individual producer,
manufacturer, location or batch. All of this information is stored in the product and further used to unravel
its journey.

Ginning

J

Garment
production




DNA marked cashmere in shops

www.haelixa.com



ETH:ziirich Ll

Product information in products

NATURE Future

|

h
1
=T
em—
v
Wl
B
TR
- Rt
e
R
n
|

hotos: wikipedia.org

Product
ca. 1.5 GB of genetic identification ‘

DRUG MASTER FILE
Info. per cell as DNA

No.
~ 10 cells per body Documentation ‘

(Paper & Digital) i
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DNA of things

DNA =
Chemical Information

DNA Product barcoding TN 1 ™ Digital data archive
DA ,
@ SIS
LA

=&

1123457
Individual strands

DNA of things
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Application in 3D printing

DNA library:
12’000 oligos x 145 nt

0110010

\ 7 1110100

10° bunny file units /g PCL 100 ppm particles in PCL 0.2 wt% DNA loading stl. file size: 100 kB

* collaboration Erlich & Grass
Koch et al. Nat. Biotechnol. 2020
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This work
(Stanford Bunny)

‘ (2) Fountain code transformation of library into stl. file

® 3D printing of identical object based on stl. file
4 Integration of DNA into printing filament

0.9
Maximum restorable corruption rate
0.8 -~ e 0 m m
o 0.7 1 ) @ —>_.AGCGTCTTC GCGCCT...
© 2
2 AT Y TTY Y -
g 054 ! « . . . A \ ...010110010011010...
g 044 { ) ) S ) oy -y o ) O l Parent
i ® < |
0:2 . ‘ e q ] Identical | Progeny
o - ‘/»_‘,7»-“’.
0.1 1 e ‘ oo .
O I I I I 1 T
1 2 3 4 5 6

Product generation

* collaboration Erlich & Grass
enables 8x101° bunnies Koch et al. Nat. Biotechnol. 2020
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Storing data in everyday objects

Digital Data file in DNA
hidden in PMMA

600'000 copies of a 1.4 MB movie stored as DNA in the lens

* collaboration Erlich & Grass
Koch et al. Nat. Biotechnol. 2020
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75th anniversary of Germany’s Grundgesetz
Grundgesetz encoded into synthetic DNA
Links biological heritage and cultural legacy
DNA (in silica) added to ink of newspaper

DNA of democracy

400’000 ed|t|0n 18.05.2024

fer zur Wah!
ofen, der alle oy
B‘fehm kénn-

r. Es han- Diese Aus; der Stiddeutsc) 1
forallem auf ist nicht gna‘:'e eine Sondemgl’t'i'oflﬂm
nte dies ver- 75. Jahrestag des Gr Sieigtin
1, zumal sie ihrer Papierform ein Symbol. Das Grund-
. Der MSV gesetzist das Erbgut der Demokratie und
en ein sym- der deutschen Geselischaft, In der Titel-
fonshinter- seite dieser Papierzeitung steckt dieses
Ve Erbgut im wahrsten Sinne des Wortes. In
{uropawahl! der Tinte dieser Seite ist das Grundgesetz
ppen. Aber gespeichert, Das geht mijt einem neuen
| f’dzh was, Verfahren, das genauso funktioniert wie

ger, i Erbgut. Science-Fiction? Ja.
Is Chance. Aber synthetische DNA ist auch das Spei-
Denkt an chermedium der Zukunft,
Herkdmmliche Geriite wie Festplatten
= oder USB-Sticks sind nach 40 Jahren ka-
putt. Nun haben Wissenschaftler heraus-
...... 48 gefunden, dass man Daten auf Molekil-
45-47 umspeid:emkmu,dioder DNAdes
24 hlichen Kérpers entsprechen. Man
..... 40 kennt sie aus dem Biologieunterricht. Das
.68 ist die Doppel-Helix mit den vier Buchsta-
32-34

DNA der Demokratie

{lir Textilien, in den USA fiir Lebensmit-

Wer diese SZ-Ausgabe besitzt, halt
das Grundgesetz in seinen Handen.
Es wurde als Erbgut in der Tinte gespeichert.

4

ben A, €, G und T in immer neuen Kombj-
i Der iker Reinhard

muelneuﬂuonxnpimdescmndgmt-
ist mit blofem Auge

Heckel von der TU Miinchen und der Che-
miker Robert Grass von der ETH Ziirich

luum erh:nnbu sse erinnert eln wenig
an den feinen Sand in einer Sanduhr, Die-

haben einen Weg gefunden, C:
ten auf DNA zu speichern, die nicht . von
Menschen oder Tieren

ses Pulver wurde an den vier Dr d-
orten du'sz indie Tinte fir die Titelseite,

kiinstlich hergestellt wird. In Zukunft sol-
Jen Daten so {iber Hunderte, wenn nicht
Millionen Jahre erhalten werden.

Diese synthetische DNA, auf die He-
ckel und Grass fiir die Siiddeutsche Zei-

die auf Seite 7 und die Anzeige
aufSeite 17 gemischt. Biologisch und che-
misch ist das unbedenklich. Synthetische

DNA hat keine biologische oder chemi-
sche Funktion. Sie dient auch jetzt schon
als unsichtbare Markierung, in Europa

tel. Das soll Markenfilschung verhin-
dern. Menschen tragen sie also am Kor-

per oder essen sie. Auslesen knnen Sie
die DNA noch nicht. Fir Heckel und Grass
ist die Aktion ein Experiment. Sie werden

Ausgaben dieser Zeitung in ihrem Labor
ER L d Tai das

Grundgesetz wieder zu rekonstruleren.
Die 5Z hat fiir diese Seite mit Initiator Da-
niel Koller und dem Kiinetler Soliman L6-
pez zusammengearbeitet, die diese Tinte
fiir eine mehrmonatige Kampagne fiir die

Demokratie verwenden werden.

Die SZ will mit dem Grundgesetzinder
DNA-Tinte der Titelseite ein Zeichen set-
zen, Fiir die Demokratie. Fir die Bhrger-
rechte. Fiir die Zukunft. Wir freuen uns,
wenn Sie sie als Erinnerung daran behal-

ten, dass nicht nur das Gmndgeseu. son-
dern auch die freie Presse eine der Sulen
Andrian Xreye

unserer Gesellschaft ist,

>
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Massive Attack Mezzanine

robert3delnaja « Follow
Bristol, United Kingdom

oad more comment

tetrahedro El Auténtico

maikitx_kazalee Why does people care
so much about who Banksy is? Where'd
5. : A _ the magic go? He is Robert del Naja.
54 7 EESR 7] 3 Period.

yousefist Love this
morgantbphotography * *
rodneyrodrodney @ @@ & & &

1dreamtrip Peace, love, unity and
respect .

rodian14 Banksy?

eriko_ferrari | love your art!!
nicolabassano1106 Ciao Bansky .
julespicturepalace Naughty... &
xojane10 Go ahead give it a wave ;}}

© Q d

2,962 likes

TCTACTGGCCGCGAGATCGGAAGAGCACACGTCT
TCTCTGTGTTAAGAGATCGGAAGAGCACACGTCT
TCTGTAATTTACTAGATCGGAAGAGCACACGTCT
TCTTACAATTTGCAGATCGGAAGAGCACACGTCT
TCGATCAGCACTAAGATCGGAAGAGCACACGTCT
TCGCAGGGAAAGTAGATCGGAAGAGCACACGTCT
TCGGCCTTCTCCTAGATCGGAAGAGCACACGTCT
TCGTTGCCCAACAAGATCGGAAGAGCACACGTCT
TCCAAAATAGTTTAGATCGGAAGAGCACACGTCT
TCCCCTATATAAAAGATCGGAAGAGCACACGTCT
TCCGCTTTAAGCCAGATCGGAAGAGCACACGTCT
TCCTCCAAAGACCAGATCGGAAGAGCACACGTCT
TCAAGGCCGATCGAGATCGGAAGAGCACACGTCT
TCACGACTATCACAGATCGGAAGAGCACACGTCT
TCAGGGCTATAGGAGATCGGAAGAGCACACGTCT
TCATTGCGCACTGAGATCGGAAGAGCACACGTCT
TATACTGAATCATAGATCGGAAGAGCACACGTCT
TATCGGTTGAGACAGATCGGAAGAGCACACGTCT
TATGGTCTTTAACAGATCGGAAGAGCACACGTCT
TATTGCTTGAGTTAGATCGGAAGAGCACACGTCT
TAGAGCGCAGTGGAGATCGGAAGAGCACACGTCT
TAGCGGCAGCGTAAGATCGGAAGAGCACACGTCT
TAGGGAAACCGACAGATCGGAAGAGCACACGTCT
TAGTTGGCTAGTAAGATCGGAAGAGCACACGTCT
TACATCCAGCGAAAGATCGGAAGAGCACACGTCT
TACCGCAAGGCCGAGATCGGAAGAGCACACGTCT
TACGACCGTCAGCAGATCGGAAGAGCACACGTCT
TACTGCATATGAAAGATCGGAAGAGCACACGTCT
TAAATAGCCGGTAAGATCGGAAGAGCACACGTCT
TAACATATATGGTAGATCGGAAGAGCACACGTCT
TAAGCAGGTCCTGAGATCGGAAGAGCACACGTCT
TAATACAGAGCGTAGATCGGAAGAGCACACGTCT
TTTACGCCCCTATAGATCGGAAGAGCACACGTCT
TTTCGAAACTAGGAGATCGGAAGAGCACACGTCT
TTTGCCTCTTCTAAGATCGGAAGAGCACACGTCT
TTTTCCCGAGCGAAGATCGGAAGAGCACACGTCT
TTGACCGTCTCCAAGATCGGAAGAGCACACGTCT
TTGCTGCCTCTCGAGATCGGAAGAGCACACGTCT
TTGGCATAAGGGTAGATCGGAAGAGCACACGTCT
TTGTATCCCACCAAGATCGGAAGAGCACACGTCT
TTCAGTGCGTCGCAGATCGGAAGAGCACACGTCT
TTCCGCGCTGTCAAGATCGGAAGAGCACACGTCT
TTCGCACCACGCCAGATCGGAAGAGCACACGTCT
TTCTCCCCAATCGAGATCGGAAGAGCACACGTCT
TTAAGGACGTAAGAGATCGGAAGAGCACACGTCT
TTACAAGTTCGCAAGATCGGAAGAGCACACGTCT
TTAGCCAACCAACAGATCGGAAGAGCACACGTCT
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Netflix Biohackers

* To promote Netflix German TV Series "Biohackers"

— Store full episode (40 min) in DNA (ca. 65 MB, 360p)
— 3.6 million DNA sequences (each 140 nt long)

3

; R,

— Every vial contains 1 million copies of the whole episode
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Cryptography using random objects

A 3D token 2D speckle 1D key

F e ¢
:Ab Gabor hash  xwrwreITTRNTD

Ly

laser 8 interference

Speckle intensity

0 50 100 150 200
Pixel #

A physical one way function = Physical unclonable function

Pappu et al. Science 2002.



Random DNA SyntheSiS Microsynth Synthesis 1

nugleotide distribution across bit streams

3
2 30
Add random, DNA strands are g
protected synthesized =
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; v\ Wash off left over ( . 3 .
Repeat process to obtain the "~
desired DNA strand length: o N DNA “"‘d deprotect direction of synthesns
each cycle elongates DNA by : DNA strands (@)
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Eurofins Genomics Synthesis
nucleotide distribution across bit streams
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When desired strand length has
been reached, cleave DNA from
synthesis chamber
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Typical synthesis: 200 ug DNA = 101 different DNA strands
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o

—> Bias from synthesis 5 postoninbisveam 3
— Debiasing (e.g. von Neumann) direction of synthesis
- 7 million GB of randomness from one synthesis run (100 Usd) (©

Meiser et al. Nat. Commun. 2020.
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Chemcial one way functions

Response
Sequence Reads
GGACTCCGGE 500 k-mer
H H TTAGCTTAGC 430 .
1010011 Selection PCR Sequencing CAGGARCTGA 210 analysis
o — GGGCCCTATG 101 F—_’uzzy 0010101...
- [INESTEN) AAGTCTTACC 20 -
Binary Input ¢ comemraces 3 extraction | Binary Output
D= Noisy raw data
st < 200 sequences

a{'“
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g

Response 1
Sequence number (-)
Sequence number (-)

|
g

Sequence number (-)

a1
=
-
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=
[ |
-

Sequence number (-)
Sequence number (-)

Response 2

0 5] 10 15 20
equence position (-)

A TH Ccl cH

w
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Same input and pool =2 same output

CRP similarity | D, of all MinHash signatures
CUF Challenge description  Input sequence Index i e Truth matrix 05. M Like inputs
0002 04 06 08 1.0 M Like Inputs O [] Unlike inputs
TACGAC/GGCAACG| 1 Similarity score (-) (] Unlike Inputs -
S1, €1 {repetitions) TACGAC/GGCAACG| 2 c 0.4/
' P TACGAC/GGCAACG| 3 3
TACGAC/GGCAACG| 4 o 03!
TACGAT/GGCAACG| 5 B
@ 51, €2 (DL rom €1 =1) TACGAT/GGCAACG| 6 N
5] TACGAC/AGCAACG| 7 ®© 0.2]
3 51, €3 (DL from €1 =1) TACGAC/AGCAACG| 8 £
oo AGGTCG/ATTCTTC| 9 o
@| 51, c4 (DL from C1 = 13 )
E B 51, ¢4 (DL from ) AGGTCG/ATTCTTC|10 z 0.1
[(b]
S8 TTTTTT/TTTTTTT] 11
§1, C5 (poly T, DL from C1 = 12
0g (poly rom ) TTTTTT/TTTITTT]12 0.0 i *ﬂ“ﬂ‘rﬂ[ :
2| 51, C6 (shorter input, TACGAC/GCAACG]|13 0001020304050.6
S| DL from C1-1) TACGAC/GCAACG)|14 Rel. Hamming Distance (-)
S1, C7 (shorter input, TACGA/GGCAAC|15
DL from C1 =2) TACGA/GGCAAC|16 'Fuzzy extractor |
_ GCTTACGAC/ATTGGCAACG|17 y
leL,fcs “%”ffg'”p”t' GCTTACGAC/ATTGGCAACG|18 M Like inputs
rom C1 =6) GCTTACGAC/ATTGGCAACG|19 (] Unlike inputs
o o1 TACGAC/GGCAACG|20 1.0
e TACGAC/GGCAACG|21 O
D — | 52, C7 (longer input, GCTTACGAC/ATTGGCAACG)| 22 = 08
DL from C1 =6) GCTTACGAC/ATTGGCAACG|23 306
.. .
e . TACGAC/GGCAACG|24 0
N~ TACGAC/GGCAACG|25 Z 04
o
©r 0.2
0.0 .
P~ )
. . . . RO
Cryptographic bio-chemical functions e yed”

Luescher et al., Nat. Commun. 2024
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Decentralized authentication

Registration

Decentralized CUF application

Distribution of
multiple equal tokens

Issuer

;

Authentication

Communication of
User A Challenge C I:i Users B-n

A B C D .. n
Challenge C, 110011 110011 Challenge C,
CUF CUF

Evaluation Responses
Response R, , Res ReiRoR

— — — — B.i’ i
100001 R, =R.=R..=R_ =R _
— | A B,i I,l D,i, ni | <€— 100001

%,

Multiple simultaneous
users

Decentralized
authentication

Issuer decides on
number of executions

No ex ante output
registration needed

No centralized
database required

Luescher et al., Nat. Commun. 2024
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Product tagging

Authentication

Application to paracetamol formulation

/ \\\\
/ )@%

Encapsulation

v

» ) DOODI
O 10000/

Chemical unclonable function
(dissolved DNA pool)

607 o '\\\
f" (&) (®) o\}
\90 () o“‘
l‘ \Q O 200 mg sample

Silica particles with encapsulated CUF
(SPEC)

N
73 \

Release DNA /| ;
- & |
< N /

»Y T

Luescher et al., ACS Nano, 2024
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Why we love DNA

e Unique molecule @53
— Self assembly, amplification, single molecule detection /sequencing ,<§3
HF ” K . 7, . NS
— Can be stabilized by "fossilization” and protection from water IS

AltEREER

e Sequences allow digital representation of

— Information
_ Entropy Lyax =1+ H = const
e Useful
— for distribution/integration of information into objects
— as a source of randomness & entropy .
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