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Introductions 

 Moderator: 
 Tony Cox – Chair - SNIA Storage Security Industry Forum 

(Cryptsoft) 
 Panelists: 

 Tim Hudson - CTO, Cryptsoft 
 Bob Lockhart - Chief Solutions Architect, Thales e-Security, Inc 
 Imam Sheikh - Director of Product Management, Vormetric Inc 
 Liz Townsend - Director of Business Development, Townsend 

Security 
 Nathan Turajski - Senior Product Manager, HP 
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Panelist – Tim Hudson & Cryptsoft 

 CTO, Cryptsoft 
 Cryptsoft EKM/KMIP Products 

 KMIP Client products: 
 KMIP Client SDKs (C, Java, C#, Python) 
 KMIP Client Layered Protocol SDKs for Proprietary Protocols 
 KMIP Adapters 
 KMIP Interoperability Test Suites 
 KMIP Cloud Online Test Service 

 KMIP Server products: 
 KMIP Server SDKs (C & Java) 
 KMIP Alert Server SDK 
 KMIP Server Administration Interface 
 KMIP C Proxy Servers for Proprietary Protocols 
 KMIP C Server Integration Modules (PKCS#11, HSM, RNG) 
 KMIP C Server OTP Server Modules 
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Panelist – Bob Lockhart & Thales 

 Chief Solutions Architect, Thales e-Security, Inc 
 Thales EKM/KMIP Products: 

 KeyAuthority 4.x 
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Panelist – Imam Sheikh & Vormetric 

 Director of Product Management, Vormetric Inc 
 Vormetric EKM/KMIP Products: 

 Data Security Manager 
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Panelist – Liz Townsend  
– Townsend Security 

 Director of Business Development, Townsend Security 
 Townsend Security EKM/KMIP Products 

 Alliance Key Manager 
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Panelist – Nathan Turajski & HP 

 Senior Product Manager, HP 
 HP EKM/KMIP Products: 

 Enterprise Secure Key Manager 
 ESL Tape Library Product Suite 
 MSL Tape Library Product Suite 
 MSL Tape Autoloader, 
 3PAR StoreServ 7000,  
 3PAR StoreServ 7450,  
 3PAR StoreServ 10000,  
 HP XP7 DKA Encryption Software 
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Objectives 

 Session objective 1 - Explore perspectives of 
Enterprise Key Management (EKM) and KMIP 

 Session objective 2 – Answer questions from the 
floor related to EKM & KMIP 
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Moderator Questions - General: 

1. What are the most critical customer concerns that most 
often come up as barriers to adoption, or which create 
the most conflict, when deciding to implement 
standards-based key management? 

2. Why are standards-based approaches necessary over 
the proprietary implementations we’ve seen historically? 

3. What differentiates a local key management solution vs. 
remote or centralized approaches—are there different 
scenarios that warrant something simple vs. an 
enterprise key management solution? 
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Moderator Questions - Market: 

1. How do you see the rate of adoption and/or 
deployment of KMIP products availability? 

2. What level of requirement for EKM/ KMIP do 
you see from the encryption key management 
market? 

3. What are the success factors when deciding to 
develop a KMIP product? 
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Moderator Questions – Audit and 
Innovation: 

1. How does KMIP enable greater scope for 
privacy and financial audits? 

2. How are you taking advantage of KMIP for 
auditing purposes? 

3. What new features and capabilities are you 
looking forward to in future KMIP versions 

4. How have you extended existing KMIP/EKM 
capability outside of encryption key 
management?  
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Moderator Questions - Analysts: 

 Some statements from “KMIP, KMIP, Hooray” (07/12) – Derek E. 
Brink - Aberdeen. Are these claims plausible? 

1. “Over the last 12 months, EKM users had 58% fewer security-
related incidents, and 60% fewer compliance/audit deficiencies” 

2. “..analysis of companies with current encryption initiatives involving 
enterprise key management found that the combined difference in 
costs avoided plus costs saved provided an advantage of nearly 
$100 per end-user per year over those that did not, in addition to 
the ability to support encryption in greater diversity and at higher 
scale..” 
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Moderator Questions - Analysts: 

 Some statements from “Welcome to the New Era of Encryption” 
(9/10/15) – John Kindervag – Forrester. How can KMIP be a 
successful standard if these are true? 

1. “.. it takes too long for standards to be created. There are also 
significant compromises between various parties that are 
necessary to bring a standard to life. ..” 

2. “Many standards will be outdated before industry bodies can even 
release them. Given the rate of change in technology today, 
standards lag.” 

3. “Vendors want freedom to disrupt and innovate. Standards often 
inhibit innovation.” 

4. “Legacy vendors dominate standards bodies. The standards bodies 
are typically stacked with  participants from older, established 
companies.” 
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KMIP Adoption 
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KMIP Adoption per 
Segment

KMIP Adoption

Source - Cryptsoft 
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Security & 
Infrastructure

 Key Managers

 Hardware security modules

 Encryption Gateways

 Virtualization Managers 

 Virtual Storage Controllers

 Virtual Network Appliances

Cloud

 Key Managers

 Compliance Platforms

 Information Managers

 Enterprise Gateways and 
Security

 Enterprise Authentication

 Endpoint Security

Storage

 Disk Arrays, Flash Storage 
Arrays, NAS Appliances

 Tape Libraries, Virtual Tape 
Libraries

 Encrypting Switches

 Storage Key Managers

 Storage Controllers

 Storage Operating Systems

Source - Cryptsoft 
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KMIP Specification Development 
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2007
 Standard Key Management Protocol (SKMP) specification formed

2009
 SKMP renamed Key Management Interoperability Protocol (KMIP)
 Moves to OASIS as the KMIP Technical Committee

2010
 KMIP v1.0 OASIS Specification

2012
 KMIP v1.2 Scope Agreed
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2015
 KMIP Technical Committee Face-to-Face
 KMIP v1.2 OASIS Specification

2013
 KMIP v1.1 OASIS Specification
 KMIP v1.2 Committee Draft

KMIP Interoperability Demonstration – RSA 2011
Cryptsoft, Emulex, HDD, HP, IBM, RSA/EMC, Safenet

KMIP Interoperability Demonstration – RSA 2012
Cryptsoft, IBM, NetApp, Quintessence Labs,  Safenet, Thales

KMIP Interoperability Demonstration – RSA 2013
Cryptsoft, HP, IBM, Quintessence Labs, Townsend Security, 

Thales, Vormetric

2014
 KMIP Technical Committee Face-to-Face
 KMIP v1.3 Committee Draft

KMIP Interoperability Demonstration – RSA 2014
Cryptsoft, Dell, HP, IBM, P6R, Safenet, Thales, Vormetric

2011
 KMIP v1.1 OASIS Specification Final Committee Draft

KMIP Interoperability Demonstration – RSA 2015
Cryptsoft, Dell, HP, IBM, P6R, Fornetix, Thales, Vormetric

Source - Cryptsoft 
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Known KMIP Implementations 
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Source - https://wiki.oasis-open.org/kmip/KnownKMIPImplementations 
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Known KMIP Implementations 
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Source - https://wiki.oasis-open.org/kmip/KnownKMIPImplementations 
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SSIF KMIP Conformance Testing 
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Thank you 

 Thank you to:  
Panelists: 

Tim Hudson 
Bob Lockhart 
Imam Sheikh 
Liz Townsend 
Nathan Turajski 

SNIA & SSIF 
Summit Underwriters and Sponsors 
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