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> The material contained in this tutorial is copyrighted by the SNIA unless
otherwise noted.

> Member companies and individual members may use this material in
presentations and literature under the following conditions:
» Any slide or slides used must be reproduced in their entirety without modification
» The SNIA must be acknowledged as the source of any material used in the body of any
document containing material from these presentations.
> This presentation is a project of the SNIA Education Committee.

> Neither the author nor the presenter is an attorney and nothing in this
presentation is intended to be, or should be construed as legal advice or an
opinion of counsel. If you need legal advice or a legal opinion please contact
your attorney.

> The information presented herein represents the author's personal opinion and
current understanding of the relevant issues involved. The author, the presenter,
and the SNIA do not assume any responsibility or liability for damages arising
out of any reliance on or use of this information.

NO WARRANTIES, EXPRESS OR IMPLIED. USE AT YOUR OWN RISK.
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® Base NVMe Architecture

® NVMe Communication Model
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NVM Express Ecosystem
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What is NVM Express ™?? Ilm " 3
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)Industry standard for PCle SSDs

» High-performance, low-latency, PCle SSD interface
> Command set + PCle register interface

+ In-box NVMe host drivers for Linux, Windows, VmWare, ...
+ Standard h/w drive form factors, mobile to enterprise

2NVMe community is 80+ companies strong and growing
+ Learn more at nvmexpress.org
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2 Non-Volatile Memory Express (NVMe) began as an industry
standard solution for efficient PCle attached non-volatile
memory storage (e.g., NVMe PCle SSDs)

> Low Iatency and high IOPS direct- attached NVM storage

[

PCle bus

\ NVMe SUbsystem /
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2 Built on common NVMe architecture with additional definitions
to support message-based NVMe operations

2 Standardization of NVMe over a range Fabric types
> Initial fabrics; RDMA(RoCE, iWARP,InfiniBand™) and Fibre Channel

» First release candidate specification in early 2016
> NVMe.org Fabrics Linux Driver WG developing host and target drivers

~

o
NVMe Subsystem
\\ NVMe over Fabrics k Y /
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NVMe Enabled Host/




Why NVMe Over Fabrics o
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2 End-to-End NVMe semantics across a range of topologies
> Retains NVMe efficiency and performance over network fabrics
» Eliminates unnecessary protocol translations
> Enables low-latency and high IOPS remote NVMe storage solutions

e Enabled Host/
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® May it please the court...

NVMe SSD technology has moved the
bottleneck from the drive to the network

We’'ll show how NVMe over Fabrics extends
efficiencies in local storage across a network
® Therefore

NVMe and NVMe over Fabrics (NVMeoF) is
the right solution to this problem
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?NVMe Base Architecture Elements
?NVMe Implementation Examples

4 )
) \ Y,
NVMe Enabled NVMe NVMe
Host Communications Storage

Subsystem
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The Host is the consumer of NVMe Storage

* Windows" 8.1 and Windows* Server 2012 R2 include inbox driver
* Open source driver in collaboration with OFA

—

* Native OS driver since Linux” 3.3 (Jan 2012)

* FreeBSD driver released

Solaris*

* Delivered to S12 and S11 Update2
* Compliant with 1.0e

* vmklinux driver certified targeted for Q2 ‘14 release

* Open source driver available on SourceForge

)NVMe Host Drivers

> In-box PCle NVMe drivers in all major
operating systems
> Driver provides streamlined interface

between the O/S storage stack and
NVMe SSDs

> NVMe.org Linux Fabric Driver WG
developing multi-fabric NVMe host
driver

NVMe
Host Driver




What you need - NVM Subsystem

2 Architectural Elements
+ NVMe Controllers
+ NVMe Namespaces
+ Fabric Ports

> Implementation Dependent Elements
+ NVM Media and Interface

NVMe Controller NVMe
Namespace

NVMe Controller

_-|
SNIA.

Ethernet Storage Forum

NVM Media



b
NVMe Controller SNIA.

Ethernet Storage Forum

2 NVMe Command Processing
2 Access to NVMe Namespaces
> Namespace ID (NSID) associates a Controller to Namespaces(s)

> May have multiple Controllers per NVM Subsystem

> Used in multi-host and multi-path configurations
2 NVMe Queue Host Interface
+ Paired Command Submission and Completion Queues
+ Admin Queue for configuration, Scalable number of IO Queues

NVMe Controller NVMe
===yl . Namespace

@ = —
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] I
2 Defines the mapping of NVM Media to a formatted LBA range

+ Multiple formats supported with/without end-to-end protection
+ NVM Subsystem may have multiple Namespaces

2 Private or Shared Namespaces
» Private is accessible by one Controller, Shared accessible by multiple Controllers
> Namespace Reservations

NVMe Namespace\
# of LBAs

LBA Format/Size
Global Unique Identifier
Misc. metadata settings

—————— -y

U4
[ MediaTypes N
Na(:;’n-es;:;ze : e Flash :

rvi

I+ NG_NVM |
[assar ENSID NVMe : * DRAM :
Namespace NVM Media - 1
| NVMe Controller I)‘ e : Media Form :
I I« Chips 1
[ I ips 1
[i==3i (NSID | : e SSD :
|+ NVDIMM ;
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> Subsystem Ports are associated with Physical Fabric Ports
> Multiple NVMe Controllers may be accessed through a single port
2 NVMe Controllers are associated with one port

2 Fabric Types; PCle, RDMA (Ethernet RoCE/IWARP, InfiniBand™),
Fibre Channel/FCoE

Fabric

NVMe
Namespace

M| el

o
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NVMe Subsystem Implementations
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NVMe PCle SSD Implementation

(single Subsystem/Controller) NVMe PCle SSD

NVMe all NVM Storage Appliance Implementation All NVM Appliance with
(1000’s of Subsystems/Controllers PCle NVMe SSDs

1000's of Controllers |1000's of Namespaces

i ooooooooooo ler

RDMA, FC
Fabrics




NVMe Host to Controller Communications
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In this Section, ...

2 NVMe Host/Controller Communications

+ Command Submission and Completion
+ NVMe Multi-Queue Model
+ Command Data Transfers

© NVMe communications over multiple fabric transports

e

NVMe Enabled
Host

4 )

/.

Multi-queue
communication

NVMe Command
:  Submission and
Completion

=
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NVMe Storage
Subsystem

20
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2 NVMe Multi-Queue Interface Model

+ Single Administrative and Multiple 10 Queues
+ Host sends NVMe Commands over the Submission Queue (SQ)
+ Controller sends NVMe Completions over a paired Completion Queue (CQ)

+ Transport type dependent interfaces facilitate the queue operations and
NVMe Command Data transfers

-------------------------------------
L4

m— e — e e e e e e e e e

|' Multi-Queue Model ‘|
| |

ission Qs |
! Admin '
| Queue |
| s A
| |
i < S |
| |
| |
| |
\ ]

J

NVMe Enabled
Host

NVMe Storage
Subsystem
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4
Secccccccccccccccccccccccccccccon®

21



NVMe Multi-Queue Interface

=
SNIA.

Ethernet Storage Forum

2 1/0 Submission and Completion Queue Pairs are aligned to Host

CPU Cores

> Independent per queue operations
> No inter-CPU locks on command Submission or Completion
> Per Completion Queue Interrupts enables source core interrupt steering

Host

: CPU Core 0

e

1/0O Submission Queue

I

1/0 Completion Queue

PP

CPU Core 1

1/0O Submission Queue

I

I/O Completion Queue

AE——

I
|
I
|
|
I
|
|
|
|
|
|
I
1
ICPU Core N-1
I
|
|
|
I
L

1/O Submission Queue

I

1/0 Completion Queue

&

NVMe
Controller

Queue
Arbitration
Policy
(RR,WRR)
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Queues Scale With Controllers

2 Each Host/Controller pair have an independent

set of NVMe queues

> Controllers and queues operate autonomously

2 NVMe Controllers may be local PCle

or remote Fabric

? Use a common NVMe Queuing Model

/{ NVMe
Host

Driver

I cpu core
0
|

| I—

I CPU Core
| 1

—

I CPU Core

/O Completion Queus
r—r—1——1

/O Submission Queue

m:l
[ 2l

O Completion Queue L

/O Submission Queue |

17O Completion Queue

[ |

¥ [ 7O Completion Queue

/O Submission Queue

11O Completion Queue |

1/O Submission Queue
{ 2 I

17O Completion Queue '
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NVMe
Controller

Queue
Arbitration
Policy
(RR,WRR)

NVMe
Controller

Queue
Arbitration
Policy
(RR,WRR)




NVMe Commands and Completions

-

?NVMe Commands are sent by the Host to
the Controller in Submission Queue Entries
(SQE)
» Separate Admin and 10 Commands SQE _
» Three mandatory IO Commands (64B)
> Added two fabric-only Commands
> Commands may complete out of order

>NVMe Completions are sent by the
Controller to the Host in Completion Queue
Entries (CQE) COE
>~ Command Id identifies the completed command (4gp)
> SQ Head Ptr indicates the consumed SQE
slots that are available for posting new SQEs

_-|
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Command Id

Buffer
Address
(PRP/SGL)

Command Id

24



NVMe Queuing Operational Model

....................................

EnQueue | It )
SQE 0 1 (:E:;;:rst)
L

Completion Queue

N J

\_ Host

S
*meccccccccccccccccccccccccccccans’

2 1. Host Driver enqueues the SQE into the SQ
2 2. NVMe Controller dequeues SQE

2 3. NVMe Controller enqueues CQE into the CQ
2 4. Host Driver dequeues CQE

EnQueue

(]
= E
. DeQueue : | | | | I ' T
| o | CQE ] 4 He= [T T T 1 ; e
: E

=
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NVMe
Controller

mmmmm
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NVMe Transports

-------------------------------
Q“
*>
*
Q
Q
Q
0
n

Memory Capsule Capsule/Data
Data & . Data & Commands/Responses Commands/Responses use
Commands/Responses use . use Capsules Capsules
Shared Memory :
Data uses interconnect
specific data transfer
mechanism
PCle Fibre Channel InfiniBand RoCE IWARP
...................... Fabric Message Based Transports. ... ...~

Capsule = Encapsulated NVMe Command/Completion within a transport message
Data = Transport data exchange mechanism (if any)
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NVMe over Fabrics Capsules SN|A

NVMe Fabric CMD CAPSULE

_Command Id_

Optional

Additional SGL(s)

Buffer
Address OI'

(PRP/SGL) Command Data

NVMe Fabric RSP CAPSULE

Optional
Command Data

Ethernet Storage Forum

2 NVMe over Fabric Command Capsule
+ Encapsulated NVMe SQE Entry

+ May contain additional Scatter Gather Lists
(SGL) or NVMe Command Data

+ Transport agnostic Capsule format

2 NVMe over Fabric Response Capsule
+ Encapsulated NVMe CQE Entry
+ May contain NVMe Command Data
» Transport agnostic Capsule format

27



NVMe Queuing on Memory Transport

(PCle)

------------------------------------------
o

J
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NVMe
Controller

sQ

( 2 ) PCle Write (SQ Doorbell)

Doorbell

DeQueue
CQE
\

N

Submission Queue
(In Host Memory)

s eessssesseees [sessesesseseeey
¢ N

Address
(PRP/SGL)

letion Queue
(In Host Memory)

mmmmmm

A -
Semeccccccccccscccccccccssccccscccncccccas®

pppppppp

A

2 1. Host Driver enqueues the SQE in host-memory resident SQ

2 2. Host Driver notifies controller about new SQE by writing doorbell register
2 3. NVMe Controller dequeues SQE by reading it from the host memory SQ
2 4. NVMe Controller enqueues CQE by writing it to host-resident CQ

2 5. Host Driver dequeues CQE

28
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NVMe Queuing on Capsule Transports SNIA.

Ethernet Storage Forum

......................................

NVMe Fabric CMD CAPSULE

—_— e — — — —

(D |

Encapsulate

Optional
Additional SGL(s) NVMe Controller

Buffer Or
Address
(PRP/SGL) Command Data

pecccccccccccccccna,
N

SQE | Illll Amm"
Send Receive @ | | | | [/
Capsule Transport Dependent Message Capsule
| H @ Unencapsulate Submission Queue
SQE (In Controller Memory)

NVMe Fabric RSP CAPSULE

Optional
Command Data

Command Id

Sleccccccccccccccaaa

Encapsulate
CQE [conmencia |

| Receive | Send
H Capsule .\:Transport Dependent Message Capsule
Completion Queue | Unencapsulate | | ' @
(In Host Memory) CQE I
P &
.
.
& Host A Capsule Transport

2 1. Host Driver encapsulates SQE into an NVMe Command Capsule

2 2. Fabric enqueues the SQE into the remote SQ by sending the Capsule

2 3. Controller encapsulates CQE into an NVMe Response Capsule

? 4. Fabric enqueues the CQE into the remote CQ by sending the Capsule 29
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Physical Region Page (PRP)

* Physical memory page address
* Used by Memory Transport (PCle)

OR
Scatter Gather List (SGL)

* Used by Memory and Capsule Transports
» Physical, logical key, or capsule offset address

-—

2 SQE contains the NVMe Command Data buffer address
> Physical Region Page (PRP) used only for PCle Transport

» Scatter Gather List used by both PCle and Capsule Transports
> SGL = [Address, Length]

> Address may be physical,_logical with key, or capsule offset based
> Supports SGL lists; { [Address,Length]...[Address,Length] }

30



NVMe Command Data Transfers
(Controller Initiated)

= ==
a N
/" NVMe Host Driver \\
' |
| |
| i “a“s&e‘ Command
' |
\

Transport

=
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NVMe Controller

SQE

Buffer
Address
(PRP/SGL)

¥ Controller initiates the Read or Write of the NVMe Command Data to/from

Host Memory Buffer

? Data transfer operations are transport specific; examples

> PCle Transport: PCle Read/ PCle Write Operations
>~ RDMA Transport: RDMA_READ/RDMA_WRITE Operations

31



NVMe Command Data Transfers
(In-Capsule Data)
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NVMe Host Driver NVMe Controller
NVMe Fabric CMD CAPSULE

Command Id

o '
)
|

f
| Command IIIII =
i | (SGL) Data
OYEUE (In-Capsule

| Send OFFSET ( : )

Capsule
\ with Data

rCapsule with In-Capsyle Data

\_ Host /L Transport

2 NVMe Command and Command Data sent together in Command Capsule

2 Reduces latency by avoiding the Controller having to fetch the data from Host

2 SQE SGL Entry will indicate Capsule Offset type address

32
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> Multiple fabric Ports attach to independent Fabric Paths
between the Host and Subsystem

2 One or more Controllers per Fabric Port
2 Controllers share common Namespaces
2 Host Multi-Path coordinates access to shared namespaces

NVMe Controller
%] —

@ Fabric
Multi-Path Topology NVMe Controller
= | NSID_

33



NVMe over Fabric Deployment
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?NVMe over Fabrics Deployments

e Enabled Hoss
[EN——
- - - -
-
—

NVMe over Fabric
\_ Y,

35
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® A primary use case for
NVMe PCle SSDs is in
an all Flash appliance

® Hundreds or more SSDs |Windows e <cs,
may be attached — too client o
many for PCle based
attach scale-out

® Concern: Today back- Linux™
end SSD scale-out over | client
a fabric attach uses
SCSI or proprietary
block protocols

Requires
protocol
translation

Appliance

33
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High Performance All Flash
Storage Systems With:

_ Windows
*Scaled out Fabric-Attached Host
NVMe JBODs with NVMe PCle
SSDs Linux
Host
*NVMe hosts interfaces "
on low-latency, high bandwidth ...~
fabrics T Optimized
Host

*Optimized NVMe Fabric host ..
driver stacks e

37
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S —
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® Recall: | NVMe | CPU Core NV /O Submission Queue NVMe
Multi-queue model o 1 - Controller
q | river | /O Completion Queue
Multipathing | : |
CapabI|ItIeS bUiIt'in : | CPU Core | 1O Submission Queue
.. I — - z]
° Optlmlzed NVMe : | o Co'rnpl;tlor: Quouo‘
System : ' A —
Architecture is the | M CPU Core I/O Submission Queue
same, re ] SR NI | I s—
! gardless Of | I 17O Completion Queue
|
|

transport ;
Extends efficiencies E} —
across fabric —

nmnt®
-------
s
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.s®
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o
o
*

. Optimized
: Host
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NVMe Multi-Queue Scaling

2 Queue pairs scale
Maintain consistency to multiple

>

Subsystems

Each controller provides a separate set

of queues, versus other models where

single set of queues is used for

multiple controllers

/{ NVMe
Host

Driver

I cpu core
0
|

|
| I—

I CPU Core
| 1

——
I CPU Core

/O Submission Queue

/O Completion Queus
| e — —
1O Submission Queue
[ 2l |

O Completion Queue

L

—m—l

17O Completion Queue

8 i

/O Completion Queue

/O Submission Queue

1/O Completion Queue

-

1/O Submission Queue
{ 2 I

17O Completion Queue '
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NVMe
Controller

Queue
Arbitration
Policy
(RR,WRR)

NVMe
Controller

Queue
Arbitration
Policy
(RR,WRR)
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)Efficiency doesn’'t go away

ya
(_ o Sutfm lsplon‘ Queuo NVMe

Controller

17O Completion Queue |

I<n_l_'_|"|

1O Submission Queue

acl |

|
O Completion Queue

[P

1O Submission Queue

— X 1121_

1O Completion Queue

|
 —
I CPU Core |

.
B

I CPU Core

(IF “NVMe | CPU Core 0
|
|
I
|
|
I
|
|
I
|
|
I
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: Host
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)NVMe efficiencies scaled across entire fabric

End-to-End NVMe Model
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?NVMe over Fabrics Deployments

e Enabled Hoss
[EN——
- - - -
-
—

NVMe over Fabric
\_ Y,
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® Why do we need another standard block storage
networking protocol?

Low SSD latency puts pressure on delivering an efficient low-
latency networking architecture

Emerging NextGen NVM based SSD are likely going to have 10x+
improvement in latency compared to NAND based SSDs

For cluster-based compute and storage, this brings new
requirements on network latency and efficiency
Network becomes the bottleneck

® NVMe for PCle proved the value of standardization

Enabled a storage eco-system with interoperability between
vendors

NVMe over Fabrics standard is extending this model to fabrics
Defines a common abstraction and encapsulation
Maintains NVMe architecture and software consistency between fabric types

® We Move to Accept!

44
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® NVMe was built from the ground up to
support a consistent model for NVM
interfaces, even across network fabrics

® Simplicity of protocol enables hardware
automated I/0 Queues — NVMe transport
bridge

® No translation to or from another protocol
like SCSI (in firmware/software)

® Inherent parallelism of NVMe multiple 1/0
Queues is exposed to the host

®* NVMe commands and structures are
transferred end-to-end

® Maintains the NVVMe architecture across
a range of fabric types

45
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2 Please rate this Webcast and provide us with feedback

2 This Webcast and a PDF of the slides will be posted to
the SNIA Ethernet Storage Forum (ESF) website and
available on-demand

)http://www.snia.org/foru ms/esf/knowledge/webcasts

2 A full Q&A from this webcast, iIncluding answers to
guestions we couldn't get to today, will be posted to the
SNIA-ESF blog

)http://sniaesfblog.org/
2 Follow us on Twitter @ SNIAESF
?Please rate this Webcast and provide us with feedback
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