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SNIA Legal Notice

§ The material contained in this presentation is copyrighted by the SNIA unless otherwise 
noted.  

§ Member companies and individual members may use this material in presentations and 
literature under the following conditions:

§ Any slide or slides used must be reproduced in their entirety without modification
§ The SNIA must be acknowledged as the source of any material used in the body of any document containing 

material from these presentations.
§ This presentation is a project of the SNIA.
§ Neither the author nor the presenter is an attorney and nothing in this presentation is 

intended to be, or should be construed as legal advice or an opinion of counsel. If you 
need legal advice or a legal opinion please contact your attorney.

§ The information presented herein represents the author's personal opinion and current 
understanding of the relevant issues involved. The author, the presenter, and the SNIA 
do not assume any responsibility or liability for damages arising out of any reliance on or 
use of this information.
NO WARRANTIES, EXPRESS OR IMPLIED. USE AT YOUR OWN RISK.
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Agenda

§Data and compute pressure points: 
aggregation, near & far Edge  

§Supporting Edge Workloads  
§Analytics and AI considerations  
§Understanding data lifecycle to generate 

insights  
§Governance, security & privacy overview
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Data and Compute Pressure Points
Supporting Edge Workloads

Dan Cummins
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Edge requires a move from Centralized to Massively distributed architectures
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Edge Taxonomy
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Edge Locations and Distributed Workloads 
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Workloads
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Analytics and AI Considerations
John Kim
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Traditional Analytics and AI

§All data collected and processed in the data center or cloud
§Compute power, storage, analytics all centralized
§High bandwidth, low latency, straightforward security
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The Challenge of the Edge for AI and Analytics

§More data generated or collected 
§People/devices need to use that data at the Edge
§ Latency to send data to core, process it, and send back
§Greater security risks/exposure
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Analytics and AI Considerations

§Move compute/storage at Edge
§ Move compute closer to data sources/users
§ Pre-process data to send less of it

§Updated AI paradigm is Distributed
§ Train models in the core or the cloud
§ Deploy updated models at the edge
§ Inference at near, far or functional edge

§Other Solutions at the Edge
§ Accelerators
§ Computational storage

Validate 
Models

Deploy

Inference

Collect Data

Clean/ 
prepare Data

Train
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Governance, Security & Privacy Overview
David McIntyre
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11/13/2020

Governance, Security and Privacy:
The Current Threat Landscape  
§ Social Engineering
§ Advanced Persistent Threat (APT)
§ Ransomware/Malware
§ Unpatched/Updated Systems
§ Security Misconfiguration
§ Denial of Service
§ Sensitive Data Exposure
§ Injection Flaws
§ Cryptojacking
§ Cyber Physical Attacks

§ Broken Authentication
§ Broken Access Control
§ Third Party (Supplier)
§ Insider Theft
§ Mobile Malware
§ Physical Loss of Devices
§ Cross-site Scripting (XSS)
§ Man-in-the-Middle Attacks
§ IoT Weaponization

1
7
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Common Threat Actors Common MotivationsCommon Threat Actors       Common Motivations
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Common Threat Actors Common Motivations
Expanding Regulations for  Security and Privacy
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Security Considerations by Cloud Service Providers

§ Notable Cloud Service Provider Security Policy Categories
§ Data-in-flight 
§ Processing requirements in data handling
§ Buffering and caching
§ Data-at-rest policies
§ Containers
§ Virtualization
§ Multi-tenant
§ Edge deployments with computational storage processing
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Computational Storage and Security 

§ Computational Storage provides improved application performance but with new security challenges 

§ Data at rest
§ Processed data
§ CSD to host data

§ Cloud Service Provider data security policies need to be supported
§ Hybrid cloud deployments need to address security concerns

§ On-premise with CSP
§ SNIA is defining a computational storage architecture specification with security in mind. 
§ Join the SNIA Computational Storage TWG and a support a secure CS solutions ecosystem!
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Summary and Q&A 

§ Location - Latency & Data Integration Points
§Processing - Data Reduction Points
§Security - Many Overlapping / Competing Priorities
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Storage Life on the Edge is a Series!
“Storage Life on the Edge: Edge Storage Use 

Cases”
March 22, 2022

10:00 am PT / 1:00 pm ET
Register here: https://bit.ly/SNIAEdgePanel

https://bit.ly/SNIAEdgePanel
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After this Webcast

§Please rate this webcast and provide us with your feedback
§This webcast and a copy of the slides will be available at the SNIA 

Educational Library https://www.snia.org/educational-library
§A Q&A from this webcast, including answers to questions we couldn’t 

get to today, will be posted on our blog at https://sniansfblog.org/
§Follow us on Twitter @SNIANSF

https://www.snia.org/educational-library
https://sniansfblog.org/
https://twitter.com/SNIANSF
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Thank You


