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= kd | Administrator: Microsoft Message Analyzer

- oI

Home Tools Charts G
’ j [ Edit Y Y = Aliases * [y Viewpoints + Eg 7 E!j [ﬁ %
% Shift Time ~ . 7 Unions ~ 31 Default Viewpoint — . ’
Restart| Stop View  Quick X X Tool Color Choose Find View
2 New Viewer » Filter  Filter = & Hide Operations Windows ~ | Rules ~ Columns Messages Layout ~
Session Filter Customize Fields Viewpoints Windows View Options
Start Page Local Network In... View Filter X
[Module "]—[ContentType "] “F Apply K Remave | w7 Library ~
m v Number & Tirmnest - TimeElapsed Source Enter a filter expression, such as:
. : tep.port==80
> Lzt (6De (% . “address==192.168.1.1
4 Module (7): HTTP
[ ContentType (12): <Others>
I ContentType (2): application/json
[ ContentType (8): application/x-javascript
I ContentType (4): image/gif
4 ContentType (3): image/jpeg
& 855 2014-87-25T12:85:44.7250306 8.8351415 Knoxie
& 857 2014-07-25T12:86:44.7328338 3.8418252 Knoxie X
0 Session Explorer ®
L4 & 1883 2014-07-25T12:86:48.962111% 8.14434p2 Knoxie
) QT (5 e « 4 [“|Local Network Interfaces (Win 8.1:
< > Analysis Grid (664)
Local Network In... | Sequence Match (1,681)
~ TCP Diagnaosis with Stevens Format (-
Stevens i
Source Diagnoses
20,000.00
16,000.00 Source Destination SourcePort
12,000.00 131.187.255.86 Knoxie HTTPS(443)
8,000,00 Knoxie 131.187.125.19 2342
4,000,00 Knoxie 158.62.21.37 4911
0.00 . Knoxie 168.62.21.37 4913
12:08:25 12:08:30  12:0836  12:0842 T knoxie PaulyshirelessHotel 4951
2 mmaed o [ ETTE FRFARERTS P RS B 111 )
<
*Set viewpoint to TCP e
< > 4 >
Message Stack X Details % Field Data ®
I-E {=} 2 Origins MessageMumber: 1008 Module: HTTP i
Operation, Status: OK (200), GET /az/hprichbg/rb/BrugesCanals_EN-U564698481
)% 1008: HTTP ~ i} Name Value Type Bit Offset Bit Le
Operation, Status: OK (200), GET /az/hprichbg/ Method GET String ~
O& 1008 HTTP Uri /az/hprichbg/.. HTTP.UriType
Request, GET /az/hprichbg/ro/BrugesCanals_EN-U Version HTTP/1.1 String
1e] & 1024: ReassembledTCP StatusCode 208 (9xA0B888.. UInt32
TCP Virtus| Reassembled Segment, Src?ort: HTTE ReasonPhrase  |OK String < ; >
I O.ﬂ = Eon:en:‘El'ypedl image/jpeg ;:r?ng _ imagefjpeg
< 3 ontentEncoding ring
< S 7~ Ficid Data
Ready Session Tetal: 1,681 Available: 664 Selected: 1 Viewpoint: Default
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Usual
Suspects
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What is Message Analyzer

a3 Protocol and Log File Analysis Tool
Correlation across traces and logs
Visualize Data

3 Trace Collection Tool
Remote and Local
ETW events
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emo: A quick tour

3 5 | | Microsoft Message Analyzer - 2 I EE

3 | U Feedback v ~
ﬁr =] Aliases ~ ) Viewpoints - g?
M . Unions = t
View  Quick & N Tool

—— =T ieer S —TTS

Wiew Filter X
¥ Apply " Remove | = Z Library = g

Enter a filter expression, such as:

NEWS DOWNLOADS GUIDANCE SETTINGS
tepport==80

All ITF:‘B TR19 Security Training IPaJIs Stuff I Message Analyzer *address==1

I 7 Message Analyzer Blog Updates! 10/22/2013 1:00:00 PM

We've recently updated cur blog with several new posts as listed below. Click on the title above t oyr blog!
+ Configuring Message Analyzer to effectively wark with lange data sets
+ Customize column layouts to view data that matters to you a r a e
+ Capture from remote machines and VMs

+ Why Message Analyzer is so different from Netwark Monitor

I { Message Analyzer has Released 9/25/2013 1:00:00 PM

Message Analyzer has officially released to the Microsoft Download center, Click on the title above to read our et A fi k to the download.
Session Explorer X

I ¥ New Blog Post: Network Capture is Dead! 3/4/2013 12:00:00 PM
Come visit our blog to learn about the trace capture experience on Message Analyzer. Message Analyzer not only captures network traces through an NDIS Filter driver as with Network Monitor, but has been enhanced to support network trace capturing at the Firewal|
and HTTP proxy level and also capturing any type of ETW (Event Tracing for Windows) events such as USB and Bluetooth.

I ¥ Message Analyzer Blog 1/29/2013 12:00:00 PM
Come follow our blog as we discuss how to take advantage of Message Analyzer and all of its new features to troubleshoot and analyze Network, Event Tracing, and Text based logs. We have posts on how to use filtering and grouping in Message Analyzer, so come

take a look at http://blogs.technet.com/MessageAnalyzer by clicking on the title above.

I ¢ Reporting Problems 9/20/2012 1:00:00 PM

We really appreciate it when you take time to report issues to us. We promise to read and respond to every report. For us to do our best work, this is what we need from you:

+ Steps for reproducing the problem .
o Erecenrla = mbarle brmen Thoce aen camind ba the clinbased b dealhs ke baccann U S S S Y
Message Stack X Details X Output X
= prer
i {=} No Origins Progress: Loaded cached module 'WFPActors_826allfc97e3feB2bbbot ©
W Moddle | S Progres Loaded cached module 'PAC_37f96a8cac94d@9145162c9ea%e
essage Wlodule summary Progress: Loaded cached module 'EAPOL_B42B4f6eadefcc21297F5¢351
Name | Value Type Bit Offset Bit Length Progress: Loaded cached module 'PPTP_feBcB393559b56cactedabletlt
Progres Loaded cached module 'KKDCP_51818ee75cSb88185ca500e8s
Progres Loaded cached module 'SkN_le515b878ca77d57499563beed]
Progress: Loaded cached module 'RDPEGDI_3db329f33e5a35d789b29dE
Progres Loaded cached module 'EPM_30ed568@8bdlchebBdf570e455:
Progres Loaded cached module 'Netmon_6735f6739236b768616afa0t
Progres Loaded cached module 'PCCRR_s215fdde527b1656@besBeete
Progres Loaded cached module 'PCCRD_féafbddddalfa345d7394a82]
Progres Loaded cached module 'DNSP_B@efd5c28e6ed988dfE8el8abe
Progres Loaded cached module 'CapFileActors_d73680052485853bF1
Progress: Loaded cached module 'FCIADS_7c88fc4flbe983f183d62e9:
< >
[l Bookmarks E Output Field Data
7 Message Data B Selec
Ready Session Total: 0 Available: 0 Selected: 0 Wiewpoint: Parsing Level: 5
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emo: A quick tour

Gl 5 | | Microsoft Message Analyzer

EN -

Tools Charts
. ) View  Quick Tool
Sl ce Filter  Filter - Windows -

Filter

- smEm

< Feedback ¥ ~

Wiew Filter ®

NEWS DOWNLOADS GUIDANCE SETTINGS
Subscribed Feeds

I Tuesday, August 26, 2014 by paulle
I &, Various View Layouts
" Friday, February 21, 2014 by Paullo
Various view layouts for ETL, Metlogon and others,
OPN Parsers Leam more

4 Infrastructure Version 1.1
Friday, August 22, 2014 by Micrasoft
Contai

Core Networking Version 1.1

Friday, August 22, 2014 by Micrasoft

Contains parsers for public network protocols that many other parsers depend on, This is the basic f;
P13 Device and Log File Version 1.1

Friday, August 22, 2014 by Microsoft

Cond device traffic and text log file parsers,
Ji¢ Additional Text Log Configurations 1.1

Friday, August 22, 2014 by Microsoft

Additional scenarios for Netlogon, SCCM, ULS and Eventlog exported as CSV.

Microsoft Common Version 1.1

Friday, August 22, 2014 by Microsoft

P13 Microsoft File Sharing Version 1.1

Friday, August 22, 2014 by Microsoft

Contains parsers for Microsoft file sharing and branch cache protacols.
P13 Microsoft Identity and Security Version 1.1

Friday, August 22, 2014 by Microsoft

Cantai fa

v o ide it oo s et I i {

infrastructure components that provide suppart functions, enumerations, and types 13wl [ither sl and [odules T 6o E actual parsers, but rather provides the basic foundation for protocal
parsing. Removing this group may cause parsing functionality to fail.

Contains parsers for common Microsoft and public protecals, upon which many other Microsoft protocols depend.

ation for protocol parsing functionality. Remaving this group may cause other major protocols to stop working.

ettings

¥ Apply ¢ Remove | ~ 7 Library +
Enter a filter expression, such as:
tepport==80
“addres:

Synchronized

Not
Synchronized

Message Stack
£ {=} Mo Origins

Message Module Summary

Ready Session Total: 0 Available: 0

X Details Cutput x
Progress: Loaded cached module 'T125_al65b257438%51@5 .
Progress: Loaded cached assembly '__PropertyModule_53
Progress: Loaded cached module 'T124_af6845%8e2e7c684.
MName Value Type Bit Offset Bit Length Progress: Loaded cached assembly '_ PropertyModule_34'
Progress: Loaded cached assembly '__PropertyModule_39
Progress: Leoaded cached assembly °_ PropertyModule_e3
Progress: Loaded cached module 'PublicResources_3d7%e
Progress: Leoaded cached assembly '_ PropertyModule_@f
Progress: Loaded cached assembly °_ Propertybodule_3a
Progress: Loaded cached module 'PcapFile_1423599zb5F3
Progress: Loaded cached assembly °_ Propertybodule_fa
Progress: Loaded cached assembly '__PropertyModule_8f
< >
[ Boakmarks 0Field Data
L Message Data HH Selection
Selected: 0 Viewpaint: Parsing Level: Build: 4.0.7052.0
— B .r 5
Th
I‘ll ._"- i
irs
- g ' e
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Demo: A quick tour

=] | 5 | | Microsoft Message Analyzer

Home Tools Charts

E Mew Session *  Local Network Interfaces (Win 8.1 and later) e fatllul ozt %
Capture local Link Layer traffic from NDIS. O5: Wi... noint
= PP Toaol
./ QuickOpen » Remote Network Interfaces with Drop Informa... I — Wl.ndc:-ws -

Remaote capture on Link Layer including event dat...

@ Quick Trace ¥
Remote Metwork Interfaces

) | To add a trace scenario to the Quick Trace menu, go to New Session > Live Trace and tag a trace scenario as a favorite

COnoessg

Loopback and Unencrypted IPSEC

— Captures above [Pvd/IPvE layer using Windows Filt...
I—E [ Close
Unencrypted HTTPS
Capture HTTPS client-side unencrypted traffic by u...
MNetwork Tunnel Traffic and Unencrypted IPSEC
= o Capture network traffic in the WVPMN/Direct Access t..
“%- SAdVE Fo
Local Loopback Network
& Start Page Capture loopback network traffic that references t... . .
e | 'rations, and types for all other parsers and modules, This group does not cc
@ Options
e end on. This is the basic foundation for protocal parsing functionality, Remc
About
g Exit
_ _ SV
a%g Microsoft Common Version 1.1
"
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Demo: A quick tour

| 0 5 b | Microsoft Message Analyzer - a
Home Tools Charts > Feedback v
Edit ]T WT =l Aliases ~ 5 Viewpoints - % - {h Ea ‘=I"
@y Shift Time 7 | Eunions - &l Default Viewpoint -— = 2N
View  Quick Tool Color Choose Find View
[ Mew Viewer ~ Filter  Filter ~ i Hide Operations Windows = | Rules~ Columns Messages Layout~
testingfrommym. NiNetTrace : An View Filter x
g W Apply W Remove | v Elibraryr  _
T MessageNumber @R Timestamp TimeElapsed  Source Destination Module Summary smb2
i 1274 2814-88-22T13:57:22. 9725879 157.59.138.242 255.255.255.255 uop SrcPort: 1758@, DstPort: 17508, Length: 121
i 1275 2814-88-22T13:57:22. 9731908 157.59.138.242 157.59.131.255 uop SrcPort: 17588, DstPort: 17508, Length: 121
i 1278 2014-08-22T13:57:22. 9818164 157.59.129.97 239.255.255.250 s50P Request, Methad: NOTIFY, URL: *, Version: 1.1
& 1277 2014-08-22T13:57:22.9520496 FEB:8:0:0:2918: 15E:099: 70FF FF02:0:9:9:0:0:0:C S50P Request, Methad: NOTIFY, URL: *, Version: 1.1
& 1281 2014-88-22T13:57:23.0293876  9.0489101 10.200.48.151 157.59.129.15 s Records: [ApplicationDatalEncryted)]
5 1282 2014-88-22713:57:23.0433698  0.0192218 2481:111:F480:5014:8:2:0:2 2091:4898: 26: 5:BC38: 8018 BELE: 26F4  TLS Records: [ApplicationDatalEncryted)]
& 1283 2014-88-22T13:57:23.8454838 8.8171441 2A91:111:F420:2814:08:0:09:2 2091:4898:28:5:B(38: 801B:BE16: 26F4 TLS Records: [ApplicationData(Encryted)]
i 1288 2814-88-22T13:57:23. 0775696 B4-8E-0C-3C-33-72 FF-FF-FF-FF-FF-FF Ethernet Type: Realtek Semicanductor Corp.
i 1288 2814-88-22T13:57:23. 1712817 157.59.138.124 157.59.131.255 NBTHS Query Reguest, QuestionMame: WPAD  <BxB3> Workstat
i 1280 2014-88-22T13: 157.59.129.3 157.59.128.1 arp REQUEST, SenderIP: 157.58.129.3, TargetIP: 157.59.1
@ 1290 2014-88-22T13: 157.59.128.125 157.59.139.155 aRP REQUEST, SenderIP: 157.59.128.125, TargetIP: 157.59
& 1291 2014-88-22T13:57:23 2856669 157.58.128.115 157.59.131.62 arp REQUEST, SenderIP: 157.59.128.115, TargetIP: 157.59
@ 1292 2014-88-22T13:57:23, 2629917 157.59.129.97 239.255.255.258 S50P Request, Methad: NOTIFY, URL: *, Version: 1.1 Session Exgiorer %
&1293 2014-88-22T13:57:23.2633931 FES@:9:8:8:2918:1EE:D9@:7DFF FFB2:9:0:8:2:2:8:C SSDP Request, Method: NOTIFY, URI: #, Versionm: 1.1 =
@ 1294 2014-88-22T13:57:23.2871274 157.59.138.128 157.59.131.255 NBTNS Query Reguest, QuestionMame: XRXGPBOAMFIZADA  <oxdi ¥ Itestingfrommymachine (1,350)
i 1295 2814-88-22T13:57:23 . 3037457 B4-BE-0C-3C-20-62 FF-FF-FF-FF-FF-FF Ethernet Type: Realtek Semicanductor Corp. e
3 1205 2814-88-22T13:57:23. 3040086 FEB@:@:0:0:28F8:720F:373: 387A FF02:0:0:9:0:0:1:2 DHCPUE SOLICIT, TransID: @x@@GEBD74 4 FIN1NetTrace (6,15
5 1297 2014-03-22T13:57:23.3229143  0.001452% 2081:4898:28:5:5C35:5016:BEL6: 26F4  2001:4895:C8: A:C32F:D2B4:FEFT:37C1  DFSC Get DFS Referral, MaxReferrallevel: 4, RequestFilen Analysis Grid (
5 1298 2014-03-22T13:57:23.3252321  0.0030493 2081:4898:28:5:5C35:5016:BEL6: 26F4  2001:4895:C8:

4:C92F:D284:FRF7:37C1 SMB2 Create, Status: Success, FileName: products\PUBLIC

& 1382 o 2014-98-22713:57:23.3347803 2.9825631 2001:4898:28:5:5C38:8016:BE16:26F4 2001:4898:C8:A:CI2F: D284:F0) 37C1 SMB2 C : STATUS OBJECT MAME MNOT FOUND, Fileh.
& 1385 2@14-88-22T13:57:23.3383157 9.89209436 2@@1:4898:28:5:BC38:801B:BE16: 26F4 2001:4898:(8: A:(92F:D284:FOF7:37C1 SMB2 Create, Compounded, Status: Success, FileMame: prod
- & 1385 2@14-88-22T13:57:23.3383157 2.0620436 2@@1:4898:28:5:BC38:8818:BE16: 26F4 20081:4898:C8: A:C92F:D284:FBF7:37C1 SMB2 QueryDirectory, Compounded, Status: Success, Fileld
& 1385 2814-88-22T1: 23.3383157 2.0020436 2081:4898:28 @18 :BE16: 26F4 28081:4898:(8: A:C92F:D284:FBF7:37C1 SMB2 QueryDirectory, Compounded, Status: STATUS_NO_MORE_
& 1385 2@14-98-22T13:57:23.3383157 @.0020436 2@81:4898:28:5: 1801B:BEL6: 26F4 2001:4898:C8: ArCI2F: D284 : FRF7:37C1 SME2 Compounded Messages
& 1308 2@14-98-22T13:57:23.3417300 2081:4898:CB:A:C9ZF 1FBF7:37CL 2001:4898:28:5:BC38:801B:BE16:26F4 SMB2Z ErrorResponse, Status: STATUS_PENDING
& 1387 2@14-98-22T13:57:23. 3406981 @.0018504 2p@1:4898:28:5:5C38:8015: BE16: 26F4 2001:4898:CB:A:CI2F:D284:FRF7:37C1 SMB2Z Close, Status: Success, Fileld: @x@o@@ao@sDAGEEDEDS
& 1311 2@14-98-22T13:57:23.3698138 FEBR:9:0:0:4D32:1292:8F47:1838 FFB2:9:8:8:2:0:1:2 DHCPve SOLICIT, TransID: @x@@9D7782
B oaaan Anaa AR naTas_ors.an ansanon ars rnoana n ars rnoane ann ann ArmseeT  fo_a__¥n. aFa rA o ane A oo _aTnl ars £aoa
Message Stack X Details X Output X
5 {=} Mo Origins MessageNumber: 1305 Medule: SMB2 Progress: Recompiling module assembly 'WinInet®
QueryDirectory, Compounded, Status: Success, Fileld: OxFFFFFFFFFFFFFFFF, SearchPattern: *, FilelnformationClass: Fileldg | Progress: Module assembly saved 'C:‘\Users\Paul\AppDat
~y - Progress: Loaded cached assembly 'WinInet_1ldSe6ce3ed
] & Name Value Type Bit Offset Bit Length Progress: Recompiling module assembly 'Windows_Kernel
QueryDirectory. Compounded, Status: Success, Fileld: . SearchPattern: *. i i Fileld persistent =. SMB2.SMB2Fileid Progress: Module assembly saved 'C:\Users\PauliAppDat
FileInformationClass FileldBothDir.. FileInformationClasses Progress: Loaded cached assembly‘ N:Lnaows_l:(t_ernel_Tr?c
. Error: do not know how to establish stage 'imported
Buffer * String Modules Loaded: Errors or warnings were found when Lo
Status STATUS_SUCCES.. ERREF.NTSTATUS Progress: Loaded cached assembly 'WindowsReference 5+
Progress: Loaded cached assembly 'IGMP_ddf96e98bf829c
Progress: Loaded cached assembly 'PublicResources_3d7
Progress: Loaded cached assembly 'NTP_48eelac6dd2a3@s
[l Bookmarks EDField Data
Message Data B4 Selection
Ready Session Total: 1,350 Available: 1,261 Selected: 1 Wiewpoint: Default Parsing Level: Build: 4.0.7052.0
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Demo: A quick tour

| 0 5 b | Microsoft Message Analyzer

&

“ Home | Tools  Charts & Feedback v  ~
[> Edit ? Y = Aliases * [ Viewpoints = g@ 7 %mr%
hi 7 []Unions ~ G Default Viewpoint — !
View  Quick Tool Color Choose Find View
Filter  Filter ~ i Hide Operations Windows ~ § Rules - Iua!tr ﬁgawmv
Filter C ewpoints Windows - | ﬁ
N View Filter %
A N
7 Apply WRemove | w Zlibrary v _
I MessageNumber @@ Timestamp TimeElapsed  Source Module Summary smb2
@ 1274 2814-68-22T13:57:22.9725879 157.59.138.242 255 upP SrcPort: 17588, DstPort: 17588, Length: 121
@ 1275 2814-68-22T13:57:22.9731900 157.59.138.242 upP SrcPort: 17588, DstPort: 17588, Length: 121 . .
dh 1276 2014-08-22T13:57:22.9818164 157.59.129.97 239 SSDP Request, Method: NOTIFY, URI: *, Version: 1.1 Iew I ter
@b 1277 2014-@8-22T13:57:22. 9620496 FEB@:9:0:0:2918: 1EE:D90: 7DFF SSDP Request, Method: NOTIFY, URI: *, Version: 1.1
b 1281 2014-88-22T13:57:23.0293876  9.0489101 10.209.48.181 157.59.129. s Records: [ApplicationDatalEncryted)]
@ 1282 2014-98-22T13:57:23.8433698  9.0192218 2A91:111:F420:5014:0:0:8:2 2001:4898:28:5 LS Records: [ApplicationDatalEncryted)] I ool
&b 1283 2014-88-22T13:57:23.0454838  0.0171441 2601:111:F480:2514:0:9:0:2 2001:4898:28:5:BC38 LS Records: [ApplicationData(Encryted)]
b 1286 2814-68-22T13:57:23.6775695 B4-8E-DC-3C-38-72 FF-FF-FF-FF-FF-FF Type: Realtek Semiconductor Corp.
@ 1288 2814-68-22T13:57:23. 1712817 157.59.138.124 157.59.131.255 Query Reguest, QuestionMame: WPAD  <@8x88> Workstat
b 1289 2014-08-22T13: 157.59.129.3 157.59.128.1 T, SenderIP: 157.59.129.3, TargetIP: 157.59.1
dh 1200 2014-@8-22T13: 157.59.128.125 157.59.139.155 REQUEST, SenderIP: 157.53.128.125, TargetIP: 157.58
@ 1201 2014-88-22T13:57:23. 2456669 128.115 ¢ 9-131.62 .115, TargetIP: 157.59
b 1202 2214-8-22T1. 23.2629917 19 39, SSDP ReqWgt, Method: NOTIFY, URI: *, Version: 1.1 ]
Session Explorer x
4 1293 2014-88-22T13:57:23. 2633931 FH Fro| SSDP ethod: NOTIFY, URI: *, Version: 1.1 - £ =
@ 1294 2014-88-22T13:57:23.2871274 15 157] NBTNS QuestionName: XRXGGBOAAFIZADA <o || —]m'"gfm'"_'"y"‘a‘h'"e("ﬁm
b 1295 2814-68-22T13:57:23. 3837457 B4-8E-DC-3C-2C-62 FF-FF-FF-FF-FF-FF Ethernet N Lein e
3 1295 2014-@8-22T13:57:23 . 3049086 FEB@:@:0:0: 28F8:720F: 373: 387A FF02:0:0:0:2:0:1:2 DHCPUE 4 ENTNetTrace (6,150)
& 1297 2014-08-22T13:57:23.3229143  0.0014529 2001:4898:28:5:BC38:6016:BE16:26F4  2001:4898:C8:A:C92F:D284:F@F7:37C1  DFSC : 4, RequestFileN Analysis Grid (3-27.31
@b 1299 2014-@8-22T13:57:23.3252321  9.0830493 2001:4898:28:5:5C36:6018:BEL6:26F4  2001:4898:CB:A:C92F:D284:FOF7:37C1  SMB2 Creste, Statu products\PUBLIC Sess I On
& 1365 2014-88-22T13:57:23.3383157  0.0620436 2001:4898:28:5:BC38:8018:BE16:26F4  2001:4898:C8:A:(92F:D284:FF7:37C1  SMB2 Create, Compounded, S™ FileName: prod
o [+ 1385 2014-68-22T13:57:23.3383157  0.0620436 2001:4898:28:5:BC38: 8018: BE16: 26F4  2001:4808:C8:A:(92F:D284:FOF7:37C1  SMB2 QueryDirectory, Compounde ess, Fileld
@ 1385 2814-68-22T1 23.3383157  0.0820436 2001:4898: 28 01B:BE16: 26F4  2001:4898:C8:A:C92F:D284:FOF7:37C1  SMB2 QueryDirectory, Compounded, : OO
& 1305 2014-@8-22T13:57:23.3383157  0.0020436 2001:4898: 281 :801B:BE16:26F4  2001:4808:08:A:C92F:D284:FOF7:37C1  SMB2 Compounded Messages
@ 1308 2014-@8-22T13:57:23. 3417808 2001:4898:CB:A:C92F:D2B4:FOFT:37CL  2001:4895:28:5:BC36:801B:BE16:26F4  SMB2 ErrorResponse, Status: STATUS_PENDING
@b 1307 2014-@8-22T13:57:23.3406961  0.0015504 2001:4898:28:5:5C36:6018:BEL6:26F4  2001:4898:CB:A:C92F:D284:FOF7:37C1  SMB2 Close, Status: Success, Fileld: 0x200000 WQQEEDEDS
@ 1311 2014-88-22T13:57:23. 3698138 FEB@:9:0:0:4032:1292:8F47:1038 FFO2:0:0:0:0:0:1:2 DHCPYG SOLICIT, TransID: @x0@9D7782
T e e e S o= N N
Message Stack Details % || Output
{=} Mo Origins MessageNumber: 1305 Medule: SMB2 Progress: Recompiling module assembly 'WinInet' A
QueryDirectory, Compounded, Status: Success, Fileld: OxFFFFFFFFFFFFFFFF, SearchPattern: *, FilelnformationClass: Fileldg || Progress: Module assembly saved 'C:\Users\Paul\AppDat
Progress: Loaded cached assembly 'WinInet_1ldSe6ce3ed
i Name Value Type Bit Offset Bit Length Progress: Recompiling module assembly 'Windows_Kernel
I [] Fileld stent = SHE2,SMB2 . Prierghs: Modele assembly sa | C:\Users [PauliAppDft
essage Stack e V1O S S AZE-I@EA -Yarious:Dtackea
Erry ot eshell!
Buffer * ng Modules Loaded: Errors or warnings were found when Lo
D Status STATUS_SUCCES, EF . NTSTRIUS Progress: Loaded c assembly ‘WindowsReference 5+
Progress: Loaded cac 8 MP_ddf96e98bFE29c
Oo 00 Progress: Loaded cac blicResources_3d7
Progress: Loaded cached assembly 'NTP_48eelac6dd2a3@s
< >
- [l Bookmarks 0 EDField Data
‘ ’ [ Message Data B Selection
=
Ready Session Total: 1,350 Available: 1,261 Selected: 1 pSM*!llq Ba r Parsing Lew Build: 4.0.7052.
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Demo: A quick tour

= | 5 . | Microsoft Message Analyzer

Home ools Charts

_ EWpOIr
E MNew Sessicn Elank Session :

} fault

. i NewSeas
a Quick Open »

Hame:

Eessian 2
@ Quick Trace * Session Densils
s Mew Data Saurce

7 Edit Session ! sl New Session B

Namke:
Close Add Data Source Sevion 2
= e

Session Details

‘. files 1 * | ol Hew Data Soumce | 1
H Save DeAdd Fdes| w ) Clewr Lt [] Select Added Files || Truncated Parsing )

Name Size File Type Message Count Stert Time End Time Text Log Configuration
: Save As Sewsion Filter )
i " W Library « ‘T History + (2 Clear

Enter a fiter expresian, wurh as:

tepport =80
oddress== 192 16&1.1 Selected Files: 070 Tatsl Messages: 0 Start Tines Unknown End Tmes Uniknaon
l"\ Start Page Time Filter (Filtesed Messages: |
Seort Withe Parsing Levet Use Start Filter Use End Filter
) P it " i oY A
Options S
Session fiter

& Lbrary = “GHistory = _Clear
Enter o filter expression, suth e
About teppart==80
*addresss = 19216811

[_] Start Wikh: Pauing Level:
E—P Exit Analysis Grid » Ful - Stant Concel |

— :
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Demo: A quick tour

_, T

= New Session H

I Mare:

|Sarr'|ba Sys Log Scenarl'ul | f

| Session Details

Files 1 " w Data Source |
1 =r
: [ELAdd Files | ¥ 2 Clear List Select Added Files [_| Truncated Parsing Enter search text here... P i
=r
| Mame Size File Type Message Count Start Time End Time Text Log Configuration -
| Wiresharktrace.pcap 1059 KB PCAP (Little Endian) v2.4 N/A NSA NfA or

! log.log 141 KB  Textual Log Files 2414 N/A N/A SambaSyslog ~ :

w w
= T

i

, Selected Files: 2/2 Total Messages: 2414 Start Time: Unknown End Time: Unkno -
! Time Filter (Filtered Messages: ) E
! [] Use Start Filter ] Use End Filter il
g Enter a date/time Enter a date/fime 2

v
(L

w
[

]

1 Session Filter
N Library ~ “fHistory = 2 Clear

Enter a filter expression, such as:
tep.port==580

*address==192.168.1.1 fa
0
: 0
# Start With: Parsing Level:
6| Analysis Grid - Full v Stat | | Cancel
q
— R G LGRS 7 X027 Uz - e :
11
g
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@ Demo:

Correlation with
Multiple Logs

x

o

e —
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» Fully Reassemble

= TCPBHTTP and all layers
» Fragments hidden

» Group Operations

= Request/Response

014 fead g

= Measure response times

= Automatic Diagnoses

» TCP diagnosis show as info
= Validation and Protocol Behavior

s
! .
- = v - | .
- e
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Differences — Netmon
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Differences — Wireshark
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Differences — Message Analyzer

Top Level
Operation

Top Level
Protocol

S D ‘14 2014 Storage Developer Conference. © Microsoft. All Rights Reserved.

#



| T 5 Id | Administrator: Microsoft Message Analyzer

I -

Tools Charts -
Start Page Local Netwark View Filter
e g grouping. X “ Apply ¥
¥ MessageNumber Q Timestamp TimeElapsed Source  Destination Maodule Summary Enter a filter M essa e Anal Ze r
& 1 o 2014-97-25T12:85:45.0621119  @.1443462 Knoxie www.bing.com HTTP Operation, Status: OK (288), GET faz/hprichbg/rb/BrugesCanals_ EN-USE46984.. Session Expll g y
4 ALocal
Ana\y; Gnd (pod]
4 [ ]OneHTTP (173)
Analysis Grid (1)
Ready Session Total: 173 Available: 1 Selected: 1 Wiewpoint: Default Truncated: No Parsing Level: Build: 4.0.7028.0
Microsoft Network Monitor 3.4 - E\Users\Paul\Documents\Work\Captures\MessageVisualStackBug\OneHTTP.cap = B
File Edit View Frames Filter Experts Tools Help
| New Capture | ¥ Open Capture | Save As | =2 Reassemble 4 Layout = 4 Parser Profiles = [ Options @) How Dol ~

@ OneHTTP.cap | ) Start Page | L3 Parsers

Network Conversations X ||Frame Summary
=57 alTraffic = Find -
£ M Other Traffic 2 1 .
@f IPv4 (192,168, 1,18 - 204.79,197,200) ConvID || Time Of Day  Time Date Local Adjusted  Time Offset Time Local Adjusted  Process Mame  Source Destination Protocol Mame  Description Network Monlotr
Mot Applicable 12:08:48 PM 7/25/2014  0.0000000  12:08:48.0621119 192.168.1.18 204.79.197.200 HTTP HTTP:Request, GET faz/hprichbg/rb/BrugesCanals
i 48 PM 7/25/2014  0.0325464  12:08:48.0946583 204.79.197.200 192.168.1.18 HTTP HTTP:Response, HTTP/1. 1, Status: Ok, URL: faz/H
48 PM 7/25/2014  0.0326157  12:08:48.0947276 192.168.1.18 204.79.197.200 TCP TCP: [Bad CheckSum]Flags=. SrcPort=454
43 PM 7/25/2014  0.0335204  12:08:48.0956323 204.79.197.200 192.168.1.18  TCP TCP: [Continuation to £2]Fla SrePort=H11F (o), SOl =495, Payioat. . LICr 2, IPUe 1} '
43 PM 7/25/2014  0.0335696  12:08:48.0956815 192.168.1.18  204.79.197.200 TCP TCP: [Bad CheckSum]Flags= ., SrePort=4346, DstPort=HTTP(30), PayloadLen... {TCP:2, IPv4:1} |
48 PM 7/25/2014  0.0345431  12:08:48,0966550 204.79.197.200 192.168.1.18 TCP TCP:[Continuation to #2]Flags +y SrcPort=HTTP(30), DstPort=4346, Payload... {TCP:2, IPv4:1}
43 PM 7/25/2014  0.0345469  12:08:48.0965588 204.79.197.200 192.168.1.18  TCP TCP: [Continuation to #2]Flags .., SrcPort=HTTP(80), DstPort=4346, Payload... {TCP:2, IPv41}
Mot Applicable 12:08:48 PM 7/25/2014  0.0346408  12:08:43.0967525 192.168.1.18 204.79.197.200 TCP TCP: [Bad CheckSum]Flags= -, SrePort=4346, DstPort=HTTP(30}, PayloadLen... {TCP:2, IPv4:1} v
< Py K3 >
Version 3.4.2350.0 a, Displayed: 173 Captured: 173 Focused: Selected:
s - e -
A OneHTTP.cap = =
File Edit View Go Capture Analyze Statistics Telephony Tools |Internals Help
e AMd EBEXR AesDTL Qeam @@\ E
Filter: v | Expression.. Clear Apply Save
No. Time Source Destination Protocol  Info
1 0.000000000 192.168.1.18 204.79.197.200 HTTP GET /az/hprichbg/rb/BrugesCanals_EN-US6469848102_1366x768. jpg HTTP/1.1 o
2 0.032546000 204.79.197.200 192.168.1.18 TCP [TCP segment of a reassembled PDU] ereshark
3 0.000069000 192.168.1.18 204.79.197.200 TCP 4946 > http [ACK] seq=1268 Ack=1461 win=65535 Len=0
4 0.000905000 204.79.197.200 192.166.1.18 TCP [TCP segment of a reassembled PDU]
5 0.000049000 192.168.1.18 204.79.197. 200 TCP 4946 > http [ACK] Seq=1268 Ack=2921 wWin=65535 Len=0
6 0.000974000 204.79.197.200 192.168.1.18 TCP [TCP segment of a reassembled PDU]
7 0.000003000 204.79.197.200 192.168.1.18 TCP [TcP segment of a reassembled pPDU]
£ 0.000094000 192.168.1.18 204.79.197.200 TCP 4946 > http [ACK] Seq=1268 Ack=5841 wWin=65535 Len=0
9 0.004744000 204.79.197.200 192.168.1.18 TCP [TcP segment of a reassembled PDU]
10 0.000002000 204.79.197.200 192.168.1.18 TCP [TcP segment of a reassembled pPDuU]
11 0.000002000 204.79.197.200 192.166.1.18 TCP [TCP segment of a reassembled PDU]
12 0.000003000 204.79.197.200 192.168.1.18 TCP [TcP segment of a reassembled PDU]
12 0 ANNNNINAN 204 70 107 200 107 1RR 1 18 Tro [Tre canmant ~f 3 raaccamhlad orul

>

@ @‘ File: "E\Users\Paul\Documents\WorklCaptures\MessageVisualStackBug\OneHTTP.cap” 197... | Packets: 173 . Displayed: 173 (100.0%) . Load time: 0:00.095

14

Profile: Default
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Differences — Message Analyzer

|Aliases = E:@ Viewpoints - g? -

H |de |Unions = Gl Default Viewpoint = C-

1 . . oo C

Operation =s——) 3, ide Operstions  Windows - | Ru
tomize Fields Viewpoints

Ll '\.lu.l'.'

Top Level
Protocol

- e
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Differences — Message Analyzer

Top Level
Operation

Top Level
Protocol

TCP
Viewpoint

- e
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Differences — Message Analyzer

Top Level
Summary

Property

TCP
Viewpoint
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Differences — Message Analyzer in 3D

SMB
Request

ReassembledTCP

Ethernet Ethernet Ethernet Ethernet

C1 Cc2 c3 Cca
Network:192.168.1.10 Network:192.168.1.10 Network:00-50-8D-B6- Network:192.168.1.10
-192.168.1.20 -65.55.206.228 CD-56 -192.168.1.5
Transport: 443-3333 Transport: 80-2515 -00-50-8D-B6-CD-66 Transport: 445-9999
L 3
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Differences — Message Analyzer in 3D

'—
_/ Ethernet

TCP Tcp TCcp

I
Ethernet Ethernet ’ Ethernet

C1 Cc2 Cc3 C4
Network:192.168.1.10 Network:192.168.1.10 Network:00-50-8D-B6- Network:192.168.1.10
-192.168.1.20 -65.55.206.228 CD-56 -192.168.1.5
Transport: 443-3333 Transport: 80-2515 -00-50-8D-B6-CD-66 Transport: 445-9999
ien ¥
14 2014 Storage Developer Conference. © Microsoft. All Rights Reserved.

Y &




Differences: Session Explorer

5
45
<anear b
v 52
sion: 1.1

Total number of messages at the

Session Explorer =

o bottom. For a .cap or .pcap. This is
F |-_1N1het race (0,150] . .
Analysis Grid (3.273) what Netmon/Wireshark display

4 [ ]Samba Sys Log Scenario (2,580)
Analysis Grid (1,811)

S8xadr b
ade: CISE
24

24

IP: 157,
IP: 157,
J:@:BE9C:
IP: 157
ﬁt?PGEjE Total Number after data is

3:@:6EAC; reassembled and summarized with

operations.

S D ‘ 14 2014 Storage Developer Conference. © Microsoft. All Rights Reserved.

24



Encrypted
Tracing




Dealing with Encrypted Traffic

1 Capture before encryption
HTTPs
IPSEC
SMB
SMB Direct
0 Decrypt a trace afterwards

s D ' 14 2014 Storage Developer Conference. © Microso ft. All Rights Reserved.
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Demo:
Post Decryption

27
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Decrypting a trace

=] | ﬁ_}d | Microsoft Message Analyzer

Home Tools Charts

E Mew Sazsion ¢ Recent Files EWpO

testingfrommymachine.cap
= Quick Open  * EfUsers\Paul\Documents\Wark\Captures\Tarunites... H= O

N1NetTy

-ara atl Viewr
142,43

EAU o 18,122,23,226 _TLS Records: [ApplicationData(Encryvted)l
. fUser :
E Quick Trace ¥ ol = Options EX
1.1 . .
n Gene Manage decryption ce
Edit Session :
1.1 Decryption Certifi
ot Features
A oL [Eh Add Certificate ¥ Remove Certificate <2 Clear List | R
Close 1.1
1.1 [ Name File Type Directory Passwaord
|89 |KelseyPTestCert.p .pfx |E:\Users\Paul\Documents\Work\Captures\SSLTesl\SSL_Decrypt_hest\RonOshima'|. | L
bes:
o [
11 3
139
- al
a|
aur
2.2
281
281
28l
281
281
4 K 281
About
- -
ok || cancel
E—' Exit -
28
- ¥
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Decrypting a trace

@I@J}ﬂlmi

Home

Crosg

Tools

Decryption Tool can
be docked anywhere.

ints ~

Viewpoint

perations

==

s o @

gR=
Tool Color  Choose Find View
Windows || Rules ~ Columns Messages Layout -

]

Decryption faih
I Type  TimeStamp ProtocolVersion SourcePart  DestinationPort  Sourceid i
@ Info 9/18/2010 4:49:45 PM WA 3389 63828 19.208.1
+ @ Info 9/18/2010 4:49:43 PM NfA 64858 443 2901:489
@ Info 9/10/2010 4:4%:43 PM M/ A 64852 443 2001:489 s
@ Info 9/18/2010 4:49:44 PM MSA 64853 443 2201:489 1)
@ Info 9/10/2010 4:45:43 PN N/A 54851 443 2@81:489 =
@ Info 9/18/2010 4:49:43 PM WA 64854 443 2e81:483
@ Info 9/18/2010 4:43:44 PM  N/A 64855 443 2801:480 W
D
Start Page MN1NetTrace : An... testingfrommym... =
Right click on any colt hegder and s Group' to create a grouping. X HH
1
I} MessageNumber n Timestamp TimeElapsed  Source  Destinz | o
ﬁb %@ 2918-89%-18T12:49:38.2618638 10.208.. 18.2. | 65
& 89 2912-89%-18T12:49:33.26089188 10.20.. 10.2. [ (B
& 83 2919-89%-18T12:49:38.2388952 18.28.. 18.1. ° E
ﬁh 76 2913-99%-18T12:49:38. 1388833 a.88a3500 10.268.. l1@.1.
& 73 2013-83-10T12:49:30.0388710 1e.2@.. 1@8.1. ° ol
ﬁh 72 2918-99%-18T12:49:29,9892621 10.208.. 18.2. . {1
v [ 71 € 2010-99-10712:40:79.9788623  9.5813940  2001:.. co74. | i
ﬁb 69 2918-99%-18T12:49:29 ., 9388590 a.88a3581 19.28.. 18.1 .
& 68 2912-89%-18T12:49:29.920a320 10.20.. 18.2. 4
& i)
éh 67 2918-89%-18T12:49:29 . 8388455 10.268.. 18.1. TLs
& i)
-

Session Explorer
Details

Message Data Jecrypted Message Count
Field Data
View Filter
Bookmarks

Comments

Message Stack

Decryption

Undecrypted Message Count

=l

=R~ R~~~ -]

Mezssage
Decryption Failed
Decrypted
Decrypted
Decrypted
Decrypted
Decrypted
Decrypted

Selectiol - N - - -
Sh decryption information for the active view I
Message

Map (Preview)
Watch Window (Preview)

1slot:
1slot: WM
nData(Encryted)]
nData(Encryted)]
nData(Encryted)]

ATLSLOTABROWSE,
Problem Scanner (Preview)

Command Window (Preview)
Column Chooser

Cutput
K (284

SelectSample
nData(Encryted)]

ViewSample

Records: [ApplicationData(Encryted)]

GET /SitePages/Home.aspx

MailSlotOpcode:1,..
ATLSLOTYBROWSE, MailSlotOpcode:l,..

D.208.148.148, TargetIP: 18.2@9.148.1

3.208.142.80, TargetIP: 19.208.142.1

2014 Storage Developer Conference. © Microsoft. All Rights Reserved.

Versiomn.

TopSummary

Mailslot:
Mailslot:\M
[ApplicationData(Encryted’
[ApplicationData(Encryted’

Mail slot Write,

Mail slot Write,
Records:
Records:
Records: [ApplicationData(Encryted’
REQUEST, SenderIP: 18.28@.148.148,
Operation, Status: OK (288}, GET /¢
Records: [ApplicationData(Encryted’
REQUEST, SenderIP: 18.280.142.8@8,

Records: [ApplicationData(Encryted’

29



Decrypting a trace

@ | @ 5 o | Microsoft Message Analyzer

Home Tools Charts
[AEdit f f =[ Aliases ~
st Time ~ 7| Hunions-
= View  Quick
New Viewer = | Filter  Filter =

% Type  TimeStamp ProtacolVersion  SourcePart
e Info 9/19/2818 4:49:45 PM MN/A 3389 63828

+ @ Info 9/10/201@ 4:49:43 PM N/A 64050 443
@ Info 9/18/2018 4:49:43 PM N/A 64852 443
@ Info 9/12/201@ 4:43:44 PM N/A 64053 443
ﬂ Info 9/12/201@ 4:49:43 PM N/A 64851 443
ﬂ Info 9/12/201@ 4:49:43 PM N/A 64054 443
ﬂ Info 9/12/2012 4:4%:44 PM N/A 64855 443

Start Page

N1NetTrace : An..

testingfrommym...

i3 MessageMumber 0 Timestamp
83 2019-03-18T12:49:30. 2358952
75 2019-03-18T12:49:39. 1358833
& 73 2019-8%-18T12:49:30,8388718
& 72 2019-8%-18T12:49:29 9892621

+ [+ 71 @  2010-99-10712:49:29.9788623
& 6o 2016-83-18T12:49:29. 9358590
& ez 2010-83-18T12: .9208320
& a5 @ z010-99-10712: 9112568
& 67 2019-03-18T12:49:29 6358455
82 @ z010-99-10112 5.8038745
@ 58 2019-89-10T12:49:29,7513348
& 57 2010-8%-18T12:49:29. 7487184
& se 2010-83-18T12:49:25.7343382
& e @  2010-89-18712:49:29. 6674437
& &5 @  2010-99-18T12:49:29. 6668557
& ss 2010-03-18T12:49:29 6358227
- e e emen m e eeoa-

Message Stack
g {=} 2 Origins

TimeElapsed

9.08083500

B.5813249
9.8883581

0.8887227

;,‘_1 Viewpaints
L‘l Default Viewpoint
@ Hide Operations

DestinationPort

0g. X

|. Select successfully
decrypted session
from Decryption Tool

= @d & R
Color Choose Find

ool
Windows = Rules ~ Columns Messageg

SourceAddress DestinationAddr ¥oted Message Count

19.209.142.43 10.122.23.226 98
2001:4898:0:FFF.. co745-163.redmon.. 9 a
28081:4398: co745-163 . redmon.. 7 a
2001:4898: FF.. co745-163.redmon. & a
2001:4898:0:F ©o7453-163.redmon.. 6 a
2001:4898:0:F ©o7453-163.redmon.. 6 a
2091:4898:9:FFF., co745-163,.redmon. 4 a

Undecrypted Message Ca

- oW

< Feedback ¥

unt  Message N Apply & Remove | v NF Library v _

Decryption Failed 5

{Decrypted

Decrypted
Decrypted
Decrypted
Decrypted
Decrypted

Source  Destine Maodule Summary
12.1. TLS Records: [ApplicationData(Encryted)]
12.1. TLS Records: [ApplicationData(Encryted)]
12.L. TLS Records: [ApplicationData(Encryted)]
18.2.. ARP REQUEST, SenderIP: 18.288.149.143, TargetIP: 18.280.148.1
co74.. HTTP Operation, Status: CK (288), GET /SitePages/Home.aspx, Version.
18.1.. TLS Records: [ApplicationData(Encryted)]
18.2.. ARP REQUEST, SenderIP: 18.208.142.8@, TargetIP: 10.290.148.1
2e0l. TCP Flags: AP , SrcPort: 64@5@, DstPort: HTTPS(443), Length:..
12.1. TLS Records: [ApplicationData(Encryted)]
2001. TCP Flags ..&P..., SrcPort: HTTPS{443), DstPort: 64858, Length:..
12.L. TLS Records: [ApplicationData(Encryted)]
2001. TLS Records: [ChangeCipherSpec, Handshake(Encryted)]
2681 TLS Records: [Handshake: [Client Key Exchange], ChangeCipherSpec,..
2081. TCP Flags: ., SrcPort: 54858, DstPort: HTTPS(443), Length:..
2e0l. TCP Flags: ., SrcPort: HTTPS(443), DstPort: 6485@, Length:..
l2.1. TLs

Records: [ApplicationData(Encryted)]

X Details

MessageNumber: 71

3. Decrypted Traffic

TopSummary

Records: [ApplicetionData(Encryted)]

Records: [ApplicetionData(Encryted)]

Records: [ApplicationData(Encryted)]

REQUEST, SenderIP: 18.208.149.148, TargetIP: 18.200.148.1
GET /SitePages/Home.aspx, Versi

Session Explorer x
4 L IN1NetTrace
Analysis Grid

4 [ Jtestingfrommymachine (1,3

Operation, Status:

Records: [Applicatio

Flags:
Records: [ApplicetionData(Encryted)] . .
Flags: ...AP..., SrcPort: HTTPS(443), DstP| 2.Th|s trlggers a.

Records: [ApplicationData(Encryted)]
[ChangeCipherSpec, Handshake(Encrf
[Handshake: [Client Key Exchange]
Flags: ...AP..., SrcPort: 54858, DstPort:
Flags: JAP..., SrcPort: HTTPS(443), DstP|
Records: [ApplicationData(Encryted)]

Records:
Records:

global selection of
those messages

Selection
MessageMNumber Timestamp Summary

[l 2010-09-10T12:

s: OK (200), GET

Y P 0 tion, Staty
¥ Message Module Summary f h H f peratian,
87 2010-09-10T12 Operati <
s 71 HTTP Operation, Status: OK (288), GET /SitePages/Home.aspx, Vers or t e INn TOCUS 1“1 fgg Eg :;H ﬁFEmtf“"- ;ZE
43 2010-09-10T12 eration, Sta
HTTP Request, GET /SitePages/Home.aspx, Version: HTTP/1.1 6;6 2010-00-10T12:4032.6880284 HTTP Eiarationl Status
ReassembledTCP TCP Virtwal Reassembled Segment, SrcPort: 64@5@, DstPort: H Version Selected messa e 1170 2010-09-10T12:48:35.1700221 HTTP Operation, Stat
TLS Records: [ApplicationData(Encryted)] . o -~ . -
: StatusCode 200 (9x000808.. UInt32 1264 357361012 | HTTP Cperation, Stat
ReassembledTCP TCP Virtual Reassembled Segment, SrcPort: 6485@, DstPort: H & oh ok N stri 2186 9778 HTTP 0 ;.
~as c 77
TR Flags: ...AP..., SrcPort: 64850, DstPort: HTTPS(443), Lengt casonfhrass ring 3288 2010-00-10T12:4042.6301545 HTTP 0
— ContentType text/html String s
EsP Next Protocol = TCP, SPI = BxBC1ATES2, Seq = 8x00000014 ContentEncadin o irin 3611 2010-09-10T12:49:43.6281077 HTTP Operation, Status: OK (200), GE1
PvE Next Protocol: ESP, Payload Length: 544 e e Ej ’ 1 | oie gv 5
Pvs Next Protocol: IPyE, Packet ID: 17458, Total Length: 684 ayloa inary[31,139. BinaryValue
Ethernet Tvoe: Internet IP (IPwd)
L} Message Data Ll (1) Bookmarks | ] Output | =UField Data
Ready Session Total: 3,985 Available: 1316 Selected: 9 Viewpoint: Default Parsing Level: Full Build: 4,0.7052.0 30

2014 Storage Developer Conference. © Microsoft.

All Rights Reserved.



Decrypting a trace

scords: [ApplicationData(Encryted)]

wcords: [ApplicationDatalEncryted)]

QUEST, SenderIP: 19.298.143.145, TargetIP: 1@

weration, Status: 0K (288}, GET /SitePages/Hom

]

*  Selection _

MessageMumber Timestamp

71
Bit Offset Bit Length | 187
431
Ba6
1170
1264
2186
3388
3611

t:=f Message Data

Parsing Level: Full

Selection Tool Window is a

helpful way to find all the

2010-09-10T T4 [gstalw
2010-09-10T12:49:30.6999583
2010-09-10T12:49:31.7324926
2010-09-10T12:4%:32.6880354
2010-09-10T12:49:35.1700221
2010-09-10T12:4%:35.7391012
2010-00-10T12:4%:38. 7219778
2010-00-10T12:4%:42.6301545
2010-09-10T12:4%:42.6281077

=R R [l Bookmarks

HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP

selected messages and bring X
each one in focus.

Uperation, )
Cperation, Status: OK (200), GET
Cperation, Status: OK (200), GET
Cperation, Status: OK (200), GET
Cperation, Status: OK (200), GET
Cperation, Status: OK (200), GET
Cperation, Status: OK (200), GET
Operation, Status: OK (200), GET
Operation, Status: OK (200), GET

| Output | EUField Data

Build: 4.0.7052.0

SDC
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Decrypting a trace

Message Stack
T {<} 2 Origins

¥ Message Maodule Summary

# 71 “ HITE QOperation, Status: OK (288}, GET /SitePages/Home.aspx, Vers
HTTP Request, GET /5itePages/Home.aspx, Version: HTTP/1.1
ReassembledTCP TCP Virtual Reassembled Segment, SrcPort: /4858, DstPort: H

“ TLS Records: [ApplicationData(Encryted)]

ReassembledTCP TCP Virtual Reassembled Segment, SrcPort: 64858, DstPort: H
TCP Flags: ...AP..., SrcPort: 64858, DstPort: HTTPS(443), Lengt
ESP Mext Protocol = TCP, SPI = @xB8C1AVES2, Segq = ax@aea2ali
IPveE Mext Protocel: ESP, Payload Length: 544
IPva Next Protocol: IPwe, Packet ID: 17458, Total Length: &84
Ethernet Tvoe: Internet IP (IPwvd)

Ready Session Total: 3,985 Available: 1,376 Selected: ©

14 2014 Storage Developer Conference. © Microsoft. All Rights Reserved.
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Questions?

SDC



Resources

0 http://blogs.technet.com/MessageAnalyzer

0 http://social.technet.microsoft.com/Forums/en-
US/home?forum=messageanalyzer

A http://connect.Microsoft.com/Site216

34
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