
Uncovering Distributed Storage System 
Bugs in Testing (not in Production!) 

Cheng Huang, Shaz Qadeer 
 

09.19.2016 

1 



2 



3 



4 

Extent 
Manager 

EN 

Extent 
Manager 

Extent 
Manager 

Extent 
Manager 

EN EN EN EN EN EN EN 



5 

Extent 
Manager 



from time to time

6 



7 



8 



Design document 
(English) 

Implementation 
(C++/C#) 

Integration and 
stress testing 

Informal description  
(English prose, State-machine diagrams) 
leaves many corner cases unexplored 
Inadequate support for specification and  
testing of concurrent asynchronous code 

Inadequate test coverage  
Difficult to debug problems 
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Who Builds a Skyscraper Without Drawing Blueprints?

How Amazon Web Services Uses Formal Methods
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http://resnet/resnet/fullvideo.aspx?id=31835
http://cacm.acm.org/magazines/2015/4/184701-how-amazon-web-services-uses-formal-methods
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• State machines (actors) in C# 

Specification 
• Safety 
• Liveness 

Modeling 
• Concurrency 
• Failures 

Testing 
• Harnesses 
• Mocking 
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monitor Safety { 
    int pending; 
 
    [OnEvent(PING, ProcessPing)] 
    void ProcessPing ( ) {  
        pending = pending + 1; 
        assert (pending <= 3); 
    } 
 
    [OnEvent(PONG, ProcessPong)] 
    void ProcessPong ( ) {  
        assert (0 < pending); 
        pending = pending - 1; 
    } 
} 
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monitor Liveness { 
    HashSet<Node> alive;  
 
    hot state ShuttingDown { 
 
        [OnEvent(DOWN, OnNodeDown)] 
        void OnNodeDown(Node n) {  
            alive.remove(n); 
            if (alive.Empty()) jumpto Finished; 
        } 
 
    } 
 
    cold state Finished { } 
} 
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single

• Assert

• Assert
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stuck in hot state infinitely long  liveness bug 
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Extent Manager internals 

Extent Center 
(extent  EN locations) 

EN Map (EN  last heartbeat) 

Extent Repair Loop 



EN0

EN0

• The one liner fix  refresh EN Map upon sync report 
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• Implemented and verified the fix 
• 100,000 iterations, no bug  less than 1 hour 
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numerous subtle safety bugs uncovered 



https://github.com/p-org

qadeer@microsoft.com
Cheng.Huang@microsoft.com

32 

https://github.com/p-org
mailto:Qadeer@Microsoft.com
mailto:Cheng.Huang@microsoft.com

	Uncovering Distributed Storage System Bugs in Testing (not in Production!)
	Top Problem in Cloud Storage – Testing Coverage
	Azure Storage vNext
	Extent Management in Azure Storage vNext
	Replication Logic in Extent Manager
	Difficulty in Testing vNext
	Result Preview
	Characteristics of distributed storage systems
	Current practice of distributed storage systems
	TLA+/PlusCAL
	But …
	The P programming language
	But …
	Slide Number 14
	Example: Failure Detector
	Specifying distributed systems
	Safety
	Liveness
	Systematic testing as a search problem
	Search strategies
	Testing Extent Manager with P#
	Testing Driver
	Extent Manager P# Machine
	Outbound Messages
	Extent Manager Driven by P# Timer
	Mocked Extent Node
	Repair Monitor
	Liveness Bug in Extent Manager
	Liveness Bug in Extent Manager
	Experience Recap
	Successes in Other Teams
	Resources

