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Audience Participation "

Go to www.menti.com and use the code 4090 1266

i Mentimeter

o
a

Not at all
Extremely

How important is data privacy to you? e

®




Audience Participation ",

Go to www.menti.com and use the code 4090 1266

i Mentimeter

How well do online companies manage your
privacy?

| can manage what data | wish
0 to share

Able to get informaiton about
how my data is used

I'm able to have my data
0 deleted

Easy of Use

\




Audience Participation

Go to www.menti.com and use the code 4090 1266

What percentage of your business requirements (or
acceptance criteria) are privacy related?

7

1

0 0
<25% 26 - 50% 51-75% 76-100%

i Mentimeter




Security vs Privacy

-

Our customers' data is
secured, so we're okay.
No one unauthorized
can access it.

~

g— -

- We have a privacy

j notice on our website.
It's all explained in
there.

We follow company policies. ‘

In order to comply with
GDPR, no data shall be
stored outside the USA. Our security
‘ architecture

covers that.




Security

* Encryption
e Access Controls

e Audit Logs

 Multi-Factor Authentication

: =4 DR You built yourself a secured
HHHH!H\IHH ’ #| home and feel safe.




Privacy

But is there privacy?

* Do you enforce how data is used?

* Are you fully transparent with what
data you have and how it is being
used?

* Do you track where data is located in
the system

* Do you minimize data collection
based on immediate need?

* Are the data owners still in control of
their data?




Security vs Privacy

You need security to
ensure privacy. But you
don't need privacy to
ensure security.




Privacy Design Strategies

Minimize Limit as much as possible the processing of personal data.

Separate Separate the processing of personal data as much as possible.

Abstract Limit as much as possible the detail in which personal data is processed.

Hide Protect personal data, or make it unlinkable or unobservable. Make sure it does not become

public or known.

Inform Inform data subjects about the processing of their personal data in a timely and adequate
manner.

Control Provide data subjects adequate control over the processing of their personal data.

Enforce Commit to processing personal data in a privacy-friendly way, and adequately enforce this.

Demonstrate  Demonstrate you are processing personal data in a privacy-friendly way.

Privacy Design Strategies (The Little Blue Book)
Jaap-Henk Hoepman
Agusut 23, 2019




Privacy by Design SDK

Data Usage Agreement (DUA)
Management of how data is allowed

to be used
.“ Data Tracker Chain (DTC)
O Auditing of the data lineage

N
Qwd
Data Privacy Inspector (DPI)

P b D S DK Dynamically identify data based on
privacy characteristics




¢ pbd 0.4.0

A software development kit for Privacy by Design (PbD).

#development #privacy #design #sdk #data

Readme 14 Versions Dependencies Dependents Settings

Privacy by

License | Apache 2.0 docs 0.4.0
Linux: (Rl windows: XN

Design
SDK

Privacy by Design (PbD) SDK

For software development teams who implement Privacy by Design practices, this
PbD SDK provides enablers to help you easily and transparently applying best
practices. Unlike other solutions, this SDK maps directly to the Data Privacy
strategies to provide a complete tool kit and saves developers time from having to
search, derive, or piece together disparate solutions.
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Audience Participation "

Go to www.menti.com and use the code 4090 1266

i Mentimeter

What confidence do you have that a systems enforce,
control and demonstrate adherance to the agreed

upon uw of the data?

| don't trust it
| have no doubt

be B




Data Usage Agreement

The cashier always asks for
my phone number. | just
wmk and teII h|m "Only if



Contracts and Agreements

" User Requirements

Acceptance Criteria

K ' Security Standards

and Audits

ﬁsting

OpenAPI

Contract Driven
Development




Contracts and Agreements

Data Usage ?




Contracts and Agreements

ONLINE PRIVACY POLICY AGREEMENT

R ——— o) Values its yser' privacy. This Privacy Policy ("Policy") will
help you understang how we collect and use persona| information from thoge who visit our Website or make use of our onlj
facilities ang services, and what e will and will pot g with the information e collect. Qur Policy has 1
created to ensure thoge affiliated wity L Commitment ang realization of our obligation not
only to meet, byt 1o exceed, eXisting privacy standards,

— g e
How do you enforce this?

eb
—— TtSSedinthis policyA
is?
How do you control this®

is?
How do you demonstrate this:




Data Usage Agreement

Inform : Inform data subjects about the processing of
their personal data in a timely and adequate manner.

4 N

Control : Provide data subjects adequate control over
the processing of their personal data.

.
— Enforce : Commit to processing personal data in a

privacy-friendly way, and adequately enforce this.

-

o

-

/

Demonstrate : Demonstrate you are processing
personal data in a privacy-friendly way.
- /

/




Data Usage Agreement

N

~N
Fauribute | Deseripton | EBample

name A descriptive label that quickly allows the  billing
reader to understand the scope of the
agreement

location A URI that identifies where the signed www.dua.org/billing-
agreement document is stored 000232143432.pdf

agreed date  The timestamp when the agreement was 1553988607
time signed by the data owner




Data Usage Agreement

a )
% pilling
=) shipping

i Y
person:

first-name: John
last-name: Smith
address:

- street: Main
house-number: 114
city: New London
state: NH
zipcode: 03822
country: United States

package




Implementing DUA
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Audience Participation

Go to www.menti.com and use the code 4090 1266

Name all of the touch points in your system when
processing data.

pdf-reports

reports .
reporting services
101 |
) o}
: . database . :
O . .
=S O googleanalytics marketingcloud
) file system
S data-warehouse cloud services
alerts e more database
nosq|l [ o
173 Ke)
g 3

il Mentimeter



Audience Participation "

Go to www.menti.com and use the code 4090 1266

i Mentimeter

Doﬁg flow maps are required artifacts

Able to retreive all the locations where a customer's
data has either landed or been read

Never
Always

Demonstrate that all the data belonging to a

customer has been deleteiupon request




Data Tracker Chain

It only took 2 minutes for them to
process my order and  billing
information, but they said | have to
wait 2 weeks if | want all my personal
information deleted.




Data Domains

Billing




Data Residue

* Backups — database recovery, manual copies,
automated replications

e Logs —info or debug settings
e Test Data — nonproduction environment
* Cache —system memory and caching

 Temporary — landings and temp tables

* Monitoring & Reporting — reverse engineered
identifyable data




Data Tracker Chain

Inform : Inform data subjects about the processing of
their personal data in a timely and adequate manner.

e

"

Control : Provide data subjects adequate control over
the processing of their personal data.

~

-

e

-l

Demonstrate : Demonstrate you are processing
personal data in a privacy-friendly way.

/




Data Tracker Chain
&

1 = 1 1 = 1

= Datald = Datald

= Index = Index

md | imestamp md | imestamp

= Actor Id = Actor Id

Previous Previous

hash Hash




Data Tracker Chain

4 )

billing~address~verification
billing~payment
notifier~billing~receipt~email

\ _/

person:
first-name: John
last-name: Smith
address:

- street: Main
house-number: 114
city: New London
state: NH
zipcode: 03822
country: United States

package




Implementing DTC




overview

data usage agreements

data tracker chain

data privacy inspector

forward thinking




Data Privacy Inspector

Inspector Regex at your service.




Traditional Approach

g h Schedull
Batching O cheduling

‘ Rigid logic Unidirectional




Current Approach

-_— 9
" Individual '-3- Real time
y

N - :
& Learn & adapt Bidirectional




Data Privacy Inspector

e

"

Control : Provide data subjects adequate control over
the processing of their personal data.

~

-

e

-l

Enforce: Commit to processing personal data in a
privacy-friendly way, and adequately enforce this.

/




ldentifying Building Blocks

Pl Keywords
.f:

00
8¢
o0




Implementing DPI

Initiate Train Adjust Inspect
Default
autotrain Include
Categories suggestions Score
train Ignore
Custom




Implementing DPI

: ‘ bad score
00d score

inspector accepted
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Privacy Design Strategies

Minimize Limit as much as possible the processing of personal data.

Separate Separate the processing of personal data as much as possible.

Abstract Limit as much as possible the detail in which personal data is processed.

Hide Protect personal data, or make it unlinkable or unobservable. Make sure it does not become

public or known.

Inform Inform data subjects about the processing of their personal data in a timely and adequate
manner.

Control Provide data subjects adequate control over the processing of their personal data.

Enforce Commit to processing personal data in a privacy-friendly way, and adequately enforce this.

Demonstrate  Demonstrate you are processing personal data in a privacy-friendly way.

Privacy Design Strategies (The Little Blue Book)
Jaap-Henk Hoepman
Agusut 23, 2019




Implementing Strategies

Data Model
Q=]

— PbD SDK

Processing

Eventing ‘




DaaS Pattern

* Minimize
Sourcing
Service

Data

- * Separate

module

module |

e Control

local
storage

genesis

message broker

customer.address
e

Genesis Provision Provision
Service Service Service

module module module

Cloud data data
Storage base base




DaaS Document

" 1d": "customer~address~1Store~5800", e Abstract
" rev": null,

"source name": "1Store", * Separate
"source uid": 5008, e Minimize
"category": "customer"®,

"subcategory": "address",

"author": "istore app",

"process_ind": false,

"last updated": 1605904974,
"data usage agreements": [E2],
"data tracker": {E3!,
"meta_data": {ED;,

"tags": [E3],

"data_obj": [E3]
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data usage agreements




Implementing DUA

3

Middleware

PbD SDK

VALIDATION_DEFAULT  Default validation level is VALIDATION_LOW

VALIDATION_HIGH Check to see if the Data-Usage-Agreement header is set, has
a valid format, and that the location of the agreements are
valid.

VALIDATION_LOW Check to see if the Data-Usage-Agreement header is set and

has a valid format, but doesn't check to see if the location of
the agreements are valid.

VALIDATION_NONE Turns off validation so that only the Data-Usage-Agreement
header doesn't need to be set




Demo DUA

e

PbD SDK

GET / HTTP/1.1

Host: localhost:8088
Content-Type: application/json
Data-Usage—-Agreement:

[{"agreement name":"billing","location":"https://github.com/dsietz/pbd/blob/master/tests/d
uas/Patient%20Data%20Use%20Agreement.pdf", "agreed dtm": 1553988607}]

dev [unoptimized + debuginfo] target(s) in ©.51s
“target\debug\examples\data-usage-agreement.exe’
Starting service on localhost:8088 ...

DUA { agreement_name: "billing", location: "https://github.com/dsietz/pbd/blob/master/tests/duas/Patient%20Data%20Use%20Agreement.pdf", agreed_dtm: 155398860
7}




data tracker chain




Implementing DTC

3

Middleware

PbD SDK

VALIDATION_DEFAULT  Default validation level is VALIDATION_LOW

VALIDATION_HIGH Check to see if the Data-Tracker-Chain header is set and that
the chain is valid.

VALIDATION_LOW Check to see if the Data-Tracker-Chain header is set, but
doesn't check if the chain is valid.

VALIDATION_NONE Turns off validation so that only the the Data-Tracker-Chain
header doesn't need to be set




Demo DTC

3

PbD SDK

GET / HTTP/1.1

Host: localhost:8088

Content-Type: application/json

Data-Tracker-Chain:
W3siaWR1lbnRpZmllciI6beyJkYXRhX21kIjoib3JkZXJ+Y2xvdGhpbmd+aVNOb3J1fjEIMTUwIiwiaWbkZzXgiOjAsIn
RpbWVzdGFtcCIOMCwiYWNODb3JfaWQiOiTiLCIJwemV2aW91lcl90YXNoIjoiMCIILCJoYXNoIjoiMjcyMDgxNjk2NJjEx
NDYONzczNzI4MDIOOTI2NzkzNzAzZMTY3NzgyIiwibmOuY2Ui0jVIOLHsiaWR1bnRpZmllciI6eyJkYXRhX21kIjoib3
JkZXJ+Y2xvdGhpbmd+aVNOb3J1fjEIMTUwIiwiaWbkZXgiOjEsInRpbWVzdGFtcCI6MTU3ODA3MTIZzOSWiYWNOb3JEf
aWQiOiJub3RpZmllcnbiaWxsaWbnfnJ1lY2VpcHR+ZWlhaWwiLCIJwemV2aW91lcl90YXNoIjoiMjcyMDgxNjk2NJEXND
YONzczNzI4MDIOOTI2NzkzNzAzZMTY3NzgyIn0sImhhc2giOiI1IMDEWNDEOOTcwWMTASODCcWMDY zMjUXMTEONDEYNTg2
NzczNjELMyIsImbvbmNl1IjolfVv0=

dev [unoptimized + debuginfo] target(s) in 8.94s

“target\debug\examples\data-tracker-chain.exe’
Starting service on localhost:8088 ...
[{"identifier":{"data_id":"order~clothing~iStore~15150","index":0, "timestamp":0,"actor_id":"","previous_hash":"0"},"hash":"2720816966114647737280249267937031
67782","nonce":5},{"identifier":{"data_id":"order~clothing~iStore~15150","index":1, "timestamp":1578071239,"actor_id":"notifier~billing~receipt~email”, "previo
us_hash":"272081696611464773728024926793703167782"}, "hash" :"50104149701098700632511144125867736193", "nonce" :5}]




data privacy inspector




Demo DPI

3

PbD SDK

Dear Aunt Bertha,

| can't believe it has already been 10 years since we moved to back to the Colorado.
| love Boulder and haven't thought of leaving since. So please don't worry when | tell you that we are moving in less than a week.

We will be upgrading to a larger home on the other side of the city on Peak Crest Lane.
It have a great view of the mountains and we will have a two car garage.

We will have the same phone number, so you can still reach us. But our new address with be 1345 Peak Crest Lane Boulder, Colorado
125468.

Let us know if you ever want to vist us.

Sincerely,
Robert

“target\debug\examples\data-privacy-inspector.exe’
Starting service on localhost:8088

DPI Score: 15



data security gaurd




Audience Participation "
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\When is data encryption important?

In process

At rest

In flight

be @




Audience Participation ",

Go to www.menti.com and use the code 4090 1266

i Mentimeter

How expereinced are the following technical roles in
implement security practices, (e.g.: encryption)

security engineer a

infrastructure engineer

Strongly disagree
Strongly agree

software engineer %

data engineer

3.8




Data Security Guard

So | should send
what encryption




Data Security Guard

£

Hide : Protect personal data, or make it unlinkable or
unobservable. Make sure it does not become public or
known.

e

"

Control : Provide data subjects adequate control over
the processing of their personal data.

~

-

e

-l

Enforce: Commit to processing personal data in a
privacy-friendly way, and adequately enforce this.

/

Separate: Separate the processing of personal data as
much as possible.




Data Security Guard

K%

PrivacyGuard TransferSet
Functionality Attributes
key generation encrypted symmetric key
encrypt / decrypt nonce
secure for transfer padding

encrypted data




Data Security Guard

(..} + B + B
data encrypted symmetric encrypted encrypted
data key data symmetric

key

individually public
enerated key




Data Security Guard

5 8
Delegator Data Processor
Entrypoint for data feed. Processes the data. Uses
Uses private key to decrypt symmetric key to decrypt
symmetric key in data
TransferSet




Data Security Guard

asymmetric
key

enforces that data is
hidden and controls who
can see it

o

generated
symmetric
key

Supports separation of
common data records to
deter mass processing of
data records.




Demo DSG

3

PbD SDK

GET /HTTP/1.1

Host: localhost:8088
Content-Type: application/json
Content-Length: 1097

{"encrypted_data":[130,37,248,85,153,227,79,249,207,97,173,90,24,95,190,46],"encrypted_symmetric_key":[50,133,49,31,191,107,9
2,185,73,215,226,59,30,241,210,149,177,158,166,200,98,86,22,245,251,224,49,239,177,245,236,43,255,190,251,162,47,218,206,2,7
2,253,181,24,143,32,41,233,13,35,195,225,155,110,95,59,223,209,126,134,218,58,45,97,40,184,148,184,188,141,143,235,131,154,7
6,1,246,8,19,107,226,71,148,231,196,209,197,85,151,36,203,107,125,168,145,93,57,217,188,71,211,239,3,25,230,27,165,65,191,25
0,178,21,248,49,70,199,34,91,62,22,5,50,50,180,134,31,137,30,155,215,253,109,46,220,209,218,50,98,194,151,63,8,4,164,100,225,
94,122,81,93,130,170,255,168,186,76,251,163,179,250,169,167,52,158,223,187,170,101,66,108,22,153,195,140,203,149,243,129,13
7,161,246,115,156,87,140,96,163,209,169,244,175,34,150,216,43,234,24,7,220,197,87,65,196,43,230,223,61,7,47,171,193,239,121,
46,208,245,161,188,113,49,216,205,147,122,233,136,24,58,157,99,54,188,100,14,19,55,11,218,199,148,3,2,74,148,5,174,155,118,1
36,64,210,182,101,50,168,74],"nonce":[100,109,70,86,87,48,111,104,67,71,78,54,66,74,114,48],"padding":1}

dev [unoptimized + debuginfo] target(s) in 7.77s
“target\debug\examples\data-security-guard.exe’
Starting service on localhost:8088

Message Received: _test123!#




forward thinking




"data usage agreements":

DaaS Document

"agreement_name": "billing",
"location": "https://dua.org/agreements/v1l/billing.pdf",
"agreed dtm": 1553988607

"agreement_name": “"shipping®,
"location": "https://dua.org/agreements/v1/shipping.pdf",
"agreed dtm": 1553988607

Inform
Control
Demonstrate

Enforce




DaaS Document

"data_tracker": {
"chain": [
{

"identifier": {
"data_1d": "customer~address~iStore~5000", ® (:()thr()I
"index": @,

"timestamp": O,

"actor_id": "", * Demonstrate
"previous_hash": "g"
}.l
"hash": "320358077265801010410741419063045074440" b Enfor‘ce
"nonce": 5
}J
{ * |Inform
"identifier”: {
"data_id": "customer-address~iStore~5000",
"index": 1,
"timestamp": 1578671239,
"actor_id": "address-validator®,
'previous_hash“: "3293500778658910104107414190863945674440"
}J
"hash": "1528464084195498895806141140555584827365",
"nonce": 5
}J
{
"1dentifier”: {
"data_1d": "customer-~address~1Store~5008",

"index": 2,

'timestamp“: 1578871245,

"actor_id": "customer-profile-manager®,

'previous_hash“: "152645408419549889806141140555584827365"
}.l
"hash": "62667386159702151632691701486238515851",
"nonce": 5




DaaS Document

_ * Minimize
"meta_data": { . Separate
"country": "Unitied States", P
"state": "NH" e Abstract
}.l
"tags": [
"billing",

"shipping"
1,




DaaS Document

message broker  Control

If score > 15 then
deny and send to

Jota misrouted topic
base




"data obj"

123,
34,

161,
110,
99,

114,
121,
112,
116,
181,
106,
95,

100,
97,

116.

DaaS Document

TransferSet {

encrypted_data: [241, 29,103, 1, 48, 118, 149, 12, 5, 66, 157, 183, 141, 108,
67, 129, 24, 233, 241, 14, 59, 252, 156, 196, 95, 239, 153, 237, 102, 164, 195, 5, 45, 9,
212, 47,182, 130, 160, 50, 142, 83, 71, 225, 159, 188, 239, 2, 108, 132, 203, 54, 39,
124, 215, 133, 71, 3, 204, 36, 128, 110, 139, 25, 94, 87, 142, 171, 56, 80, 126, 177,
235, 109, 78, 225, 174, 11, 21, 128, 162, 158, 93, 99, 237, 212, 91, 217, 188, 151, 35,
30, 103, 251, 216, 105, 252, 59, 221, 86, 184, 98, 131, 210, 181, 81, 4, 137, 6, 208, 97,
238, 78, 99, 31, 237, 207, 241, 59, 71, 205, 148, 240, 239, 24, 124, 2, 146, 67, 45, 157,
163, 42, 164, 62, 160, 39, 9, 152, 16, 106, 172, 137, 68, 35, 32, 73, 61, 108, 91, 192,
136, 251, 186, 197, 42, 199, 227, 250, 164, 142, 37, 114, 73, 159, 143, 67, 134, 60,
165, 19, 98, 183, 176, 150, 99, 202, 117, 247, 65, 128, 42, 41, 131, 99, 28, 219, 61,

140, 124, 106, 235],

encrypted_symmetric_key: [s, 50,17, 181, 144,91, 66, 61, 206, 165, 79, 133,
248,188, 229, 25, 49, 110, 54, 58, 219, 159, 152, 216, 167, 93, 225, 2, 118, 52, 127, 194, 230,
107,253, 32, 134, 174, 172, 159, 11, 4, 44, 119, 36, 196, 44, 201, 185, 183, 193, 181, 101, 105,
204, 149, 101, 216, 185, 246, 155, 30, 115, 221, 63, 162, 109, 117, 105, 92, 51, 210, 188, 77, 173,
62, 114, 176, 57, 109, 91, 78, 232, 111, 177, 174, 15, 20, 131, 158, 64, 149, 159, 74, 115, 127,
248,233, 241, 52, 232, 26, 63, 115, 167, 114, 234, 216, 4, 232, 69, 251, 234, 108, 149, 65, 96, 3,
106, 123, 15, 33, 34, 118, 21, 205, 147, 57, 207, 134, 110, 179, 245, 15, 98, 207, 230, 130, 128,
110, 147, 233, 108, 184, 193, 16, 108, 218, 160, 227, 241, 148, 82, 154, 63, 15, 178, 101, 150,
248,142, 85, 126, 66, 171, 20, 120, 182, 45, 127, 150, 184, 23, 143, 80, 208, 114, 205, 110, 65, 2,
55,187, 143, 232, 147, 64, 211, 51, 113, 167, 94, 236, 236, 118, 21, 15, 226, 215, 194, 239, 46,
31, 161, 38, 60, 39, 140, 235, 59, 156, 164, 253, 227, 145, 223, 41, 41, 212, 65, 72, 77, 235, 90,
142,76, 21, 8, 36, 105, 27, 207, 45, 171, 54, 32, 41, 224, 70, 197, 7, 21, 23, 157, 209, 159, 150,
55,218, 151, 241, 158, 231, 254, 157, 72],

nonce: [8s, 119, 111, 113, 88, 83, 70, 74, 111, 83, 103, 52, 120, 107, 105, 53],
padding: 1

}

%

e Enforce
e Hide
e Control
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