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Microsoft Protocol 
Specifications

What – Where – and HELP!



What?
A focus on Microsoft’s library of protocol specifications



Library of 
Microsoft 
Protocols

• Microsoft maintains over 860 technical specifications across:

• Windows

• Office

• SQL

• Windows maintains over 450 documents in many subareas:

• File, Fax, Print, and Scan Services (File Sharing)

• Directory Services (AD)

• Remote Connectivity (RDP)

• Security and Identity

• Others

• Each subarea is further sub-divided; we’ll focus on File, Fax, 
Print, and Scan Services

• 10,000m to 1m view (drill-down to an individual File Services 
document)…



450+ Windows Protocols

375+ Offcice Specifications

35+ SQL Specifications

Microsoft’s Open Specification Library contains 860+ documents Across three major product lines



450+ Windows Protocols

Microsoft’s Open Specification Library contains 860+ documents Across three major product lines

Let’s drill-down through
the sublayers to a specific
Windows Document …



Application Services

Collaboration and Communications

Directory Services

File, Fax, Print, and Scan Services

Networking

Remote Connectivity

Security and Identity Management

Systems Management

Others

450+ Windows Protocols by Major Technology



Print Services

Content Caching and Retrieval

File Access Services

File Services Management

File, Fax, Print, and Scan Services - General

Scan Services

Storage Services

450+ Windows Protocols - File, Fax, Print and Scan Services group

File, Fax, Print and Scan



[MS-BRWS]

[MS-BRWSA]

[MS-CIFS]

[MS-DFSC]

[MS-FASOD]

[MS-FSA]

[MS-FSCC]

[MS-HVRS]

[MS-RSVD]

[MS-SMB]

[MS-SMB2]

[MS-SMBD]

[MS-VHDX]

[MS-WDV]

[MS-WDVME]

[MS-WDVSE]

450+ Windows Protocols - File Access Services subgroup

File, Fax, Print and Scan
» File Access Services



[MS-CIFS]

450+ Windows Protocols – Document Format Offerings

Document Offerings:
More than just .PDFs!

- HTML
- Current .PDF
- Current Word document (.DOCS)
- Errata (updates not-yet-published)
- “Diff” docs (redlines between

current and previous release)
- Archives

File, Fax, Print and Scan
» File Access Services
»» Single [MS-xxxx] Document:



Where?
How to find protocol specifications



Document, 
Document: 
Where Art 
Thou?

• Finding the current document is important!

• It’s more than just a web search and clicking 
on the top-listed .PDF:

• This may result in stale information

• Each document’s landing page ensures:

• Viewing the most current version

• Alternate formats (HTML, PDF, Word, 
Diffs, Errata and Archives)

• Example…



WEB SEARCH: Don’t just grab the top .PDF 
result (it may be stale).  Go to “Landing Page”

Document LANDING Page
(Always current with format options)

First-listed .PDF
(May be stale)



Per-Document LANDING Page (Formats)…
Errata

Archives



Per-Document LANDING Page (Services)…

Download ALL .PDFs (zip)



“Diff” Docs: 
Shows 
differences 
(redline) 
between 
versions.

• Contains NEW protocol information and CORRECTIONS 
from previous versions.

• Useful at every document release to ensure your 
implementation didn’t rely on corrected information.

• Sample from [MS-SMB2]:



“Errata” 
show 
updates 
since last 
publication

• Documents are released on a standard cadence around product 
releases (may be six months or more)

• “Errata” pages contain fixes since last publication.

• “Errata” released as a running journal soon after fix.

• “Text changed from/to”, “Added text”, “Removed text”

• RSS and Atom feeds available

• Sample from [MS-SMB2]:



Via Open 
Specifications 
Dev Center

Pivot-point for Microsoft Interoperability 
effort.  Includes links to:

• Programs

• Patents

• Documentation

• News

• Plugfests and Events

• Test Tools

• Support

• Case Studies

msdn.microsoft.com/en-
us/openspecifications

www.microsoft.com/protocols
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Via Open 
Specifications 
Dev Center

Pivot-point for Microsoft Interoperability 
effort.  Includes links to:

• Programs

• Patents

• Documentation

• News

• Plugfests and Events

• Test Tools

• Support

• Case Studies

DOCS.microsoft.com/en-us/OPENSPECS

www.microsoft.com/protocols









Navigate from
here…



Also notice: Preview Documents

Short-lived, proposed, still-under-
development and subject-to-change 

documents for preview.

New protocols or major updates to existing 
protocols (new features).

Disappear from “Preview Node” once 
officially released (moved to the main 

library).



HELP!
How to Reach-out to Microsoft



Microsoft 
provides free 
protocol 
support

• 1:1 support via dochelp@microsoft.com.

• MSDN Open Specifications forums:
https://social.msdn.microsoft.com/forums/en-
us/home?category=openspecifications

• Dochelp and forums are watched 7 days 
a week

• Acknowledgement of your question 
within 24 hours.

• Issues become support cases for 
trackability.

mailto:dochelp@microsoft.com
https://social.msdn.microsoft.com/forums/en-us/home?category=openspecifications


The support 
team:

Dedicated team of developer support 
engineers.

Extensive and deep debugging experience.

• Windows, Office, SharePoint, Exchange, SQL Server.

• Kernel and usermode.

In-depth product knowledge with source and 
product group access

Goals:

• Unblock issues preventing interoperability with your 
solution

• Improve the technical documents (team has a process 
in place to drive changes to the documents)



Help us help you – Asking good questions

Clear problem 
description.

Document short name 
(e.g., [MS-SMB2]).

Section (e.g., 2.2.28 
“SMB2 ECHO 

Request”).

Doc version (e.g., 
20190115).

Impact to your project: 
Blocking?  Feedback?

Multiple issues: Provide 
priorities so we work 

first on what’s affecting 
you most.

Include sample files, 
traces, notes.



Plugfests and Test Suites

Microsoft hosts/co-sponsors several “Plugfests” worldwide

Opportunities for partners:

• meet support engineers, test suite developers and the Product Group

• test protocol implementation against Microsoft protocol test suites

• work with support engineers and debug issues

• test against other implementations

• learn about future plans

Microsoft provides protocol test suites

• Synthetic endpoints to test against your implementation

• https://github.com/Microsoft/WindowsProtocolTestSuites

• Report issues/ask Test suite questions via “Issues” tab

https://github.com/Microsoft/WindowsProtocolTestSuites


In closing:

• When searching documents, don’t click on the 
first .PDF link: Use the document Landing page

• Pivot point for interoperability: 
http://www.microsoft.com/protocols

• Ask questions via mail dochelp@microsoft.com

• Or the Open Specifications forums 
https://social.msdn.microsoft.com/forums/en-
us/home?category=openspecifications

• Test Suites: 
https://github.com/Microsoft/WindowsProtocolT
estSuites

http://www.microsoft.com/protocols
mailto:dochelp@microsoft.com
https://social.msdn.microsoft.com/forums/en-us/home?category=openspecifications
https://github.com/Microsoft/WindowsProtocolTestSuites


Bio

• Bryan S. Burgin

• (bburgin@microsoft.com)

• Sr Escalation Engineer

• At Microsoft since 2000

• Specialized in device driver development
• Especially network (NDIS) drivers

• And Protocols (since 2010)

• Previous life:
• DEC PDP 11, Apple ][+, IBM PC, TI 990, Wang VS

mailto:bburgin@microsoft.com

