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Agenda

= FileServer Test Suite Overview

= Test Suite Open Source & Cross-Platform
“What's New
*Demo
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FileServer Test Suite

Overview
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What is a Windows Protocol Test Suite

r

* Also used to test 3rd-party implementations.
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FileServer Test Suite Scope

Protocols Messages

[MS-SMB2]:Server Message . . Negotiate (Negotiate
Block (SMB) Protocol i fﬁgrfgLenf!Stem & c (Neg Session Setup
Versions 2 and 3 g ontexts)

Tree
Connect/Disconnect

[MS-SWN]: Service Witness
Protocol

[MS-DFSC]: Distributed File
System (DFS): Referral
Protocol

Query Info/Set Info
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Negotiate

Credit Mgmt.

Persistent Handle

Dialect
2.002

i

Session Mgmt.

Signing

S AN
FileServer Test Suite Features

Tree Mgmt.

Leasing/Oplock

App Instance Id

Dialect
3.0
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Create/Close

Durable Handle

Encryption

Dialect
3.02

Multi Channel

Compression
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FileServer Test Suite Approach

= Traditional Test
= Covers basic functionalities and scenarios

* Model-based Test

= 2K+ test cases generated by 13 models

= Better coverage on
= Parameter combination
= Message sequence
= Negative tests

7 | ©2021 Storage Networking Industry Association. Microsoft Corporation. All Rights Reserved.



B\

) ! SNok A Cd

FileServer Test Suite Infrastructure

Synthetic Client SUT

(Driver Computer) (System Under Test)

Test Cases

SUT Control
Adapter

* Managed

* PowerShell
e Shell

File Server

8 | ©2021 Storage Networking Industry Association. Microsoft Corporation. All Rights Reserved.

STORAGE DEVELOPER CONFERENCE

=SDCEMEA



B\

) l

FileServer Standard

Name: DCO1
Externall: 192.168.1.1
External2: 192.168.2.1

S AN
FileServer Test Suite Environment

Name: Node01
Externall: 192.168.1.11
External2: 192.168.1.12

Name: Client01
Externall: 192.168.1.111
External2: 192.168.1.112

SsuT
Driver

A )

FileServer Cluster

Name: Client01
Externall: 192.168.1.111
External2: 192.168.2.111

ScaleQutFS
(Clustered Scale Out)

Name: Node01
Externall: 192.168.1.11
External2: 192.168.2.11

Cluster: 10.10.0.11
iSCSI: 192.168.0.11
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Domain:
contoso.com
Name: DCO1
Externall: 192.168.1.1
External2: 192.168.2.1

GeneralFS
(Clustered)

IP: 192.168.1.200
192.168.2.200

Name: Storage01
iSCSI: 192.168.0.1

Cluster

Name: Cluster01

1P: 192.168.1.100
192.168.2.100

Name: Node02
Externall: 192.168.1.111
External2: 192.168.2.111

Cluster: 10.0.0.12
iSCSI: 192.168.0.12
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Windows Protocol Test Suit

Open Source & Cross-Platform
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Windows Protocol Test Suite Cross Platform

Protocol Test Framework Proto SDK
.NET Core SDK
Windows Linux MacOS
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Windows Protocol Test Suite Open Source

Open sourced on GitHub since 2016

Category

File Sharing

Security

Active Directory

Remote Desktop

BYOD

Test Suite Name

FileServer

MS-SMB
MS-SMBD
BranchCache
Kerberos

MS-AZOD

ADFamily

MS-ADOD

RDP Client/RDP Server

MS-ADESPIP

Protocols

.."‘»,rcn
mPVriqht
MS-SMB2, MS-FSRVP, MS-SWN, MS-DFSC, MS-RSVD, MS-SQOS, MS-FSA, MS-HVRS “ ‘_N resea

Sy,

«=SOURCE Issues

MS-SMB choice
“Smunity g7
MS-SMBD Sanges
MS-PCCRC, MS-PCCRR, MS-PCCRTP, MS-PCHC, MS-CCROD
MS-KILE, MS-KKDCP, MS-PAC Pu"

MS-AZOD Requests

MS-ADTS-LDAP, MS-ADTS-PublishDC, MS-ADTS-Schema, MS-ADTS-Security, MS-APDS, MS-DRSR, MS-FRS2, MS-LSAD, MS-
LSAT, MS-NRPC, MS-SAMR

MS-ADOD

Feature
Requests

MS-RDPBCGR, MS-RDPEDISP, MS-RDPEDYC, MS-RDPEGFX, MS-RDPEGT, MS-RDPEI, MS-RDPEMT, MS-RDPEUDP, MS-
RDPEUSB, MS-RDPEVOR, MS-RDPRFX, MS-RDPELE

MS-ADFSPIP
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https://github.com/Microsoft/WindowsProtocolTestSuites/tree/master/TestSuites/FileServer
https://github.com/Microsoft/WindowsProtocolTestSuites/tree/master/TestSuites/MS-SMB
https://github.com/Microsoft/WindowsProtocolTestSuites/tree/master/TestSuites/MS-SMBD
https://github.com/Microsoft/WindowsProtocolTestSuites/tree/master/TestSuites/BranchCache
https://github.com/Microsoft/WindowsProtocolTestSuites/tree/master/TestSuites/Kerberos
https://github.com/Microsoft/WindowsProtocolTestSuites/tree/master/TestSuites/MS-AZOD
https://github.com/Microsoft/WindowsProtocolTestSuites/tree/master/TestSuites/ADFamily
https://github.com/Microsoft/WindowsProtocolTestSuites/tree/master/TestSuites/MS-ADOD
https://github.com/Microsoft/WindowsProtocolTestSuites/tree/master/TestSuites/RDP
https://github.com/Microsoft/WindowsProtocolTestSuites/tree/master/TestSuites/MS-ADFSPIP
https://github.com/Microsoft/WindowsProtocolTestSuites
https://github.com/Microsoft/ProtocolTestFramework
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Windows Protocol Test Suites

Windows Protocol Test Suites Release v4.21.5.0
https://github.com/Microsoft/WindowsProtocolTestSuites/releases/tag/4.21.5.

File Server Test Suites
 Migrated to .NET 5
 Added new tests
* Bug fixes

Protocol Test Manager
* Protocol Test Manager
Command Line Interface
(PTMCIi) migrated to .NET 5
* PTMTestLogger removed from
PTMCli
* Bug fixes
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https://github.com/Microsoft/WindowsProtocolTestSuites/releases/tag/4.21.5.0

File Server Test Suite Updates

New test cases

* Check query normalized file name
* Check colon and back slash contained in file name

 Added more query info cases

e Check file basic information attributes are supported
* Check file modification algorithm
* Check creation, access and write times

* Check oplock keys comparison

* Confirm server can handle two lease requests with the same lease key
 AES-256-CCM and AES-256-GCM encryption

)
~

4

15 | ©2021 Storage Developer Conference EMEA ©. Microsoft Corporation. All Rights Reserved.

STORAGE DEVELOPER CONFERE!

sSDéECOME:ACE



New Tests for AES-256 Encry

= AES-256-CCM and AES-256-GCM feature f

=  Detailed description available in [MS-SMB2] v20210407
https://docs.microsoft.com/en-us/openspecs/windows protocols/m

= Negotiation

= Encryption
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https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-smb2

AES-256 Negotiation test examp

BVT_Negotiate_ SMB311 Preauthentication_Encryption_AES 256 CCM

Establish connection with file server
< >

NEGOTIATE with SMB 3.11, integrity capability and
encryption capability with AES-256-CCM preferred

>

NEGOTIATE response with SMB 3.11 and
encryption capability set to AES-256-CCM
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New Tests for Oplock Lease

" Algorithm to compare Oplock Keys

=  Detailed description available in [MS-FSA] v20210407
https://docs.microsoft.com/en-us/openspecs/windows protocols/m

=/ new tests
= Fjles and Directories

= Supports SMB 2.1 and greater
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https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-fsa

Oplock Keys test example

Comparing_Same_LeaseKeysV2

Establish connection with file server

<

Create a file with a lease (LeaseOpen)

Open new connection to file with same lease key (OperationOpe

Verify LeaseBreakNotification not received

Verify LeaseOpen.LeaseKey == OperationOpen.LeaseKey

Verify LeaseOpen.ParentLeaseKey == OperationOpen.ParentLease
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