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Using Object Storage like OpenStack 
Swift, Ceph, Google Cloud Storage 
(GCS), etc to store OpenStack Cinder 
volume backups
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Object Storage
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Object Storage - Swift

Reference: OpenStack
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Object Storage - Ceph
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Object Storage - Google Cloud Support
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Block Storage - Volume Provisioning - Cinder

Cinder Service - Provisioning and attaching Volumes to Instances
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Cinder Backup Service - Backup and Restore
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Configure Cinder Backup Driver - GCS

➔ Setup Google Service Account

● Login to Google developer console with Google account

https://console.cloud.google.com

● The Google Developers Console uses projects to manage resources.

https://console.cloud.google.com/
https://console.cloud.google.com/
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cont’d

● Create a Google Project
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cont’d
● Goto Credentials
● Click on “Create credentials”
● Next Click on “Service account key”
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cont’d

● Create a Google Service Account Key
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cont’d

● Save the JSON file on the Cinder Backup Server Node:
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cont’d

➔ Edit the cinder.conf file for Google Cloud Storage Backup Driver

➔ Restart the Cinder backup service to make the changes take effect
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Backup Cinder Volumes to GCS

➔ Create a Cinder volume
    $ cinder create --name snia1\

      --image-id 54199c6a-1ae4-4eb1-a959-fc5b796e5fc2 1

➔ List Cinder volumes
    $ cinder list

➔ Create Cinder volume backup
       $ cinder backup-create --name bak1\   
      90e829aa-e410-4305-b529-d5e141c0e90f
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cont’d

➔ List Cinder volume backups
       $ cinder backup-list
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Verify Created Backups in GCS
➔ Login to Google developer console
➔ Select the project “gcscinder”
➔ Select the “Products & Services” tab
➔ Click on “Storage” 
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cont’d

➔ Select and Open “gcscinderbucket” from listed buckets
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cont’d
● Backup of a Cinder volume is stored as objects having prefix:  

volume_volid/timestamp/az_saz_backup_bakid , where
○ volid is volume id.
○ timestamp is time in UTC with format of YearMonthDateHourMinuteSecond.
○ saz is storage_availability_zone.
○ bakid is backup id for volid.
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cont’d
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cont’d
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Restore Cinder Backups from GCS

➔ Restore Cinder volume backup
        

➔ Check for restored backup volume
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Configure Cinder Backup Driver - Swift

➔ To enable the Ceph backup driver, include the following option in the cinder.
conf file:

          [DEFAULT]

          backup_driver = cinder.backup.drivers.swift

➔ Configuration options available for the swift backup driver:

          [DEFAULT]
backup_swift_container = volumebackups
backup_swift_object_size = 52428800
backup_swift_url = http://localhost:8080/v1/AUTH
backup_swift_auth = per_user
backup_swift_retry_attempts = 3
backup_swift_retry_backoff = 2
backup_swift_user = None
backup_swift_key = None
backup_compression_algorithm = zlib

➔ Restart Cinder backup service

http://localhost:8080/v1/AUTH
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cont’d
➔ List available Containers inside the Swift Storage
       $ swift list

➔ List volume backups stored inside Ceph Storage Pools
       $ swift list volumebackups
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Configure Cinder Backup Driver- Ceph

➔ To enable the Ceph backup driver, include the following option in the cinder.
conf file:

      [DEFAULT]
          backup_driver = cinder.backup.drivers.ceph

➔ Configuration options available for the Ceph backup driver:

          [DEFAULT]
backup_ceph_pool = backup
backup_ceph_conf = /etc/ceph/ceph.conf
backup_ceph_stripe_count = 0
backup_ceph_stripe_unit = 0
backup_ceph_chunk_size = 134217728
backup_ceph_user = cinder-bak
restore_discard_excess_bytes = True

➔ Restart Cinder backup service



www.biarca.io© 2015 Biarca |

cont’d

      
➔ List available volumes
       $ rados -p volumes ls - 

➔ List volume backups stored inside Ceph Object Storage Pools
       $rados -p backup ls -

➔ List available pools inside Ceph Object storage
    $ rados lspools



www.biarca.io© 2015 Biarca |

References

http://gorka.eguileor.com/tag/backup/
http://gorka.eguileor.com/inside-cinders-incremental-backup/
http://www.unixarena.com/2015/10/openstack-backup-cinder-volumes-using-swift-storage.html
http://docs.openstack.org/juno/config-reference/content/section_backup-drivers.html
http://www.esds.co.in/kb/category/cloud-computing/ 
http://docs.openstack.org/openstack-ops/content/storage_decision.html
http://www.sparkmycloud.com/blog/cinder-block-storage-as-a-service/
https://github.com/openstack/cinder/blob/master/cinder/backup/drivers/google.py

http://gorka.eguileor.com/tag/backup/
http://gorka.eguileor.com/tag/backup/
http://gorka.eguileor.com/inside-cinders-incremental-backup/
http://gorka.eguileor.com/inside-cinders-incremental-backup/
http://www.unixarena.com/2015/10/openstack-backup-cinder-volumes-using-swift-storage.html
http://www.unixarena.com/2015/10/openstack-backup-cinder-volumes-using-swift-storage.html
http://docs.openstack.org/juno/config-reference/content/section_backup-drivers.html
http://docs.openstack.org/juno/config-reference/content/section_backup-drivers.html
http://www.esds.co.in/kb/category/cloud-computing/
http://www.esds.co.in/kb/category/cloud-computing/
http://www.esds.co.in/kb/category/cloud-computing/
http://docs.openstack.org/openstack-ops/content/storage_decision.html
http://docs.openstack.org/openstack-ops/content/storage_decision.html
http://www.sparkmycloud.com/blog/cinder-block-storage-as-a-service/
http://www.sparkmycloud.com/blog/cinder-block-storage-as-a-service/
https://github.com/openstack/cinder/blob/master/cinder/backup/drivers/google.py
https://github.com/openstack/cinder/blob/master/cinder/backup/drivers/google.py
http://www.sparkmycloud.com/blog/cinder-block-storage-as-a-service/


Thank You!

US Office

Biarca
4020 Moorpark Ave, Suite 208
San Jose CA 95117
Phone : 1.408 564 4465
Fax : 1.928.563.4465

Connect with us



www.biarca.io© 2015 Biarca |

Q & A


