OpenStack Cinder Volume Backups

- Store and Restore Using Object Storage
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Using Object Storage like OpenStack
Swift, Ceph, Google Cloud Storage
(GCS), etc to store OpenStack Cinder

volume backups
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Object Storage - Swift
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Object Storage - Ceph
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Object Storage - Google Cloud Support
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Block Storage - Volume Provisioning - Cinder

Cinder Service - Provisioning and attaching Volumes to Instances
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Cinder Backup Service - Backup and Restore
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Configure Cinder Backup Driver - GCS

-> Setup Google Service Account

e Login to Google developer console with Google account

https://console.cloud.google.com

e The Google Developers Console uses projects to manage resources.
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https://console.cloud.google.com/
https://console.cloud.google.com/

e Create a Google Project

Create a project

The Google Developers Console uses projects to manage resources. To get started, create
your first project.
Project name

gcscinder

Project ID
gcscinder-322 [

Show advanced options...

Please email me updates regarding feature announcements, performance
suggestions, feedback surveys and special offers.

® Yes MNo

| agree that my use of any services and related APIls is subject to my compliance with
the applicable Terms of Service.

® Yes Mo
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e Goto Credentials
e Click on “Create credentials”
e Next Click on “Service account key”

API API Manager Credentials
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e Create a Google Service Account Key

API API Manager Credentials
» Overview
+—

O Credentials )
Create service account key

Service account

Mew service account -

Service account name

gcscinder

Service account 1D

gescinder @groovy-works-132123.1am.gserviceaccount.com

Downloads a file that contains the private key. Store the file securely because this key can't
be recovered if
® JSON

Recommended

P12

For backward compatibility with code using the P12 format

oS8T
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e Save the JSON file on the Cinder Backup Server Node:

b N A
Opening gescinder-c406cfde1717.json e

You have chosen to open:

_ gcscinder-c406cfdel717.json
whichis: json File (1.5 KB)

from: https://console.developers.google.com

What should Firefox do with this file?

() Open with Browse...

| Do this automatically for files like this from now on.

l oK I [ Cancel |
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-> Edit the cinder.conf file for Google Cloud Storage Backup Driver

-> Restart the Cinder backup service to make the changes take effect
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Backup Cinder Volumes to GCS

—> Create a Cinder volume
$ cinder create --name snial\
--image-id 54199c6a-l1laed4-4eb1-a959-fc5b796e5fc2 1

—=> List Cinder volumes
$ cinder list

=> Create Cinder volume backup
$ cinder backup-create --name bakl\
90e829aa-e410-4305-b529-d5e141cOe90f

5 P, E‘ = ':j_ _:. = 1 -'-l l C |:E = _:' |:: f |
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=> List Cinder volume backups
$ cinder backup-list
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Verify Created Backups in GCS

Login to Google developer console

Select the project “gcscinder”

Click on “Storage”

Google Cloud Platform
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-> Select and Open “gcscinderbucket” from listed buckets

Q gcscinder ~

= 0 0 a : )

ml:l.'l Storage Browser € CREATE BUCKET C REFRESH @ DELETE

e Browser Buckets Filter by prefix...

z Transfer =/ Name Storage class Location
bigquerygcs Standard us :

&  Settings
cli_bucket Standard us :
fed_employment Standard us :

v/ gescinderbucket Nearline us :

high_risk_data-bucket Standard us :
siyerbucket Standard us :
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e Backup of a Cinder volume is stored as objects having prefix:
volume_volid/timestamp/az_saz_backup_bakid , where
o volid is volume id.
o timestamp is time in UTC with format of YearMonthDateHourMinuteSecond.
o sazis storage_availability_zone.
o bakid is backup id for volid.

Q gescinder ~ 82 0 0 A
mﬂl Storage Browser 4 UPLOAD FILES 4 UPLOAD FOLDER g 22 B
& Browset Buckets / gcscinderbucket
z Transtor =/ Name Size Type Last m
B volume_1eb911¢c0-cade-405a-b238-365fb09a8aeb/ — Folder —
£«  Settings

B8 volume_2ef7e354-2ae3-41fe-9276-2ea74ca67b81/ = Folder —
B volume_7d865564-d65f-40b9-a2bf-205610294af6/ — Folder —
v [0 volume_90e829aa-e410-4305-b529-d5e141c0e90f/ —  Folder -
M volume_bd13a279-a738-45bd-8cab-9001ba2065e4/ — Folder —
B volume_c3aff4d0-fc75-49e1-adab-04a9e2344ae3/ — Folder —
M volume_f4d7dcdd-81de-4904-ac87-98ch78875779/ — Folder —
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Q gcscinder ~ a2 0 o

E Storage Browser 2 UPLOAD FILES 4 UPLOAD FOLDER o 2 B

& B Buckets / gescinderbucket / volume_90e829aa-e410-4305-b529-d5e141c0e90f

2 Transtor v/ Name Size Type Last modified

v B 20160524054201/ —  Folder -
&  Settings
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gescinder ~ 5.

g Storage Browser F UPLOAD FILES % UPLOAD FOLDER B3 CREATE FOLDER C REFRESH

= B haiNan Buckets / gescinderbucket / volume_90e829aa-e410-4305-b529-d5e141c0e90f / 20160524054201 Fi

= Transfer Name Size Last modified Share publicly
El az_nova_backup_dbc4a96b-9a0b-4ebf-aad7-2¢c142f65800c_ 7.97 KB stream 5/24/16,11:12 AM :

= i El az_nova_backup_déc4a96b-9a0b-4ebf-aad7-2c142f65800c_ 2.28 MB 5/24/16,11:12 AM :
El az_nova_backup_déc4a96b-9a0b-4ebf-aad7-2¢142f65800c-0 application/octet-stream 5/24/16,11:12 AM :
E] az_nova_backup_dbc4a96b-9a0b-4ebf-aad7-2c142f65800c-0 49.78 KB application/octet-stream 5/24/16,11:12 AM :
El az_nova_backup_dbc4a96b-9a0b-4ebf-aad7-2¢142f65800c-0 49.78 KB application/octet-stream 5/24/16,11:12 AM H
E] az_nova_backup_dbc4a96b-9a9b-4ebf-aad7-2c142f65800c-0 49.78 KB application/octet-stream 5/24/16,11:12 AM H
El az_nova_backup_dbc4a96b-9a9b-4ebf-aad7-2c142f65800c-0 49.78 KB application/octet-stream 5/24/16,11:12 AM :
El az_nova_backup_dbc4a96b-9a9b-4ebf-aad7-2c142f65800c-0 459.78 KB application/octet-stream 5/24/16,11:12 AM :
El az_nova_backup_dhc4a96b-9a9b-4ebi-aad7-2c142f65800c-0. . 49,78 KB foctet-stream 5/24/16,11:12 AM H
El az_nova_backup_déc4a96b-9adb-4ebf-aad7-2c142f65800c-0... 49.78 KB foctet-stream 5/24/16,11;12 AM :
El az_nova_backup_déc4a96b-9a0b-4ebf-aad7-2c142f65800c-0 49.78 KB application/octet-stream 5/24/16,11:12 AM :
El az_nova_backup_déc4a96b-929b-4ebf-aad7-2c142f65800c-0 49.78 KB application/octet-stream 5/24/16,11:12 AM :
El az_nova_backup_déc4a96b-929b-4ebf-aad7-2c142f65800c-0 49.78 KB application/octet-stream 5/24/16,11:12 AM 3
E] az_nova_backup_déc4a96b-929b-debf-aad7-2c142f65800c-0 49.78 KB application/octet-stream 5/24/16,11:12 AM :
E] az_nova_backup_déc4ad6b-0adb-debf-aad7-2c142f65800c-0 49.78 KB application/octet-stream 5/24/16,11:12 AM :
El az_nova_backup_déc4a96b-9a0b-4ebf-aad7-2¢142f65800c-0 49.73 KB application/octet-stream 5/24/16,11:12 AM :
El az_nova_backup_d6c4a96b-9a0b-4ebf-aad7-2c142f65800c-0. . 49.78 KB 5/24/16,11:12 AM :
El az_nova_backup_déc4a96b-9a0b-4ebf-aad7-2c142f65800c-0. . 49.78 KB 5/24/16,11:12 AM :
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Restore Cinder Backups from GCS

-> Restore Cinder volume backup
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Configure Cinder Backup Driver - Swift

=> To enable the Ceph backup driver, include the following option in the cinder.
conf file:

[DEFAULT]

backup_driver = cinder.backup.drivers.swift

=> Configuration options available for the swift backup driver:

[DEFAULT]

backup_swift_container = volumebackups
backup_swift_object_size = 52428800
backup_swift_url = http://localhost:8080/v1/AUTH
backup_swift_auth = per_user
backup_swift_retry_attempts =3
backup_swift_retry_backoff = 2
backup_swift_user = None

backup_swift_key = None
backup_compression_algorithm = zlib

-> Restart Cinder backup service
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http://localhost:8080/v1/AUTH

cont’d

List available Containers inside the Swift Storage
$ swift list

volumebackups

List volume backups stored inside Ceph Storage Pools
$ swift list volumebackups

volume Sbclc573-de69-486d-adb8-2a7b001a6258/20160523134736/az nova backup &7abe33f-38ca-457c-%cbha-4b%6cdl47add-00001
mblumc 9bclc573-de69-486d-adb8-2a7b001a6258/20160523134736/az nova baﬁkup &7abe33f-38ca-457c-%cba-4b%6cdl147add-00002
volumc ub 1c573-de69-486d-adbi- 2a?b0O1ac258f2016052?1?4??€/a7 ova_backup &7abe33f-38ca-457c-%cba-4b%6cdl47add-00003
olume Gb 1c573-de69-486d-ad4b8-2a7b0012a6258/20160523134736/az nova backup €7abe33f-3B8ca-457c-9cba-4bS%6cdl47add-00004
volume Mb 1c573-de69-486d-ad4b8-2a7b001a6258/20160523134736/az nova “ba ckup 67abe33f-38ca-457c-9cba-4b%6cdl47add-00005
volume vb 1c573-de69-486d-a4b8-2a7b001a6258/20160 32?1?4??c/a7 nova b ckup 67abe33f-38ca-457c-Scha-4bSecdl47add-00006
volume Mb 1c573-de69-486d-adb8-2a7b001a6258/20160523134736/az_nova ba“kup &7labe33f-38ca-457c-%cba-4b9%6cdl147add-00007
volume mb 1c573-dee9-486d- 4bu 2alb001a6258/20160523134736/az_nova backup &7abe33f-38ca-457c-%9cba-4b%96cdl147add-00008
vclume Gb 1c573-de69-486d-ad4b8-2a7b001a6258/20160523134736/az_nova b ckup &7abe33f-38ca-457c-59cba-4b%ecdlda id 00009
lumQ 9bclcE73-de69-486d- 4bu 2aTb001a6258/20160523134736/az_nova baﬁkup 67abe33f-38ca-457c-9cbhba-4b%6cdl47add-00010
volumc ub 1c573-de69-486d-adbi- 2a?b0O1ac258f20160521114?16/a7 nova backup 67abe33f-38ca-457c-9cba-4b%6 jld?add 00011
olume 9b 1c573-de69-486d-a4b8-2a7b0012a6258/20160523134736/az nova backup €7abe33f-38ca-457c-9cbha-4b%6cdl47add-00012
volume 9bclc573-dee9-486d-ad4b8-2a7b001a6258/2016052313473¢6 _37_ncva_b ckup &67abe33f-38ca-457c-Scha-4b%6cdl47add-00013
volume vb 1c573-de69-486d-adb8-2a7b001a6258/2016052313473¢6/az nova backup &7abe33f-38ca-457c-9cba- 4b°’“dl473ﬂd
volume ub 1c573-de65-486d-a4b8-2a7b001a6258/20160523134736/az _nova ba“kup &7abe33f-38ca-457c-%9cba-4b9%6cd147
volume ub 1c573-de69-486d- 4bu 2aTb001a6258/20160523134736/az_nova backup &7abe33f-38ca-457c-9cba- 4chle4?a4j
volume Gb 1c573-de69-486d-a4b8-2a7b001a6258/20160523134736/az_nova b ckup 67abe33f-38ca-457c-9cba- 4b06b114? dd
mblumﬂ 9bclch73-dec9-486d- 4bu 2aTb001a6258/20160523134736/az_nova bahkup_6?abe33f—38€a—45?c Sch
volumﬁ ub 1c573-de69-486d-a4b8-2a7b001a6258/20160523134736/az nova backup 67abe33f-38ca-457c-9cba dl&?a*d goole
olume 9b 1c573-de69-486d- 4bb—2a?b001ac2dJ/2uloﬂ 23134736/az nova ba kup €&7abe33f-38ca-457c-9cba- 4b96ba14?aaa onogn
volume 9b 1c573-dee9-486d-adbi8-2a7b001ae2 201e0523134736/az nova backup &7abe33f-38ca-457c-9cba-4b%ecdld’a
volume vb '1c573-de69-486d-ad4b8-2a7b001a6258/201&60 32?1Q4?1c/a7 nova ba”kup 6&7abe33f-38ca-457c-9cbha- 4b0'“jl47311 mctatha
volume 9bclc573-de69-486d-adb8-2a7b001a6258/20160523134736/az nova backu Tabe33f-38ca—-457c—9cba-4b96cdl47add sha256file
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Configure Cinder Backup Driver- Ceph

=> To enable the Ceph backup driver, include the following option in the cinder.
conf file:

[DEFAULT]
backup_driver = cinder.backup.drivers.ceph

=> Configuration options available for the Ceph backup driver:

[DEFAULT]

backup_ceph_pool = backup
backup_ceph_conf = /etc/ceph/ceph.conf
backup_ceph_stripe_count =0
backup_ceph_stripe_unit =0
backup_ceph_chunk_size = 134217728
backup_ceph_user = cinder-bak
restore_discard_excess_bytes = True

=> Restart Cinder backup service
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> List available pools inside Ceph Object storage
$ paddc Tennn]s

-=> List avallable volumes

$ rados -p volumes 1s -

-> Llstvolume backups stred inside Ceph Object Storage Pools
$rados -p backup 1ls -
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