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Offloading CPU intensive
OpPErations

- RAIDG6

- XOR
- Galois Field Multiplication
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- Fingerprint Generation
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. Security

- Encryption/Decryption of Data Blocks
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Linux MD RAID

- Implements the following:
- RAIDO, 1, 5,6

- MDRAID can offload following to hardware using
async_tx Linux offload infrastructure:

- memcpy
. XOR
. Galois Field Arithmetic

- Current Offload benefits the following RAID variants:
- RAID 5, 6



Linux DM-dedup

- Implements the following:

- 4KB block fingerprint
- Fingerprint to PBN(Physical block number) lookup
- LBN to PBN(Physical block number) lookup

- DM Dedup(modified) can offload following to hardware:

- Fingerprint (Digest using MD5, SHAL, SHA2)
- Fingerprint and LBN lookup.

. Current Offload benefits the following:

- Lookups.



LIinux eCryptls

In-kernel standalone implementation.
Security gets inherited into incremental backups.
Cryptographic metadata Is stored along with encrypted file.

.+ Supports Linux cryptographic ciphers.

Utilizes Linux crypto framework

eCryptfs can offload following to hardware
AES CBC
DESS GBE
AES XTS

Offload benefits: Encryption, Decryption.



OCTEON TX as a NAS/SAN SOC platform

ARMG64 CPU Cores




RAID Architecture

Application

Filesystem

MDREAID Block Device

FRAlIDRMNS, async tx

Data | Data | Data
Block | Block | Block EIImh EII+:|{lI

é CAVIUM




Linux MDRAID Offload
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Dmdedup Architecture
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DmDedup WRITE Offload

DDF Offload Block




DmDedup READ Offload

Compute LBN

LBN->PBN

‘ dmdedup

code

DDF Offload Block l




Command
Queue

DDF

FIND and/or MODIFY
engines

Commands,

Lookup Tabl Level 2
Cache

Input/Output Data




Storage Security Offload
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Accelerations Integrated
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5xReduction
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Status

. Status of Work — Preliminary performance results. More
In future summits.

- Upstream the drivers.

- Other Platforms:

- DPDK+SPDK
- ODP
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