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SNIA Legal Notice

= The material contained in this presentation is copyrighted by the SNIA unless otherwise noted.

= Member companies and individual members may use this material in presentations and
literature under the following conditions:

= Any slide or slides used must be reproduced in their entirety without modification

= The SNIA must be acknowledged as the source of any material used in the body of any document containing material from
these presentations.

= This presentation is a project of the SNIA.

= Neither the author nor the presenter is an attorney and nothing in this presentation is intended
to be, or should be, construed as legal advice or an opinion of counsel. If you need legal advice
or a legal opinion please contact your attorney.

= The information presented herein represents the author’s personal opinion and current
understanding of the relevant issues involved. The author, the presenter, and the SNIA do not
assume any responsibility or liability for damages arising out of any reliance on or use of this
information.

NO WARRANTIES, EXPRESS OR IMPLIED. USE AT YOUR OWN RISK.
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What Does SNIA Do? Who is CMSI?

= SNIA is a non-profit global organization = Part of SNIA, the SNIA Compute, Memory,
dedicated to developing standards and and Storage Initiative is a community of
education programs to advance storage storage professionals and technical
and information technology. experts who support:

= The industry drive to combine processing with

memory and storage,

= The creation of new compute architectures and
software to analyze and exploit the explosion of
data creation over the next decade.

""é‘r‘;gtﬁ.-?zgﬁé’;g ‘2;2539 & ?P;()lg?tc?g = CMSI’s three Special Interest Groups —

Computational Storage, Persistent

SNIA Technical Standards Memory, and Solid State Drives —
evangelize and educate on these

2 + L*tw' st technologies to the industry

years <G ] ]
el www.shnia.org/cmsi
and information management. < -
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Agenda

= What is Cryptocurrency and Proof of Space and Time?

= What is Computational Storage?

= Why Cryptocurrency and Computational Storage?
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Cryptocurrency

Proof of Space and Time
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Why Storage for Cryptocurrency?

Storage is underutilized

Proof of Space and Time
leverages underutilized
storage to secure the
network. Farming was
designed to be energy
efficient.

Storage is power efficient

Non-Volatile memory
designed to store data power
efficiently and network power

scales with innovations in
areal density.
Currently 1/600 annual
energy use of Bitcoin.

Circular

@mm

Incentivizes circular economy

Chia farming is a new use
case for used storage that
will help reduce e-waste and
promote the secure reuse of
storage.
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Farming, Not Mining!

used mmm
free

Chia farmers store
cryptographic hashes in

plot files on hard drive

Challenges come in from the
network and a farmer checks

plots for winning proofs

If farmer finds a winning proof,
they broadcast that to the
network to form a “block” on
the blockchain with

transactions

A

s

Farmer is rewarded Chia (XCH)
Currently 2 XCH per block
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Proofs of Space and Time for the Win!

1. initialize
space

2. challenge

100GiB
file

g ®

Prover

3. create PoSpace

<«

4. PoSpace

-

Verifier

5. verify proof

Proofs of Space

= Farmers need to prove to the network that
they are storing the data.

= Need to be easily and quickly verifiable

= Needs to be resistant to attacks

O

Proofs of Time
= Verifiable Delay Function (VDF) that cannot
be parallelized

= Easily verifiable that a real amount of time
was spent with deterministic output

= Performs squaring computations within
class groups of binary quadratic forms
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The Fix to Proofs of Space

Tables 1. 32*2=64 x Tables 2 o 6 Table 7. one entry
values chosen chosen
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= Proofs of space designed with 7 tables to prevent Hellman attacks
= Need to be able to quickly retrieve proof (make farming easy)
= Plot size determined by k parameter
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Plotting is Write Intensive
Workload

* Phases of plotting require a lot of
sort on disk & algorithmic
compression

= Each K=32 plot takes 1.43TB of
disk writes

= Can be reduced by 72% with 110GB
of DRAM

= Can be eliminated with 416GB DRAM
(~300GB with space tradeoff)

Chia Proof of Space Construction

Version: 1.1

Updated: July 31, 2020
Introduction

In order to create a secure blockchain consensus algorithm using disk space a Proof of
Space is scheme is necessary. This document describes a practical construction of Proofs
of Space based on Beyond Hellman’s Time-Memory Trade-Offs with Applications to Proofs of
Space [1]. We use the techniques laid out in that paper, extend it from 2 to 7 tables, and
tweak it to make it efficient and secure for use in the Chia Blockchain. The document is
divided into three main sections: What (mathematical definition of a proof of space), How
(how to implement proof of space), and Why (motivation and explanation of the
construction) sections. The Beyond Hellman paper can be read first for more mathematical
background.

« Chia Proof of Space Construction
o Introduction
o What is Proof of Space?
= Definitions
= Proof format
= Proof Quality String
= Definition of parameters, and M, f, A,C functions:
= Parameters:
= f functions:
= Matching function M:
« A function:
= A function:
= Collation function C:
o How do we implement Proof of Space?
= Plotting
= Plotting Tables (Concepts)
Tables
Table Positions
Compressing Entry Data
Delta Format
ANS Encoding of Delta Formatted Points
Stub and Small Deltas
= Parks
= Checkpoint Tables
= Plotting Algorithm
Final Disk Format
Full algorithm
Phase 1: Forward Propagation

= Phase 2: Backpropagation
= Phase 3: Compression
= Phase 4: Checkpoints
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percentage

Higher CPU utilization = iowait will pull

more pIOtS per day : 16:10 16:20 16:30 pIOttIng (OUtp)Ut hs:00 1810 1820 | 1sz3é 18:40
== System - Processes executing in kernel mode d OW n re d 0.73 995.73 599.&3

= User - Normal processes executing in user mode 044 509 335

= Nice - Niced processes executing in user mode 0 563K 464K
16:00 16:10 16:20 16:30 16:40 16:50 17:00 17:10 17:20 17:30 17:40 17:50 18:00 18:10 18:20 18:30 18:40 e T e e e 21801 630K 998.12
= 3*avg (irate(node_cpu_seconds_total{cpu=~'(0[1121314I5I617I819110111/12/1314115/16[17]18/19120121122123124125126127128129130/31132133134135136137|38139140141142143144145|46147148149150151/52I535415556/5715¢

0%
CPU Frequency 1/0 Usage Read / Write

4.31 GHz

6.50 GB/s

CPU frequency I |

4.30GHz -
5.50 GB/s

matters! |

4.29 GHz 4.50 GB/s
4 GB/s
4.29 GHz
3.50 GB/s
16:00 16:10 16:20 16:40 16:50 17:10 17:20 17:30 17:50 18:00 18:20
3GB/s

bytes read (-) / write (+)

Temperature 2.50 GB/s
2GB/s
1.50 GB/s
1GB/s

500 MB/s

Requires high sustained

16:00 16:10 16:20

18:10 18:20 18:30 18:40
Mean Last* Aax Min

. .

== nvmeOn1 - Successfully read bytes t b d d t h d 0B/s 0B/s 0B/s 0B/s
Write bandwil an

== nvmeln1 - Successfully read bytes 758kB/s 34.5kB/s 13.1MB/s 9.38kB/s

== nvme2n1 - Successfully read bytes 1.06 GB/s 364B/s 2.25GB/s 0B/s

.
16:00 16:10 16:20 16:30 16:40 16:50 17:00 17:10 17:20 17:30 18:00 18:10 18:20 18:30 == nvme3n1 - Successfully read bytes I I l I Xe d WO r k I O a d 924 MB/s 0B/s 1.66 GB/s 0B/s

node_hwmon_temp_celsius{chip="pci0000:00_0000:00:18_3", instance="localhost:9100", job="node", sensor="temp17} nvme4n1 - Successfully read bytes 1.60 B/s 0B/s 273 B/s 0B/s

40°C

== node_hwmon_temp_celsius{chip="pci0000:00_0000:00:18_3", instance="localhost:9100", job="node", sensor="temp2°} == nvmeOn1 - Successfully written bytes p e r O r. m a n Ce 0B/s 0B/s 0B/s 0B/s

node_hwmon_temp_celsius{chip="pci0000:00_0000:00:18_3", instance="localhost:9100", job="node", sensor="temp3°} == nvme1n1 - Successfully written bytes 355MB/s 5.37kB/s 282MB/s 3.19kB/s
node_hwmon_temp_celsius{chip="pci0000:00_0000:00:18_3", instanc: K ", i ¥ nvme2n1 - Successfully written bytes 1.12GB/s 927kB/s  2.49 GB/s 927 kB/s

nvme3n1 - Successfully written bytes 926 MB/s 5.41MB/s 1.99GB/s 5.41 MB/s
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Chia Plotting — Files Are Created and Then
Transferred to Hard Drive

Use compute, memory and temporary e . L
storage to create plot files -
f U % cut d X — ¥ Newitem ~ v [Eopen~ 5H selectall
W Copy path = T ] Easy access ~ Edit Select none
PintoQuick Copy Paste .. - Move Copy  Delete Rename  New Properties . - .
e L. eain [#] Paste shortcut o~ o~ . folder - o History & Invert selection
le Edit View Window Help Clipboard Organize New Open Select
chiq Plot > Add a Plot T ENGLISH v §} « v 1 < > ThisPC > Exos1 (E) v D O Search Exos1 (E)
@ A Name v Date modified Type Size <
Ch Plot Si # Quick access
Full Node oose Flotsize WDesktop  # plot-k32-2021-07-12-02-15-aef1d2567ba8dd722481f492a9560eb95e43f35a3£49540f1ad0819b02b2fe1. plot 7/12/2021 2:51AM  PLOT File 106,285,288 KB
@ ¥ Doilcads: # plot-k32-2021-07-12-01-40-72d81b64cd094154f7e9ee3657c503d 1bb32822e9aa69ca5 199fe2ebf919cdc2.plot 7/12/20212:15AM  PLOT File 106,285,008 KB
You d b d d to plot. T fil during the plotti h ownloads
el Gudonotneed.fobe:synced orconnestedto plot. Temporen:fleaiareicraated duting the plotingiprocessmoich plot-k32-2021-07-12-01-05-786{255c72ac8760503311b09f7e981262ca74580ec27d6345 1 ce6a93a447bd6.plot 7/12/2021 1:40 AM  PLOT File 106,246,994 KB
arn more 5 »
600MiB (k=25, temporary space: 1.8GiE) Documents plot-k32-2021-07-12-00-30-a3b45c06d72086{d69dab8861b24cdb3755ab88f06e35684a405dc56192e0dd2.plot  7/12/2021 1:05 AM  PLOT File 106,263,629 KB
101.46iB (k=32, temporary space: 239G1B) ) Fictares * plot-k32-2021-07-11-23-55-d9d6bcf1c9c76d3f80ef396196b1bd70ba04c2401cdfc398d7a7 deeee7723¢88.plot 7/12/2021 1230 AM  PLOT File 106,279,847 KB
Plot:
ot 208.8GiB (k=33, temporary space: 521GiB)
% 429.8GiB (k=34, temporary space: 1041GiB)
Farm ( 884.1GiB (k=35, temporary space: 2175GiB) . .
© Size GiB vs. Table
ot Count * 1
Pool :HC ' > -
[
@ Does your machine support parallel plotting? 3
Keys Plotting in parallel can save time. Otherwise, add plot(s) to the queue.
@ AddPlottoQueue (O Plotin Parallel L
W5
v Show Advanced Options © i i
% Size GiB me
= |
Select Temporary Directory mc
c2
Select a temporary folder for plot creation. We recommend you use a fast drive. . c3
Temporary folder location * BROWSE 0 10 20 30 40 50 60 70 80 90 100
v Show Advanced Options Size GiB
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How Can Computational Storage Help Speed Up Plotting?

= Compression is hard — new algorithms
= |_ots of sort on disk — acceleration

* Need to beat cost of DRAM or performance of high performance
NVMe for similar price

= Opportunities to reduce disk writes
= Opportunity for doing low power plotting with onboard compute
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Plotting Hardware Required

Server Workstation Desktop

Create plots as fast as possible.
Requires use of hardware for
duration of plotting (a few months)

Or...

Use plotting as a service

.’ Plotting Cloud

aws B3

i

EQUINIX

Download plots from providers.
Requires high speed internet

connection

15| ©2022 Storage Networking Industry Association. All Rights Reserved.
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Farming — Efficient Protocol

Disk I0ps Completed g Time Spent Doing I/0s

1io/s 2%

Qio/s |
1.50%
|
-lio/s i
£
=
E -2io/s E 1%
t 2
3
o
=}
-3io/s
|
o:500% (| | i (4l
-4io/s
-5io/s 0% !

09:00 09:10 09:20 09:30 09:40 09:50 10:00 10:10 10:20 10:30 10:40 10:50 11:00 11:10 11:20 11:30 09:00 09:10 09:20 09:30 09:40 09:50 10:00 10:10 10:20 10:30 10:40 10:50 11:00 11:10 11:20 11:30

Oio/s 2.47io/s 0.535i0/s  0.300 io/s sdk - 10

== sda-Reads completed 0% 1.21% 0.256% 0.900%
== sdb - Reads completed Oio/s 3.30io/s 0.549 io/s  0.0833 io/s == sdc-10 0% 1.63% 0.262% 0.567%
== sdc - Reads completed Read On I WO rkload Oio/s 3.08io/s 0.590 io/s 1.25i0/s sdg - 10 H D DS are 99 750/ id Ie 0% 1.27% 0.270% 0.427%
== sdd - Reads completed y ) Oio/s 2.52io/s 0.612 io/s 0io/s sde -10 - 0 0% 1.09% 0.263% 0.267%

sde - Reads completed Qio/s 2.87io/s 0.603 io/s 0.567 io/s - .
sdf - Reads completed eSS t a n Oio/s 3.02io0/s 0.581io/s  0.300io/s sdf-10 u rl n g a l I l I n g 0% 1.03% 0.259% 0.153%

sdg - Reads completed Oio/s 3.48io/s 0.606io/s  0.933 io/s == sda-l0 0% 1.10% 0.236% 0.120%
== sdb-10 0% 1.11% 0.248% 0.0933%
<di - Reade comnlatad Ninle 41Rinle N AASin/e Nin/e —_ edi-IN n%  175% N25Q% n%

CPU Busy

Very lightweight process
requires low CPU

A
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Farming Hardware Required

JBOD NAS Desktop DIY

Pl Ultrastar
B DC HC550

Use high-capacity HDDs for best
JBODs (Just a bunch of disk) Store the most data in the smallest power efficiency, or cheap used
houses many hard drives amount of space at lowest power drives if rack space and power are
more available
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TCO Chia Farming

TCO S per TB - Breakdown

$40

$35

$30

$25

$20

$15

$10

S5

S0

18TB disti used 4TB used 8TB

B CapEx Storage B CapEx Compute + Rack O OpEx Storage O OpEx Compute + Rack
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Chia Calculator Using SNIA TCO Model!

Chia Calculator

Advanced Cost and ROI Analysis

- U se C h |a C a I cu Iato r to e Stl m ate earn | N g S Use this advancad calculaor to determine the totalcost of awnersh (1C0) of a Chia lotting and

farming setup, and estimate the return on that investment (ROI).

er, and special thanks to JM (aka storage jm) for

and input variables to look at total cost of el
ownership and profitability for Chia farming! Farming and Plotting Setup cummary of Costs
= Uses SNIA TCO model as base for

walkthrough video for an overview of how to use

5 Years v Total $201.84k
. C
Ca I Cu I atl O n S ] t XCH Strategy Total per TB $31.15
‘ Sell Continuously v

= Very user friendly
= https://chiacalculator.com/roi

Sell hardware after 5 years

Hard Drives Drive Count  Preset Hardware Acquisition Costs (CapEx)
360 New 18TB v Storage $144.00k
. . ) Server $23.50k
Drive Capacity  Total Capacity
18 T 6480 TB Total $167.50k
Total per TB $25.85 ‘
Annual Failure Rate (AFR)
Total per TB per Month of e
044 % Deployment

Active Power  Idle Power

Operational Costs (OpEx) over 5 Years

6.5 W 5.6 W
Storage Power Use $13.29k
Cost Replacement Cost
Server Power Use $19.71k
$ 400 $ 50
Plotting Power Use $972.00
Resale Value after 5 Years Failed Drive Replotting Power (. ——

A
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https://www.snia.org/forums/cmsi/programs/TCOcalc
https://chiacalculator.com/roi

Computational Storage
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Need A New Way to Look at Storage

Scaling requirements are not met with existing solutions
Pain Points One CPU to many storage devices creates bottlenecks

These bottlenecks exist, we currently just shift where they reside
Physical Space

Available Power 0000

Scaling Mismatch

I"]
HE

I
G

Bottleneck Shuffle

Technologies that ‘compose’ these elements just exacerbate the
bottleneck

A way to augment and support without wholesale change is needed

A
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o
Using Computational Storage

Reduced data transfers

Benefits Reduced fabric provisioning
Distributed Scaling compute resources with storage provides access to results faster
Processing Computational Storage resources ‘offload’ work from the overtasked CPU

Faster Results Seamless architectures create new ‘servers’ with each storage device added

Lower Power

Smaller Footprint

Additional CPU resources without added rack space
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Why Cryptocurrency and Computational Storage?

Proof of Work (PoW)
= Using xPU to Mine

=Y - \\ A

Proof of Space and Time (PoST)
» Using Storage to Plot/Farm

SSD

A
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Auto-Plotting Cryptocurrency with Computational Storage

How does Computational Storage Support Proofs of Space?
= CSDs provide the Compute Necessary on Board
= Reducing the TCO of Chia Plotting by using CSDs at Scale

= Reduce Host activity, increase Plots more quickly

= Faster time to Revenue, Reduced Acquisition Costs

HOST:

Chia Plotter H1 Chia Plotter H2 Chia Plotter Hn

NVMe / PCle BUS

Chia 0 Chia 0 Chia
Plotter Plotter I Plotter
Media 1 Cc1 c2 Media N Cn

10.1.1.2 10.1.2.2 10.1.N.2

CsD1 CsD2 CSDN

l1
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Why Cryptocurrency and Computational Storage?

TCO per TBe
HDD 8 HDD 16 16T8B S5D 16TB CSD 32TB 55D 32TB CSD
W CapEx Total per TBe (effective) OpEx / TBe (effective) at rack level

Total Cost of Ownership (TCO)
Model for Storage

A
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= ADD A FLOT

Local Harvester Plots

WanT oo e e Chint Acd morg plots 1o your { T Tatal Fles Sze 6,533 Tl

=3
r
i

K-Siré e L [ A Filag Kay F il & @

K32 104 4GIB

£ e

A

A

Dususd

=
=
i

K3 109 4GB cefauk

e
i}
tl
o

k32 10 4GB
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Auto-Plotting Cryptocurrency with Computational Storage

How does Computational Storage Support PoST?

= CSDs provide the Compute Necessary on Board

CSDs Plots per month

. I 3,410

o R 3,307

. I 3,204

;, I 3,101
I /5

. T 2,947
—\_ 2741 W Host + Auto-Plotting CSD  m Host Only Plots

4 'L 2,617
2,514

A
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Thanks for Watching Our Webcast

= Please rate this webcast and provide us with feedback =

n

= Alink to this webcast and the PDF of the slides are CM‘Sle E AN. STO
posted to the SNIA Compute Memory and Storage
Initiative website at
https://www.snia.org/forums/cmsi/knowledge/articles-
presentations

WELCOME TO THE SNIA CMSI BLOG

= You can also find this webcast and many other videos
and presentations on today’s topics in the SNIA
Educational Library

(DSNIACOMPUTATION

= A Q&A from this webcast will be posted to the SNIA B e o
Compute, Memory, and Storage Blog

= Learn more about computational storage at NP
www.snia.org/computational

A
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https://www.snia.org/forums/cmsi/knowledge/articles-presentations
https://www.snia.org/educational-library/why-cryptocurrency-and-computational-storage-2022
http://www.snia.org/educational-library
https://sniasssiblog.org/
http://www.snia.org/computational

.
Where To Find Out More About Cryptocurrency

& Computational Storage
= Website resources SNIA. | COMPUTE, MEMORY,
= www.shia.org/CMSI SRR IEhAGE

I-'r-I: ndustry ading companies of the SNIA Compute, Memory, and Storage Initiativo

(CHSI) supgort the industry drive Lo combine processang with memaory and storage, and Lo

u TWitte r ;:-I:-Lrn:h'\-(:G:::Iul::n':::lil.{u::; and software to analyze and exploit the explosion of
: : CMSI E d Educat
* @snhiacomputational i e ngages and Educates

. Computational Storage ' Solid State Drives
- Parsistent Mamory « Solid State Systems

" PM and 350 Performance w550 Form Factors

= Blog
" SN|ACOmpUteMem0ry&St0rage CMSI Accelerates Standards

w' Computational Storage Architecture Model

w Parsistent Mamory Programming Modal

. . « P Hardware Threat Modaed
I eOS « Solid State Storage Performance Test Specificaticns

w 550 Form Factor Specifications

= https://www.youtube.com/user/SNIAVideo/playlists

CMSI Propels Technology
Adoption

= Educational materials a)) L

w P Remote Access for High Avadabilty White Paper
w" 550 Form Factors Explained

. 1 ? 1 ~ Compute, Memory, Starage D ¢
» hitps://www.snia.org/educational-library e e

« Interactive Webcasts with Industry Experts

w Technology Yideos on the SNIA Vides YouTube Channe

= Joining SNIA and the Compute, Memory, and Storage Initiative
= https://www.snia.org/member _com/join-SNIA
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http://www.snia.org/CMSI
https://twitter.com/sniacomputation
http://www.sniasssiblog.org/
https://www.youtube.com/user/SNIAVideo/playlists
https://www.snia.org/educational-library
https://www.snia.org/member_com/join-SNIA

Thank You for Watching!

Questions?

You can always reach us at askcmsi@snia.org

WWwWWw.Shia.org/cmsi
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