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What is digital extortion? How critical it is?
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Know your enemy: How it looks?
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What is flow of Ransomware? 

1) Deployment

a. Strategic web compromise

b. Drive-by download 

c. Phishing emails

d. Vulnerabilities 

2) Installation 

1) Reconstruction 

2) Process evasion 

3) Command and Control 

1) Encryption and locking 

4) Extortion 

1) Bitcoin 

2) Prepaid vouchers 
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Segment your forces for the war 

General Framework for analyzing ANY binary:

▪ Static methods

▪ Structural analysis

▪ Statis code analysis 

▪ Dynamic methods

▪ Behavioral analysis 

▪ Debugging 

▪ Dynamic instrumentation
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Structural Analysis of binary files

Typical binary file structure, when unzipped

1) Resources

2) META-INF

3) Classes (binary executables)

4) Manifest.xml

Machine learning features to look for:

1) Access of resources and services

2) Origin and creator 

3) Dependencies 
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Static Analysis of binary files

Potential threat can be predicted based on parameters. Just for example:

▪ Hardcoded IP address for a C&C server.

▪ Links to external download of payloads. 

▪ Asking for administrative permissions. 

▪ Socket Service

▪ Registry

▪ Browsers
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Behavioral Analysis of binary files
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Dynamic Instrumentation of binary files
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Please take a moment to rate this session. 
Your feedback is important to us. 


