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Windows Client/Server File Access Services
Office | MS-FSSO - Overview
SharePoint MS-CIFS
Exchange MS-SMB
SQL MS-SMB2
File Formats MS-FSCC

Network Monitor Interoperability Test

Parsers Suites
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Network Monitor 3.4 - Ul

Microsoft Network Monitor 3.4

File Edit Wiew Tools

Help

| Mew Parser * Open Parser E Save ﬁiq, Rebuild Parsers

SDC .1
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w5 Parser Profiles = 2 Options &) How Dol ~

" http.cap I 7 MS-FS50_S3FindFilelnDomain.cap I " ConvVideo.cap I @ Start Page

BranchiCacheE
BROWSER
BRWSA

BUP

CBCP

CCP

CER

CHAP

IS
CISSerializedP)
CMPO

CMRP

COM

COMA
COMPES
COMPTS
COMY

CSRA

CSVP

DCOM

DDP
DDPShort
DecryptedPayl|
DFSC
DFSMNMGMT
DFSRH

DHCP

DhepClientDIl ~
»

DHNSEResourceRecord ARecord[AnswerCount]:;

Object View x| |CAProgramDataMicrosoft\MNetwork Monitor 3\NPL\NetworkMonitor Parsers\Coreldns.npl *x
=3 Protocols (382) - dns.npl |
S AARP N a4 | TINT16 Cpcode:4 = FormatString(("™ (=) = %d",this.ToBitString, DNS50OpcodeTable (T »
----- S ADCAP a5 | TUINT16 AA:1 = FormatString (™ (%¥5) %s",this.ToBitString,this ? "Is authorit
..... == ADFS ae | : "Hot authoritatiwve™) ;
..... 5= ADFWAP &7 TINT16 TC:1 = FormatString (" (¢=2) %=",this.ToBitString,this ? "Message tzxru
_____ s— ADTG 68 : "Hot truncated™):
----- S AH A a9 UINT16 ERED:1 = FormatString (™ (g=3) %F=",this.ToBitString,this ? "Recursion d
TO : "Recursion mnot desired™) :
""" W AIPS 71 TINT16 RA:1 = FormatString (" (¢s) %=",this.ToBitString,this ? "Recursiwve g
% APDS T2 : "TRecursiwve guery Support not available™)
----- % ARP T3 UINT16 Zero:1l = FormatScring (" (t=2) =d",thi=s.ToBitString,this) ;
----- A= ARP1394 T4 TINT16 ButhenticatedData:1 = FormatString (" (%s) %=",this.ToBitString,this?"Authenticated
75 UINT16 CheckingDisabled:1 = FormatString (™ (E=3) Fa",cthis.ToBitString,this?"CheckingDisab
TE TINT16 ERcode:d4 = FormatString (™ ([ E=) T2 %3d",this.ToBitString, DNSRcodeTable (th
77 ¥
T8
S ATMARP .
Ta TINT16 QuestionCount;
BDSRR 8 UINT16 AnswerCount:;
BKRP TUINT16 NameServerCount:
BPAU UINT1l6 AdditicnalCount:
BranchCacheE
BranchCacheE DNSQuestionRecord QRecord[QuestionCount]

DHSResourceRecord AuthorityBRecord[HNameServerCount]

DHSResourceRecord AdditionalRecord[AdditionalCount] ACCu rate Parsers

switch

i
90 case FrameOffset <« FrameLength:
21 BELOB (FramelLength - FrameOffset) DataLeft; ase On pen
2z H
93 T - - -
Protocol Specifications
a5 i
a6 switch
a7 i
case code Q:"Succes=ss";
case code 1:"Format error”™;
case code == 2:"Server failure™; S
1 +
Message View 2
Status Filename Line Number Column Number Description
@ 0x83008002 sparser.. 1 0 Successfully deleted previous binary npl file: Ch\Users\ paullo®AppDatatRoaming\Microsoft\Metwork Monitor 3\07678 A3 4-E329-4ED4-8H
@ 083006021 Successfully loaded "ChlUsers\paullo’AppData\Reaming Microsoft\Netweork Monitor 2\07678ASA-E329-4ED4-8B73-143412C4806\spars|
@ 083008005 sparser.. 1 4] Successfully serialized NPL parser 'Ch\Users\paullot\AppData\Roaming \Microsoft\Metwork Monitor 3\07678A3A-E329-4ED4-8B73-1A3412

[iI}

Line: 87 Colurmn: 57 Selected Count: 0
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@ Microsoft Network Monitor 3.4 - ChUsers\paullo\Documents\Scratch\ConvVideo.ca
File Edit Wiew Frames Filter Experts Tools Help

MNew Capture * Open Capture H Save As | == Reassemble =57 Layout ~ .3 Parser Profiles ~ |z Options @) How Dol -

| http.cap I MS5-FS50_53FindFileInDomain.cap | Conv\ideo.cap | Start Page I |3 Parsers
Metwork Conversations 3 || Display Filter 3
=513 all Traffic = — - : - : -
a Apply & Remowve | & History ~ 7 Load Filter + " Save Filter 2 Clear Text
= _A__ Other Traffic
Elm iexplore.exe (4854)
B TPv4(192.168.1.5 - 65.54.152. 13
El-@F TCP {62140 - 80) ConvID = 2

@f HTTP (GET /) ConvID = 3 Frame Summary - [Conwversation Filter] »
@ IPw4(192.168.1.5 - 128.291.21. _33 Find ~ 4 %+ ab* Color Rules A8 Aliases ~ Columns ~
@f’ IPv4 (192.168.1.5 - 207.45.216.4
@ IPv4(192.168.1.5 - 65.55.249.63 | Frame Number Time Of Day Time Offset Process Name Source Destin. .. Protocol Hame Description i
@f’ IPv4 (192.168.1.5 - 65.55,197.1 260 17:05:44.76521%0 6.6972190 iexplore . exe WOREGROUP 192.221... TCP TCP:Flags=—. . .A_ ..., £
@f’ IPv4 (192.168.1.5 - 192.221.98. 261 17:05:44.7671720 6£.6991720 iexplore.exe 192.221... WOREKGROUP TICP TICF: [Continuation to
@fa IPv4 (192.168.1.5 - 65.55.197.24 | 262 17:05:44.7945160 &6.7265160 iexplore.exe 192.221... WOREKGRCOUP TCP ICFP: [Continuation To
@f’ IPv4 (192.168.1.5 - 216.73.87.19| 263 17:05:44.7954920 &.72743820 iexplore.exe WOREGROUP 182 .221... TICP TCP:Flag=s=...A_..., I
Crb.exe (2612) 264 17:05:44.7954920 &6.7274920 iexplore.exe 1892.221... WORKGROUP TEER TCFP: [Continuation to
EI@? IPv4 (192.168.1.5 - 239.255.255 265 17:05:44.7984220 &6£.7304220 iexplore.exe 192.221... WOREKGROUP TEE TCP: [Continuation to
El@f UDP (1900 - 1900) ConvID = 266 e.exe WOBRKGROUP 192.221... TICP ICP:Flaga=...RA...., &
@f’ HTTP {(NOTIFY * ) ConvID 267 - e .exe WORKGRCOUP 65.55.1... TICP ICP:Flaga=...R...., &
-] <Unknown = 268 CO n VerS atl O n =.exe 192.221... WORKGROUF TCP TCP: [Continuation to
E]@ dexplore.exe (11384) 269 e.exe 192.221... WOREGROUP TEE TCP: [Continuation to
El'@f’ IPv4 (192.168.1.5 - 65.55.11.230 | 270 e.exe WORHEGROUP 122.221... TCP TCP:Flags=...h...., §
@f’ TCP {62159 - 80) ConvID = 5 271 [ A A e.exe 192.221... WORKGROUP TICP TICP: [Continuation to
@f’ TCP {62160 - 80) GAhwvID =5 2= ree 0 I ter ra IC e.exe 1592.221... WORKGROUP TCP ICFP: [Continuation To
= E devenv.exe (8640) e .exe WORKGROUP 192.221... TCP TCP:Flags—...A_ ..., I
[]'@f’ IPv4 (192.168. 1.5 - O% perrer2d 2 Fa ] = e.exe 192.221... WOREGROUP TEE TCP: [Continuation to
g IPv4 (192.168.1.5 - 65.85,.11.235 | 275 b CI ICkI n On node e.exe 192.221... WORKGROUP TCP TCP: [Continuation to
E:l"'@f, IPv4 (192.168.1.5 - 193.51.208.4 | 276 e .exe WORKGRCOUP 192.221... TICP ICP:Flage=...R...., &
= E} msnmsgr.exe {2100} 277 fe.exe 192.221... WOREKGROUP HTITP HITP:HITF Payload, UE
B@f’ IPw4 (192.168.1.5 - 207.46.107.§ | 283 17:05:45.0484220 6.9E8042220 lexplore.exe WOREGROUP 182 .2231 ... TCP TCP:Flags—...A_ ..., I
B @f TCP {52055 - 1863) ConvID =| :47.1822110 9.1142110 iexplore.exe 192.221... WOREKGROUP TEE E
Ej'"@f’ IPv4 (192.168.1.5 - 65.55.197.1 :47.1831880 9.1151880 WOBREKGROUE 192.221 TCP z
E:l'--@fa IPv4 (192.168.1.5 - 192.221.98. 3
E:l"'@f; IPv4 (192.168.1.5 - 207.46.26. 24 :53.3882660 15.3202660 explore . 1892 .221 . ..
E:l"'@f; IPv4 (192.168.1.5 - 207.46.112. :53.3852420 15.3212420 - WOREGROUP
[]'@f’ IPv4 (192.168.1.5 - 12,190, 158. § E £ 1€
Ej---@f’ IPv4 (192, 168.1.5 - 12,190, 153.4

=

ﬂ WWWTExplorer.exe (12264)
E‘@f IPv4 (192.168.1.5 - 207.46.129. 3
S TCP (62170 - 80) ConvID = 3

391t
&3
i
oS4
4
fo @f’ HTTP {GET fwwwiweblogin o4
£

@ IPv4 (192,168, 1.5 - 65.55,242,33
@@ IPv4 (192.168.1.5 - 65.55.242. 33
Bl-@ IPv4 (192.168.1.5 - 65.55.242.3
-] swchost.exe (300) Frame Details * | |Frame Comments >
@f’IPV4(192.168.1.5—65.55.158.8E Frame: Number = 277, Captured Frame Length = 1235, Medi _—ﬁEdlt %1 Delete | ‘?_]Na(t Comment ﬂprevlousComment
W . 1.3 - . . . Tthernet: Type = nternetc A s eztcinatior resgz
# IPv4 (192.168.1.5 - 65,55, 158.8 Et! E I IF (IPwv4), D i i onfidd;
E-gf UDP (3544 - 53408) ConvID = Ipv4: Src = 192.221.98.125, Dest = 192.168.1.5, Next Pr Title:
@ TEREDO (Authindicator: 1] Tcp: Flags=...BP..., SrcPort=HTTP(80), DstPort=62152, P
5 [j—@?d:Pv:ng(.szs).l.s—334.0.0.153) E-Hetp: HITP Payload, URL: /ads/7945/0000007845 0000000004 oo o
=] -1 IS\I’ ost.exe H - -
; - HITPPavlcadDat load: HttpContentT = im i g
E-@f IPv4 (192.168.1.5 - 239,255,255 = S¥iosdbata pavioad prontentives image/gl
- UDP (49304 - 1900) CornID = GIF GIF: Version—=l-oth, Width—28195, Length—49568
@ HTTP (M-SEARCH =) Con
4 [ T = 3 1 [ Tl = 2 A Frame Comments |[§§] Hex Details 4

Version 3.4.2345.1 9?/ Displayed: 244 Captured: 1684 Focused: 277 Selected: 1
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Microsoft Network Monitor 3.4 - C

File Edit View Frames Filter Experts Tools Help
| Mew Capture * Open Capture E Save As | ‘== Reassemble 97 Layout = <3 Parser Profiles = 2] Options @) How Dol -~
| " http.cap I ¢ MS5-F550_53FindFilelnDomain.cap | @ ConvVideo.cap |@ Start Page Ihé F'Elrsers|
Metwork Conversations * | |Display Filter *x
BEZ All Traffic W_ Apply @ Remowve | % History = %, Load Filter ~ " Save Filter 2 Clear Text
=-- S Other Traffic T R |
- ﬁlexploreexe(q%‘ﬂ ase sEensitctive =2 e ? L — ~
- : 3 . cad Filter =
g IPw4 (192.168.1.5 - 65.54.152. 13 £ ContalnSB-l“‘DataT\l'- [
=@ TCP {62140 - 80) ConvID = 2 44 Type O = BSCII, T . |E
@ HTTP (GET /) CorvID = 3 ) ) Standard Filters k Addresses k 8
& IPv4 (192.168.1.5 - 128.241.21. 1 ContainsBin (FrameDat
& TPv4 (192.168.1.5 - 207.496.216.4 ) ) My Filters » Basic Examples »
& TPv4 (192.168.1.5-65.55.240.64| /¢ Leoking fox Unicg ¥ P
IPv4 (192.168. 1.5 - 65.55. 197. 11
@? = Contains, 4if D‘NS [
. . . limited To nor Browse...
Rich Filtering and R ' =
ry - [Conversation Filter]
C I 0 0 f HTTP 3 ‘
olorization o oro :
17:05:44. 7652 MetBios ¢
17:05:44. 7671 .
Frarnes 17:05:44.7945 Metwork Event Tracing [
44.7954
deveny. exe (5640) PR TS MM34 High Perf Capture »
: 265 :44.7984 -
@ 1Pv4 (192.168.1.5-65.55.11.254 | 50 44.7993 Time Offset Proc sc Protocol Hame De
& IPv4 (192,168, 1.5 - 65.55.11.239 | 5 - = e mne Parser Errors [ 3
Ejm@f’ IPV“(l‘;Z-{lzﬁlibl')-E*1‘33-51-2[’3-’ 268 17:05:44.8267200 382.T7665550 Orb.g .. S55DP 55
=" msnmsgr. exe 269 17:05:44.8267 3
g IPv4 (192.168.1.5 - 207.46.107.5 | S0 1700 a4 .z 20 389.T7665550 Orb.g Proxy
------ @ TCP (62055 - 1863) ConvID ={| 54 A e TEeas TEOE
Ggf IPv4 (192.168.1.5 - 65.55.197.11 | 545 17;05;44:832610 359.8017110 Orb.e SMB 4 SME Creates
B IPv4(192.168.1.5 - 192.221.98. | 553 17:05:44.833510 39,8017110 Orb.g
gt IPv4 (192.168.1.5 - 207.46.26.29 | 50, 17:05:44.8335 TCP 4 SmbErrors
E-gf IPv4 (192.168.1.5 - 207.46.112. | 5o¢ 17:05:44.833520 42.4208520 = s
Bgf IPw4 (192.168.1.5- 12.190.158.3 | 5o p e .
(el IPw4 (192.168.1.5 - 12.190.158.6 | 54 17:05:44-353930 42 .4218280 S TS UsB r SmbFileMame
=B WWTExplorer.exe (12264) 1] z== 17:05:45.02: AR ULEELEEE Ty .
gl 1Pv4 (192.168.1.5 - 207.46.128. 3| 5o 17:05:47.1822110 9.1142110 iexplore.exe 192.221... WORKGROUE TCPE TCP:Flags=...A...F, I
E-gf’ TCP {82170 - 80) ConvID = 9 17:05:47._1831880 9.1151880 iexplore.exe WORHGROUF 192.221 TCER TCE:Flags—
L@l HTTP (GET jwwiweb,login
Gl 1P (192,168, 1.5 - 65.55.242. 33 3.3882660 15.3202660 exnlore.exe 192.231... WORKGROUP TICPE TCP:F. VAL g~
i IPw4 (192,168, 1.5 - 65.55.242.39 | « | Ui |
gl IPv4 (192,168, 1.5 - 65.55.242. 3
=-] svchost.exe (300) Frame Details x | |Hex Details 2
@f IPv4 (192.168.1.5 - 65.55.158.8( - Frame: Number = 277, Captured Frame Length = 1235, Medi 123 Decode As | =
@f’ IPv4 (192.168.1.5 - 65.55.158.81 -Ethernet: Etype = Internet IP (IPv4),Destinationfiddress -
=g UDP {3544 - 53408) ConvID = -Ipv4: Src = 192.221.98.125, Dest = 192.168.1.5, MNext Pr d
@ TEREDO (AuthIndicator: 1 Tcp: Flags=...AP..., SrcPort=HTIIP(S20), DstPort=62152, P 4
Bl IPv4 (192.168.1.5-224.0.0.253)| | & morpn: HTTP Payload, URL: /ads/7945/0000007945_000000000

=] swchost.exe (648)
Bl IPw4 (192.168.1.5 - 239,255,255
=g UDP (43904 - 1900) CorvID =
@ HTTP (M-SEARCH *) Con

E]--HTTPPaylcladDat.a payload: HttpContentType = image/gif
GIF GIF: Version=lstd, Width=8195, Length—49568

« | T ] [3 | T | 3 Frame Comments [;5] Hex Details

Version 3.4.2345.1 & Displayed: 244 Captured: 1684 Focused: 277 Selected: 1
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File Edit VWiew Frames Filter Experts Tools Help

Mew Capture * Open Capture E Save As | == Reassemble

ConvVideo .cap

swiemp .cap I wpefOutput etl I I:b Start Page I .3 Parsers

=o' Layout ~ 43 Parser Profiles ~ |3 Options

i — N
Microsoft Metwork Maonitor 3.4 - C:\Users\paulID\DDcumenE\Scmmh\CoanidH Elﬁlg

) How Dol ~

Metwork Conwversations = | |Display Filter >
=- 5 Al Traffic e = —_— = . - -
; o _Apply & Remowve | G History « "7, Load Filter ~ " Sawe Filter # Clear Text
= Other Traffic
= E iexplore.exe (48584)

@ IPva (192.168. Frame Summary

Bl

@ IPv4 (192,168,
@ IPv4 (192,168,

g Find ~ 4 4

3L Color Rules

A3 pliases -

Columns

@ IPv4 (192,168,

Frame Number Time Of Dawy
& IPv4 (192.168.

e e e

Sw= 17:06:17.8345550 39.7665550

IPv4 (192, 168.
E;IP:4EBZ 1on 574 17:06:17.8697110 =9.8017110
S Irwa (192,105, S5 17:06:17.8697110 39.8017110
- 1eS- 576 17:06:20.4888520 42.4208520

Orb.exe {(2612)
<Unknown =
dexplore.exe {11384
devenv.exe (85640)
msnmsgr.exe {2100)

577

17:06:20.4898280
a1 1.5747 0
A17:06:23.2173670
A17:06:23.2173670
17:06:25.4868980

42 .4218280

45.1489367T0
45.1489367T0
47 .41889380

Time Offsetc

Process Hame

Source

Destin. ..

Frotocol HName

De =

WWTExplorer.exe {1
svchost.exe {300)
svchost.exe (643)

17:06:25.4878750
17:06:29.0796720
17:06:29.0796720
17:06:41.9576020
17:06:41.9576020
17:06:44.8595450
6:44.8595450
95450

S99450

47.4198750
51.0116720
51.0116720
63.8896020
63.8896020
66.7919450
66.7919450

E
0
-0

Orb.exe WCOREKGROUP 239 .255... S5S5DP 55
Orb.exe WCOREKGROUP 239 .255... S5S5DP 55
Orb.exe WCOREKGROUP 239 .255... S5S5DP 55
msnmsSgr.exe 192.221 ... WOREGROOP TCP TC
msnmsSgr.exe WORFK.GROUOP 192 2231 ... TCP TC
mEnmsgr . e |
Orb.exe WCOREGROUP 2389.255... S55DP SS
Orb.exe WCOREGROUP 2389.255... S55DP 55
1892.168... WOREGROUOP LEF nE
WOREGROUP 192.168... ARP nE
Orb.exe WOREGROUP 239.255... S55DP 55
Orb.exe WOREGROUP 239.255... S55DP 55
Orb.exe WOREGROUP 239.255... S55DP 55
Orb.exe WORKGROUP 239.255... S55DP 55
iexplore . exe - TCP TC

iexplore .. exe
iexplore .e
iexplore

=

ore

Frame Details 3

Frame Comments 04

B7.24
Fort=

E.EZEIE Frame

=== Annotationsto [
-2 describe frame et
behavior

- Flags=s
- T r g en DE O Irm e m s

iy W |
=

- Windo
-~ Check

4 | T S m S

Btcina =

Ty =

=4 Edit “J Delete | # 4 Mext Comment  #J Previous Comment

Title:
A frame of

terest

Rich Text Formating

Frame: MNMumber = 587, Captured Frame
T.ength = 54, MediaType = ETHERMNET
+ Ethermet: Etype — Intermet IP =

—d Frame Comments | [£5] Hex Details |

Version 2.4.2345.1

Q/ Displayed: 1684 Captured: 1684 Focused: 587 Selected: 1 |
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Ul and NDIS g NMCap — Command
Capture Driver /& Line Tool.

Event Tracing for Windo PCap — TCPDump,
Using NetSh, Logman  #&8 Wireshark, etc

l.e. NetSh Trace Start Scenario=FileSharing Capture=Yes

2011 Storage Developer Conference. © Microsoft. All Rights Reserved.
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4 . Capturing
e Parsing

Interoperability

Experts

Top Users
Top Protocols
SSL Decrypt
5 Simple Search
s '&.1' I TCP Analyzer

,,,,,

Dnensid i Pt

201 | Storage Developer Conference. © Microsoft. All Rights Reserved.
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I

System Documents - Annotated Traces for
Various Scenarios

‘
e | Frame Summanry B Lot~ G Pome i < 3 O @ o1~

_ =5 | 3 Fif MS-FSSO_S3FindFilelnDomain.Cap
hitp://sysdoccap.codeplex.com/ ’ MS-FSSO_Scenario_Captures_v3_0.zip

Fra r L1 XI *

[ 3 Color Rules A8 Aliases ~ EE Columns v

ime Offset Process Name Source Destin... Pr... Description

2001:0:... 2001:0:... TCP ICP:Flags=...A...., SrcPort=108

[ 2486250 2001:0:... 2001:0:... SMB SMB:C; Negotiate, Dialect = PC
m 2488250 2001:0:... 2001:0:... SMBZ SMB2:R NEGOTIATE (0x0), GUID=
2642500 2001:0:... 2001:0:... SMB2 sSMB2:C SESSION SETUP (Ox1)

2642500 2001:0:... 2001:0:... TCP  TCP:[Continuation to $19]Flags= _
: 1 T # 1 2 =l 2642500 2001:0:... 2001:0:... TCP  TCP:Flags=...A...., SrcPort=Mic

2642500 2001:0:... 2001:0:... SMB2 SMB2:R  SESSION SETUP (0x1), S|

12642500 2001:0:... 2001:0:... SMB2 SMB2:C TREE CONNECT (0x3), Pa

oo H I .

: Frame Comments x|

A Edit ] Delete | ] Next Comment ] Previcus Comment

=

Title:
|6.1 5.23.2 step2:SMB_COM_NEGOTIATE

Description:
. . Step Type Roles Frame  MessagelD :
File Shannq Svstem Docs 2 Megotiate dient-=zerver 17 [M5-SME]Megotiate b
. ; ; Remark
Find File In Domain This step is from 6. 1.3.2 step2:"Open File DFS™,

Find File In Workgroup
Config Server

] Frame Commerts |[25] Hex Details

201 | Storage Developer Conference. © Microsoft. All Rights Reserved. "
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Why read the Open Protocol Specifications when
Network Monitor can do the first pass for you?

Standard Filters r Addresses k
by Filters 2 Basic Examples [
DMS 3
Browwse..,
Filter Qut MNoise r
HTTFP 3
MetBios 3
Metwork Bvent Tracing L
MMAZ4 High Perf Capture » These two built in
Parser Errars 3 Parser Errars .
Proy R Standard Filters can
SME 3 SMEB Creates r heIP find PrOblemS
TCP » StrnbErrars v Wlth SMB
LISE 3 SrmbFileMarmne i imp|ementations
Jurmber Time Date Locs i p CESS Mame S0urce
A:3Gg:06 AM 12/ Authentication Traffic 192 .165.0.
A:3Gg:06 AM 12/ 192 .165.0.
6:36:06 AM 12/ BaseMetwarkTShoot 192.168.0.
E:SE:DE AH 12."‘l I:DmmentT|tleEx|sts 192-168-':'-
A:3Gg:06 AM 12/ 192.165.0.
G:3g:06 AM 12/ LDmParelbi? 192 .165.0.

2011 Storage Developer Conference. © Microsoft. All Rights Reserved.
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How can | locate documentation based on a
trace I'm looking at?

274 12:18:17.0312500 7.2642500 2001:0
14 Copy Ctrl+C
Frame Details Copy Tree

(-Frame: Number = 18, Capf )4 Selected Value to Display Filter These two OptiOﬂS Jump to the

--Ethernet.: Etype = IPv6,[

--Ip'r.rﬁ: Next Protocal = TC Add Selected Value as Color Rule NPL Parser source COde

&-Tcp: Flags=...AP..., S5rg Go Te Data Field Definition
" SMBECverTCP: Length = 23€ Ge To Data Type Definition
=-SMB2: R HEGOTIATE (0=d

AsciiString SuSTaensii  Bpand ' Look at the top of the file for

SMEZHeader: R NEGOTI: Collapse r

R SMEZRe=sponseNegotiate kuegotiate: | —— Open S eCIflcatlon References

[ 4

3] //# Title: Server Message Block Protocol (S5MB)

4] S/#

5] //%# Details:

6l f/#

Tl fi# Public References: RFC 2478 - Security Blob is Authentice n token in RFC 2478 format

Bl //# ftp://ftp.microscoft.com/developr/dra/ /

9] f/# Section "Server Message Block Protoc http://protoserver/protocol _w

101 F/# http:,//www.jalix.org/ressources/rescaudnfs-sankba/sanka/~snkb/SMEPUE. DOC

11| //# Microsoft References: [M5-M5EF]: Messenger Service Remote Protocol Specification

12| /7% [M5-MALTIL]: Remote Mailslot Protocol Specification

13| /7 # [M5-5MB]: Server Message Block (5ME) Protocol Specification (13.0)

14| //# [M5-CIF5]: Common Intermnet File System (CIFS3) Protocol Specification (5.

15| //#

16| //4% Comments:

17| f/#

18] f/# REevision Class and Date:Major, 3/25/2009

19 /f/# Minor, 7/2/2010

201 /7%

21| S/ EEE%

22| [BuildConversationWithParent]

721 Bratrnrnl SMRAwe»TrD = FarmatStrinmaifgan DPranartuy SMRAverTrBSnmmarul
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Spec Explorer - Overview = Swcswmom

Spec Explorer

J,,JJ
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Conformance Testing

SNIA © SANTA CLARA, 2011

1. Startwith  conformance — Implementation responds
Spec only with what the Test expects

Specification Conformance Error — Implementation does

the unexpected (discrepancy)

3. Write Tests
to check
Conformance

= o)
o -

—un O 2. Create
1 Implementation

s L]
Implementation from Spec

2011 Storage Developer Conference. © Microsoft. All Rights Reserved. 5
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Conformance Testing

SNIA © SANTA CLARA, 2011

1. Start with

Spec Failure of conformance indicates

either the Specification,

Implementation, or Test is

Incorrect.

3. Write Tests
to check
Conformance

2. Create
Implementation

Implementation from Spec

2011 Storage Developer Conference. © Microsoft. All Rights Reserved.
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Spec Explorer — Model-Based Testing oo

SNIA = SANTA CLARA, 2011

Author

—

del

Generate

-

Feedback

Test

1) S~

4
&

Test Sequence Inputs Expected Outputs |e s
>

Observe
M
O

Implementatlon

2011 Storage Developer Conference. © Microsoft. All Rights Reserved.
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Spec Explorer — Model-Based Testing oo

SNIA = SANTA CLARA, 2011

-'-'-' / Mr Spec Explorer allows
o udate the

im Spec Explorer | oren =

Model automatically!

Generate 1 'J/J_Q
Interoperability
- lf) Test Suites __-"-J'

ISsue .

| (o}

Control o |
= LT °

: =

d Implementation

2011 Storage Developer Conference. © Microsoft. All Rights Reserved. s
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Interoperability Test Suites

il
Test Suite

Client
192.168.0.1

201 | Storage Developer Conference. © Microsoft. All Rights Reserved.

Windows
Cerver zoo8

Windows
Server
192.168.0.1m

e—
Samba
Server
192.168.0a0

SDC .1
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Scope - Validate Docs against SDC .1

STORAGE DEVELOPER CONFERENCE

Implementation SNIA ' SANTA CLARA, 2011

Black Box/Clean Room

Feedback via
TDI (Technical Document Issue)

Verify

e Conformance
e Accuracy

o Usabillity
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S C o p e T— Test I n te ro p e rab i I ity STORAGE DEVELOPER CONFERENCE
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Microsoft Protocol
Plugfests

Interoperability IO Labs

2011 Storage Developer Conference. © Microsoft. All Rights Reserved. 9
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Two Te St Ap p ro ac h e S STORAGE DEVELOPER CONFERENCE
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Model-Based Testing Traditional Testing

« Stateful Protocol with Complex « For Special logic
Logic Transitions

 Complex Field Combinations

* Easy to Maintain the Test
Cases

201 | Storage Developer Conference. © Microsoft. All Rights Reserved. 24
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P roto D O C Q u al ity Ass u ran ce P rocess STORAGE DEVELOPER CONFERENCE

Technical Docs

TED

Study Phase

Plan Phase

Design Phase

Implementation

Test Execution

2011 Storage Developer Conference. © Microsoft. All Rights Reserved.
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=Team Review

Strategy Review

Plan Review

= Design Review

Final Review
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Interoperability Test Suite Arch LA

SNIA © SANTA CLARA, 2011

Interoperability Test Suite

SUT Control

Adapter Interface
Test Case generated by

PowerShell Model

Interactive
Adapter
Request Response Request Response

Adapter Interface Traditional Adapter
SUT Interface

Tradition Test

(System Under

Test)
SDK



Test Suites Available for Download

SDC .1

STORAGE DEVELOPER CONFERENCE
SANTA CLARA, 2011

SNIA

https://connect.microsoft.com/site| | 65/Downloads

Downloads

Microsoft Open Specifications Test Tools

The following table contains items that you can download. To filter the results, select the parameters, and
then click Filter.

Reminder: You cannot distribute downloaded packages. Please see the Microsoft Connect Terms of Use.

Category

All -

Click a Title link to view details about a download package and to proceed with the download process.

Items per page: 25 50 100 All l4d 4 Page L of 1 | ||
Date Title Version Category |Description

7/6/z2011 MS-DFSC Test Suite Package Beta 1.0.1166.0 Build MS-DFSC Test Suite Package
7/6/2011 MS-WCCE Test Suite Package Beta 1.0.1165.0 Build MS-WCCE Test Suite Package
7/6/z2011 MS-LSAT Test Suite Package Beta 1.0.1195.0 Build MS-LSAT Test Suite Package
7/5/2011 MS-KILE Test Suite Package Beta 1.0.1190.0 Build MS-KILE Test Suite Package
7/5/z2011 MS-PAC Test Suite Package Beta 1.0.1168.0 Build MS-PAC Test Suite Package
77172011 MS-ADTS-LDAP Test Suite Package Beta 1.0.1182.1 Build MS-ADTS-LDAP Test Suite Package
7/1/z011 MS-SME Test Suite Package Beta 1.0.1195.1 Build MS-SMB Test Suite Package
7/1/2011 MS-CIFS Test Suite Package Beta 1.0.1195.0 Build MS-CIFS Test Suite Package
7/1/z011 MS-FSCC Test Suite Package Beta 1.0.1182.1 Build MS-FSCC Test Suite Package
7/1/2011 MS-SMBZ Test Suite Package Beta 1.0.1182.1 Build MS-SMBZ2 Test Suite Package
6/28/2011 |MS-ADTS Security Test Suite Package Beta 1.0.1166.0 Build MS-ADTS Security Test Suite Package
6/15/2011 |MS-LSAD Test Suite Package Beta 1.0.1166.0 Build MS-LSAD Test Suite Package

201 | Storage Developer Conference. © Microsoft. All Rights Reserved.
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Plugfest Details
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Plugfest Details

CIFS/SMB/SMB2 Plugfest runs from Sept 18th-22rd
Latest Windows Software and Interoperability Test Suites

from Microsoft
Technical Support from Microsoft Engineers

2011 Storage Developer Conference. © Microsoft. All Rights Reserved. 28
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N etwo rk M O n ito r Reso u rc es STORAGE DEVELOPER CONFERENCE

SNIA = SANTA CLARA, 2011

0 Network Monitor 3.4 Download
http://go.microsoft.com/fwlink/?LinklD=103 158
O Network Monitor Forums
http://go.microsoft.com/fwlink/?LinkID=151800
O Parser Updates for CodePlex
http://go.microsoft.com/fwlink/?LinkID=125105
O Network Monitor Experts
http://go.microsoft.com/fwlink/?LinklD=133950
0 Open Specifications

http://www.microsoft.com/openspecifications/

2011 Storage Developer Conference. © Microso ft. All Rights Reserved. 30
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S p e C Exp I O re r Re S O u rc e S STORAGE DEVELOPER CONFERENCE

SNIA = SANTA CLARA, 2011

0 Spec Explorer

http://msdn.microsoft.com/en-
us/devlabs/ee692301.aspx

0 Model-Based Testing

http://msdn.microsoft.com/en-
us/library/ee620469.aspx

2011 Storage Developer Conference. © Microso ft. All Rights Reserved. 30
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