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USAGE

Copyright © 2026 SNIA. All rights reserved. All other trademarks or registered trademarks are the property of their
respective owners.

SNIA hereby grants permission for individuals to use this document for personal use only, and for corporations and
other business entities to use this document for internal use only (including internal copying, distribution, and display)
provided that:

1. Any text, diagram, chart, table or definition reproduced shall be reproduced in its entirety with no alteration, and,

2. Any document, printed or electronic, in which material from this document (or any portion hereof) is reproduced shall
acknowledge SNIA copyright on that material, and shall credit SNIA for granting permission for its reuse.

Other than as explicitly provided above, you may not make any commercial use of this document, sell any excerpt or
this entire document, or distribute this document to third parties. All rights not explicitly granted are expressly reserved
to SNIA.

Permission to use this document for purposes other than those enumerated above may be requested by emailing
tcmd@snia.org. Please include the identity of the requesting individual or company and a brief description of the pur-
pose, nature, and scope of the requested use.

All code fragments, scripts, data tables, and sample code in this SNIA document are made available under the following
license:

BSD 3-Clause Software License

Copyright (c) 2026, The Storage Networking Industry Association.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following
conditions are met:

* Redistributions of source codemust retain the above copyright notice, this list of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials provided with the distribution.

* Neither the name of The Storage Networking Industry Association (SNIA) nor the names of its contributors may be
used to endorse or promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND ANY EX-
PRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MER-
CHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE
COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUB-
STITUTEGOODSORSERVICES; LOSSOFUSE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUD-
ING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

DISCLAIMER

The information contained in this publication is subject to change without notice. SNIA makes no warranty of any kind
with regard to this specification, including, but not limited to, the implied warranties of merchantability and fitness for a
particular purpose. SNIA shall not be liable for errors contained herein or for incidental or consequential damages in
connection with the furnishing, performance, or use of this specification.

Suggestions for revisions should be directed to https://www.snia.org/feedback/.
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Clause 1

MQTT exports

1.1 Overview

MQTT queue exports are an optional part of the CDMI specification that allow a cloud data management client to
configure a CDMI queue object so that the cloud storage system connects to an external MQTT broker on the client’s
behalf and publishes queue values as MQTT messages. When an MQTT export is specified, the cloud storage system
establishes and maintains an outbound MQTT client connection to the designated broker and publishes CDMI queue
values to the configured topic.

Support for MQTT queue exports is indicated to CDMI-enabled clients by the presence of the "cdmi_export_mqtt"
system-wide capability and the "cdmi_export_mqtt" per-object capability on queue objects.

When a cloud data management client wants to export a CDMI queue via MQTT, the client creates a new CDMI queue
object with an exports field containing an MQTT export entry, or adds an MQTT export entry to the exports field of
an existing CDMI queue object.

When a cloud storage system is notified that an MQTT export is requested, it shall connect outbound to the MQTT
broker identified by broker_uri and shall maintain that connection, automatically reconnecting using the specified
reconnection strategy following any loss of connectivity. The CDMI server shall act as the MQTT client in all cases; the
CDMI server shall not expose an MQTT broker endpoint.

As each value is enqueued into the CDMI queue object, the cloud storage system shall publish that value as a single
MQTT PUBLISH message on the configured topic at the configured QoS level. The dequeue_on_publish field
allows a per-export control over queue value deletion upon delivery, with queue values only removed from the CDMI
queue after the delivery. Unreachability or backpressure from MQTT servers may result in a backlog of pending mes-
sages. CDMI clients may dequeue a queue value at any time, but dequeuing shall not prevent delivery of pending MQTT
messages.

When an MQTT export is removed, the CDMI server shall send a clean MQTT DISCONNECT, and any pending MQTT
messages shall be removed from the cloud storage system.

If an MQTT export cannot be established, the CDMI queue object containing the exports field shall remain accessible
via CDMI, the export shall be reported as disconnected in the CDMI server populated connected field, and the failure
reasons shall be recorded in the last_problems field.

If a cloud storage system supports MQTT exports created by other data access or management protocols, these exports
shall be visible to CDMI-enabled clients through the presence of an exports entry in the CDMI queue object at the
appropriate location. This allows cloud data management clients to discover all active MQTT exports.

Supporting MQTT queue exports enables the following cloud data management client value:

• Cloud data management clients can discover which MQTT export capabilities are supported.

• Cloud data management clients can discover which MQTT exports are configured on a queue object.

• Cloud data management clients can request that a CDMI queue object be exported to an external MQTT broker
and topic.

• Cloud data management clients can configure authentication and TLS security for the MQTT broker connection.

• Cloud data management clients can modify or remove an MQTT queue export.
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1.2 MQTT export field format

1.2.1 Top-level exports field format

When a CDMI server supports MQTT queue exports, each CDMI queue object shall contain an exports JSON object
at the top level of the queue object.

{
"exports": {

}
}

The exports field contains zero or more named MQTT export entries.

1.2.2 MQTT export object

Each MQTT export entry is a user-named JSON object within the exports field.

{
"exports": {

"mqtt_primary": {
},
"mqtt_secondary": {
}

}
}

Multiple MQTT export entries may coexist within the same exports object, allowing a single CDMI queue to pub-
lish to multiple MQTT brokers or topics simultaneously. The CDMI server shall maintain an independent MQTT client
connection for each export entry.

Each MQTT export entry contains the following fields:

Table 1.1: MQTT Export Object Fields

Field Name Type Description Requirement
type JSON

String
The export type. Shall be set to "MQTT". Mandatory

broker_uri JSON
String

The URI of the MQTT broker to which the CDMI server shall
connect. The URI scheme shall be "mqtt" for an
unencrypted connection on the default port (1883), or
"mqtts" for a TLS-secured connection on the default port
(8883). A non-default port may be specified using standard
URI port notation (e.g.,
"mqtt://broker.example.com:1883").

Mandatory

topic JSON
String

The MQTT topic name to which the CDMI server shall publish
queue values. Topics shall follow MQTT topic syntax as
defined in the MQTT specification. Wildcard characters (+
and #) shall not be used in publish topics.

Mandatory

client_id JSON
String

The MQTT client identifier the CDMI server shall present to
the broker during connection. The value shall conform to the
character and length constraints defined in the MQTT
specification. The client ID/broker URI combination shall be
unique across all connections to the broker. If a client
ID/broker URI combination is already in use by another CDMI
MQTT export provided by the CDMI server, the configuration
shall not be considered an allowable configuration, and the
CDMI server shall return an HTTP status code of 400 Bad
Request to the client.

Mandatory

continues on next page
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Table 1.1 – continued from previous page
Field Name Type Description Requirement
protocol_
↪→ version

JSON
String

The MQTT protocol version the CDMI server shall negotiate
with the broker. Permitted values are "3.1.1" and "5.0".
Fields marked (MQTT 5.0 only) in this table are ignored when
this field is not "5.0". The default value shall be "3.1.1".

Optional

reconnect_
↪→ strategy

JSON
String

The strategy used when connectivity between the CDMI
server and the MQTT broker is lost. Permitted values are
"fixed" (attempt to reconnect every ten seconds),
"linear" (reconnect with a linearly increasing delay starting
from one second, incremented by one second up to 256
seconds), and "exponential" (reconnect with an
exponential delay starting from one second, increasing by
powers of 2 up to 256 seconds). The server shall add jitter
equal to +/- 25% of the reconnect delay. The default value
shall be "exponential".

Optional

qos JSON
String

The MQTT Quality of Service level for all PUBLISH
operations. Permitted values are "0" (at most once delivery),
"1" (at least once delivery), and "2" (exactly once delivery).
The default value shall be "1".

Optional

retain JSON
String

When set to "true", published MQTT messages shall have
the MQTT retain flag set, instructing the broker to retain the
most recent message on the topic for delivery to future
subscribers. Permitted values are "true" and "false".
The default value shall be "false". This option is intended
for last value or status topics.

Optional

clean_session JSON
String

Controls the MQTT clean session flag (MQTT 3.1.1) or clean
start flag (MQTT 5.0). When "true", the CDMI server shall
set this flag, so that the broker discards any previous session
state for this client on connection. When "false", the CDMI
server shall clear this flag, so that the broker resumes a
previous session and re-delivers any unacknowledged
messages. Permitted values are "true" and "false". The
default value shall be "true".

Optional

keep_alive_
↪→ interval

JSON
String

The MQTT keep-alive interval in seconds. The CDMI server
shall send an MQTT PINGREQ control packet to the broker if
no other MQTT control packets have been sent within this
interval. The value shall be an integer from "0" to "65535"
inclusive, corresponding to the 16-bit Keep Alive field defined
in the MQTT specification. A value of "0" disables the
keep-alive mechanism. The default value shall be “60”.

Optional

dequeue_on_
↪→ publish

JSON
String

When set to "true", each queue value shall be removed
from the CDMI queue only after the CDMI server has
published the message to each export where
dequeue_on_publish field is set to "true" (for QoS 0), or
after the CDMI server has received the QoS-appropriate
delivery acknowledgment from the broker for each export
where dequeue_on_publish field is set to "true" (for
QoS 1 and 2). When no exports have the
dequeue_on_publish field set to "true", queue values
are published but remain in the CDMI queue. Permitted
values are "true" and "false". The default value shall be
"false".

Optional

username JSON
String

The username credential the CDMI server shall include in the
MQTT CONNECT packet when connecting to the broker. If
absent, no username is sent.

Optional

continues on next page
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Table 1.1 – continued from previous page
Field Name Type Description Requirement
password JSON

String
The password or token credential the CDMI server shall
include in the MQTT CONNECT packet when connecting to
the broker. This field shall be accepted on write, but a CDMI
server shall not return the password in any read response. If
absent, no password is sent. This field shall not be included if
the password_secret_id field is provided.

Optional

password_
↪→ secret_id

JSON
String

A KMIP Secret Data object identifier allowing the CDMI server
to use the identity of the user to retrieve the password or
token to be used in the MQTT CONNECT. Only used if the
cdmi_export_mqtt_kmip system-wide capability is
present and set to true.

Optional

password_
↪→ refresh_
↪→ interval

JSON
String

The interval, in seconds, at which the CDMI server shall
re-fetch the password or token from the KMIP object identified
by password_secret_id. Used only when
password_secret_id is present and the
cdmi_export_mqtt_kmip system-wide capability is
"true"; ignored otherwise. The value shall be a
non-negative integer, and should be lower than the lifetime of
the token. A value of "0" disables periodic re-fetching. When
a non-zero re-fetch returns a password that differs from the
one currently in use, the CDMI server shall apply it by
performing a graceful MQTT DISCONNECT and reconnecting
with the new credential, since MQTT carries credentials only
in the CONNECT packet; a re-fetch returning the same value
shall not cause a reconnect. If a re-fetch fails, the CDMI
server shall retain the current credential and connection,
record the failure in last_problems, and retry at the next
interval. The default value shall be "0".

Optional

tls JSON
Object

A JSON object containing TLS configuration sub-fields
governing the security of the MQTT broker connection, as
described in 1.2. If absent and the broker_uri scheme is
"mqtts", the CDMI server shall use its system-default trust
store without mutual TLS authentication.

Optional

will JSON
Object

A JSON object containing Last Will and Testament (LWT)
configuration sub-fields, as described in 1.3. The LWT
message is published by the broker on behalf of the CDMI
server if the connection is terminated unexpectedly. If absent,
no LWT is configured.

Optional

session_
↪→ expiry_
↪→ interval

JSON
String

(MQTT 5.0 only) The number of seconds the broker retains
session state after the CDMI server disconnects, as sent by
the CDMI server in the Session Expiry Interval property of the
MQTT CONNECT packet. A value of "0" causes the session
to expire immediately on disconnect. The default value shall
be "0".

Optional

message_
↪→ expiry_
↪→ interval

JSON
String

(MQTT 5.0 only) The number of seconds after which an
undelivered message expires in the broker, as sent by the
CDMI server in the Message Expiry Interval property of each
MQTT PUBLISH packet. If absent, no Message Expiry
Interval property is set.

Optional

content_type JSON
String

(MQTT 5.0 only) A UTF-8 string describing the MIME content
type of published message payloads, carried as the Content
Type property in each MQTT PUBLISH packet (e.g.,
"application/json"). If absent and the enqueued CDMI
queue value includes a mimetype field, that mimetype value
shall be used instead. If both are absent, no Content Type
property is set.

Optional

continues on next page
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Table 1.1 – continued from previous page
Field Name Type Description Requirement
response_topic JSON

String
(MQTT 5.0 only) An MQTT topic name included as the
Response Topic property in each MQTT PUBLISH packet,
indicating to message recipients the topic for response
messages. If absent, no Response Topic property is set.

Optional

user_properties JSON
Array of
JSON
Arrays

(MQTT 5.0 only) A list of user-defined key-value pairs
included as User Property entries in each MQTT PUBLISH
packet. Each element of the outer array shall be a
two-element JSON array of strings of the form ["key",
"value"].

Optional

disabled JSON
String

Controls whether the MQTT export is administratively
disabled. Permitted values are "true" and "false". When
set to "true", the cloud storage server shall immediately
close the connection to the broker. The export configuration is
fully retained and the export shall resume operation without
reconfiguration when disabled is subsequently set to
"false". The default value shall be "false".

Optional

connected JSON
String

CDMI server populated and ignored if specified in a create or
update. Indicates whether the CDMI server currently has an
active MQTT connection to the broker. Permitted values are
"true" and "false".

Read-Only

messages_
↪→ published

JSON
String

CDMI server populated and ignored if specified in a create or
update. The cumulative count of MQTT messages
successfully published to the broker since the export entry
was created.

Read-Only

messages_
↪→ pending

JSON
String

CDMI server populated and ignored if specified in a create or
update. The current count of enqueued CDMI values not yet
published to the broker plus the current count of MQTT
messages not yet acknowledged by the broker (for QoS level
1 and 2).

Read-Only

messages_
↪→ dropped

JSON
String

CDMI server populated and ignored if specified in a create or
update. The current count of CDMI values that were unable to
be delivered to the MQTT broker and are not retried.

Read-Only

last_connected JSON
String

CDMI server populated and ignored if specified in a create or
update. The timestamp of the most recent successful broker
connection, expressed as an ISO 8601 UTC date-time string
(e.g., "2026-11-01T14:32:00.000000Z").

Read-Only

last_problems JSON
Array

CDMI server populated and ignored if specified in a create or
update. An array of zero or more RFC 9457 problem details
JSON objects describing each current connection or protocol
error, if any. If no problems are present, this array shall be
empty.

Read-Only

last_problem_
↪→ time

JSON
String

CDMI server populated and ignored if specified in a create or
update. The timestamp of when the last_problems was
updated, expressed as an ISO 8601 UTC date-time string
(e.g., "2026-11-01T14:32:00.000000Z"). When
last_problems array is empty, this time indicates when the
last problem was resolved.

Read-Only

Servers shall return an HTTP status code of 400 Bad Request when an MQTT export entry does not conform to an
allowable configuration on the server.

Working Draft
MQTT Exports CDMI Extension 5

Version 0.0.1

DR
AF
T



1.2.3 TLS configuration sub-fields

The tls JSON object within an MQTT export entry may contain the following sub-fields, which configure the TLS
connection the CDMI server uses when connecting to the MQTT broker.

Table 1.2: MQTT Export TLS Sub-fields

Field Name Type Description Requirement
verify_broker JSON

String
Controls whether the CDMI server validates the broker’s TLS
certificate against the configured CA certificate(s). Setting this
value to "false" disables certificate verification and should
not be used in production environments. Permitted values are
"true" and "false". The default value shall be "true".

Optional

ca_cert JSON
String

A PEM-encoded X.509 CA certificate or certificate chain used
to verify the broker’s TLS certificate. If absent, the CDMI
server’s system-default trust store shall be used. This field
shall not be included if the ca_cert_id field is provided.

Optional

ca_cert_id JSON
String

A KMIP Certificate object identifier allowing the CDMI server
to use the identity of the user to retrieve a CA certificate or
certificate chain used to verify the broker’s TLS certificate.
Only used if the cdmi_export_mqtt_kmip system-wide
capability is present and set to true.

Optional

client_cert JSON
String

A PEM-encoded X.509 client certificate to be presented to the
broker for mutual TLS authentication. If absent, mutual TLS
authentication is not performed. A CDMI server shall not
return this value in any read response. This field shall not be
included if the client_cert_id field is provided.

Optional

client_cert_id JSON
String

A KMIP Certificate object identifier allowing the CDMI server
to use the identity of the user to retrieve a client certificate to
be presented to the broker for mutual TLS authentication.
Only used if the cdmi_export_mqtt_kmip system-wide
capability is present and set to true.

Optional

client_key JSON
String

The PEM-encoded private key corresponding to
client_cert. A CDMI server shall not return this value in
any read response. If absent, mutual TLS authentication is
not performed. This field shall not be included if the
client_key_id field is provided.

Optional

client_key_id JSON
String

A KMIP Private Key object identifier allowing the CDMI server
to use the identity of the user to retrieve the private key
corresponding to client_cert_id. Only used if the
cdmi_export_mqtt_kmip system-wide capability is
present and set to true.

Optional

sni JSON
String

The server name the CDMI server shall send in the TLS
Server Name Indication (SNI) extension of the ClientHello, as
defined in RFC 6066. If absent, the CDMI server shall use the
host component of broker_uri, unless that host is an IP
address literal, in which case no SNI extension shall be sent.
When present and verify_broker is "true", this value
shall also be used as the reference identity for broker
certificate hostname verification.

Optional

continues on next page
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Table 1.2 – continued from previous page
Field Name Type Description Requirement
alpn_protocols JSON

Array
An ordered list of Application-Layer Protocol Negotiation
(ALPN) protocol identifier strings, as defined in RFC 7301.
When present, the CDMI server shall offer the specified ALPN
protocol identifier strings in the TLS ClientHello in decreasing
order of preference. The IANA-registered identifier for MQTT
is "mqtt"; broker-specific identifiers may also be used (e.g.,
"x-amzn-mqtt-ca"). If absent, the CDMI server shall not
send the ALPN extension. If the broker requires ALPN and
selects none of the offered identifiers, the TLS handshake
shall fail and the error shall be recorded in last_problems.

Optional
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1.2.4 Last Will and Testament sub-fields

The will JSON object within an MQTT export entry may contain the following sub-fields, which configure the MQTT
Last Will and Testament message that the broker publishes if the CDMI server disconnects unexpectedly.

Table 1.3: MQTT Export Last Will and Testament Sub-fields

Field Name Type Description Requirement
topic JSON

String
The MQTT topic on which the broker publishes the LWT
message on unexpected disconnection. Wildcard characters
shall not be used.

Mandatory

payload JSON
String

The UTF-8 encoded payload of the LWT message. Mandatory

qos JSON
String

The QoS level at which the broker publishes the LWT
message. Permitted values are "0", "1", and "2". The
default value shall be "0".

Optional

retain JSON
String

Indicates if the broker retains the LWT message on the LWT
topic. Permitted values are "true" and "false". The
default value shall be "false".

Optional
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1.2.5 Queue value to MQTT message mapping

Each CDMI queue value is mapped to a single MQTT PUBLISH message as follows:

Table 1.4: CDMI Queue to MQTT Mapping

MQTT 3.1.1 MQTT 5.0 MQTT Use CDMI Source
Yes Yes MQTT message payload. Raw binary value of enqueued CDMI queue item.

If the size of the value exceeds the MQTT
maximum packet size, the MQTT message shall
be discarded without being published, and the
messages_dropped counter shall be
incremented.

Yes Yes MQTT retain. Value of export retain field.
Yes Yes MQTT QoS. Value of export qos field.
No Yes MQTT Content Type. If specified in export, value of export

content_type field. If not specified in export,
enqueued CDMI queue item mimetype field.

No Yes MQTT User Properties. If specified in export, value of export
user_properties object.

No Yes MQTT Payload Format
Indicator.

If enqueued CDMI queue item mimetype field
includes "charset=utf-8", set to “1”.
Otherwise, set to “0”.
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1.2.6 Examples

EXAMPLE 1: Add an MQTT export to an existing CDMI queue object:

HTTP request:

PATCH /queues/telemetry?exports HTTP/1.1
Host: cloud.example.com
Content-Type: application/cdmi-queue

{
"exports": {
"mqtt_primary": {
"type": "MQTT",
"broker_uri": "mqtt://broker.example.com:1883",
"topic": "telemetry/data",
"client_id": "cdmi-test",
"protocol_version": "3.1.1",
"qos": "1",
"dequeue_on_publish": "true"

}
}

}

HTTP response:

HTTP/1.1 204 NO CONTENT
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EXAMPLE 2: Retrieve an MQTT export entry, showing CDMI server populated fields:

HTTP request:

GET /queues/telemetry?exports HTTP/1.1
Host: cloud.example.com
Accept: application/cdmi-queue

HTTP response:

HTTP/1.1 200 OK
Content-Type: application/cdmi-queue

{
"exports": {
"mqtt_primary": {
"type": "MQTT",
"broker_uri": "mqtt://broker.example.com:1883",
"topic": "telemetry/data",
"client_id": "cdmi-test",
"reconnect_strategy": "linear",
"qos": "1",
"dequeue_on_publish": "true",
"connected": "true",
"messages_published": "41892",
"messages_pending": "0",
"messages_dropped": "0",
"last_connected": "2026-11-01T08:15:00.000000Z",
"last_problems": [ ],
"last_problem_time": "2026-11-01T08:15:00.000000Z"

}
}

}
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EXAMPLE 3: Modify a value in an existing MQTT export:

HTTP request:

PATCH /queues/telemetry?exports HTTP/1.1
Host: cloud.example.com
Content-Type: application/cdmi-queue

{
"exports": {
"mqtt_primary": {
"reconnect_strategy": "exponential"

}
}

}

HTTP response:

HTTP/1.1 204 NO CONTENT
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EXAMPLE 4: Create an MQTT export with username and password authentication:

HTTP request:

PATCH /queues/alerts?exports HTTP/1.1
Host: cloud.example.com
Content-Type: application/cdmi-queue

{
"exports": {
"mqtt_auth": {
"type": "MQTT",
"broker_uri": "mqtt://broker.example.com:1883",
"topic": "telemetry/alerts",
"client_id": "cdmi-test",
"qos": "2",
"username": "cdmiserver",
"password": "..."

}
}

}

HTTP response:

HTTP/1.1 204 NO CONTENT
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EXAMPLE 5: Create an MQTT export with TLS, mutual certificate authentication, and a Last Will and Testament mes-
sage:

HTTP request:

PATCH /queues/secure-telemetry?exports HTTP/1.1
Host: cloud.example.com
Content-Type: application/cdmi-queue

{
"exports": {
"mqtt_tls": {
"type": "MQTT",
"broker_uri": "mqtts://broker.example.com:8883",
"topic": "telemetry/data",
"client_id": "cdmi-test",
"qos": "1",
"username": "cdmiserver",
"password": "...",
"tls": {
"verify_broker": "true",
"ca_cert": "-----BEGIN CERTIFICATE-----\n...\n-----END CERTIFICATE-----\n",
"client_cert": "-----BEGIN CERTIFICATE-----\n...\n-----END CERTIFICATE-----\n",
"client_key": "-----BEGIN RSA PRIVATE KEY-----\n...\n-----END RSA PRIVATE KEY-----\n"

},
"will": {
"topic": "telemetry/status",
"payload": "{\"status\": \"offline\"}",
"qos": "1",
"retain": "true"

}
}

}
}

HTTP response:

HTTP/1.1 204 NO CONTENT
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EXAMPLE 6: Retrieve an MQTT export entry, showing a TLS error in the problem detail:

HTTP request:

GET /queues/telemetry?exports HTTP/1.1
Host: cloud.example.com
Accept: application/cdmi-queue

HTTP response:

HTTP/1.1 200 OK
Content-Type: application/cdmi-queue

{
"exports": {
"mqtt_primary": {
"type": "MQTT",
"broker_uri": "mqtts://broker.example.com:8883",
"topic": "telemetry/data",
"client_id": "cdmi-test",
"qos": "1",
"username": "cdmiserver",
"tls": {
"verify_broker": "true",
"ca_cert": "-----BEGIN CERTIFICATE-----\n...\n-----END CERTIFICATE-----\n"

},
"will": {
"topic": "telemetry/status",
"payload": "{\"status\": \"offline\"}",
"qos": "1",
"retain": "true"

},
"connected": "false",
"messages_published": "0",
"messages_pending": "4378",
"messages_dropped": "0",
"last_problems": [
{
"type": "https://snia.org/cdmi/problems/exports/mqtt/tls-handshake-failed",
"title": "MQTT TLS handshake failed",
"detail": "The CDMI server could not verify the TLS certificate presented by the

↪→broker. The issuer is not trusted by the specified CA. Check the ca_cert or ca_cert_id field.
↪→",

"tls_error_code": "CERTIFICATE_VERIFY_FAILED"
}

],
"last_problem_time": "2026-11-01T08:15:00.000000Z"

}
}

}
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EXAMPLE 7: Create an MQTT 5.0 export with extended message properties:

HTTP request:

PATCH /queues/extended-telemetry?exports HTTP/1.1
Host: cloud.example.com
Content-Type: application/cdmi-queue

{
"exports": {
"mqtt5_primary": {
"type": "MQTT",
"broker_uri": "mqtts://broker.example.com:8883",
"topic": "telemetry/data",
"client_id": "cdmi-test",
"protocol_version": "5.0",
"qos": "1",
"clean_session": "false",
"session_expiry_interval": "3600",
"message_expiry_interval": "300",
"content_type": "application/json",
"response_topic": "devices/responses",
"user_properties": [
["source", "cdmi"],
["region", "us-west-2"]

],
"tls": {
"verify_broker": "true"

},
"username": "cdmiserver",
"password": "..."

}
}

}

HTTP response:

HTTP/1.1 204 NO CONTENT
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EXAMPLE 8: Remove an MQTT export entry by setting it to null:

HTTP request:

PATCH /queues/telemetry?exports HTTP/1.1
Host: cloud.example.com
Content-Type: application/cdmi-queue

{
"exports": {
"mqtt_primary": null

}
}

HTTP response:

HTTP/1.1 204 NO CONTENT
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1.2.7 MQTT export JSON schema

ACDMI server that supports MQTT queue exports shall validate client-supplied exports entries with a type of "MQTT"
against the following schema:

{
"$schema": "http://json-schema.org/draft-04/schema#",
"id": "http://snia.org/cdmi/3.0/cdmi-export-mqtt-schema.json#",
"definitions": {
"tls_config": {
"type": "object",
"properties": {
"verify_broker": { "type": "string",

"enum": ["true", "false"] },
"ca_cert": { "type": "string" },
"ca_cert_id": { "type": "string" },
"client_cert": { "type": "string" },
"client_cert_id": { "type": "string" },
"client_key": { "type": "string" },
"client_key_id": { "type": "string" },
"sni": { "type": "string" },
"alpn_protocols": { "type": "array",

"items": { "type": "string" },
"minItems": 1 }

},
"additionalProperties": false

},
"will_config": {
"type": "object",
"properties": {
"topic": { "type": "string" },
"payload": { "type": "string" },
"qos": { "type": "string",

"enum": ["0", "1", "2"] },
"retain": { "type": "string",

"enum": ["true", "false"] }
},
"required": [ "topic", "payload" ],
"additionalProperties": false

},
"user_property_pair": {
"type": "array",
"items": { "type": "string" },
"minItems": 2,
"maxItems": 2

},
"export_mqtt": {
"type": "object",
"properties": {
"type": { "type": "string",

"enum": ["MQTT"] },
"broker_uri": { "type": "string" },
"topic": { "type": "string" },
"client_id": { "type": "string" },
"protocol_version": { "type": "string",

"enum": ["3.1.1","5.0"] },
"reconnect_strategy": { "type": "string",

"enum": ["fixed", "linear", "exponential"] },
"qos": { "type": "string",

"enum": ["0", "1", "2"] },
"retain": { "type": "string",

"enum": ["true", "false"] },
"clean_session": { "type": "string",

"enum": ["true", "false"] },
"keep_alive_interval": { "type": "string",

"pattern": "^(0|[1-9]\\d{0,3}|[1-5]\\d{4}|6[0-4]\\d{3}
↪→|65[0-4]\\d{2}|655[0-2]\\d|6553[0-5])$" },

"dequeue_on_publish": { "type": "string",
"enum": ["true", "false"] },

(continues on next page)
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(continued from previous page)
"username": { "type": "string" },
"password": { "type": "string" },
"password_secret_id": { "type": "string" },
"password_refresh_interval": { "type": "string",

"pattern": "^\\d+$" },
"tls": { "$ref":

"#/definitions/tls_config" },
"will": { "$ref":

"#/definitions/will_config" },
"session_expiry_interval": { "type": "string",

"pattern": "^\\d+$" },
"message_expiry_interval": { "type": "string",

"pattern": "^\\d+$" },
"content_type": { "type": "string" },
"response_topic": { "type": "string" },
"user_properties": {

"type": "array",
"items": { "$ref": "#/definitions/user_property_pair" }

↪→},
"disabled": { "type": "string",

"enum": ["true", "false"] },
"connected": { "type": "string",

"enum": ["true", "false"] },
"messages_published": { "type": "string",

"pattern": "^\\d+$" },
"messages_pending": { "type": "string",

"pattern": "^\\d+$" },
"messages_dropped": { "type": "string",

"pattern": "^\\d+$" },
"last_connected": { "type": "string" },
"last_problems": { "type": "array",

"items": { "$ref": "http://snia.org/cdmi/3.0/cdmi-
↪→problem-details-schema.json#" } },

"last_problem_time": { "type": "string" }
},
"required": [ "type", "broker_uri", "topic", "client_id" ],
"additionalProperties": false

}
}

}
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Clause 2

Instructions to the editor

2.1 Overview

In addition to adding the preceding clause, incorporating this extension into the CDMI 2.0 specification requires the
following changes to be made to the specification document.

2.2 Cloud storage system-wide capabilities

Add the following entries to the end of the table starting on line 135 of cdmi_advanced/cdmi_capability_object.
txt, as follows:

Table 2.5: System-wide capabilities

Capability name Type Definition
cdmi_export_mqtt JSON String If present and "true", indicates that the CDMI server

supports MQTT queue exports.
cdmi_export_mqtt_tls JSON String If present and "true", indicates that the CDMI server

supports TLS-secured MQTT broker connections for
queue exports.

cdmi_export_mqtt_kmip JSON String If present and "true", indicates that the CDMI server
supports connecting to a KMIP server to retrieve
passwords and TLS certificates and keys.

cdmi_export_mqtt_3_1_1 JSON String If present and "true", indicates that the CDMI server
supports MQTT protocol version 3.1.1 for queue
exports.

cdmi_export_mqtt_5_0 JSON String If present and "true", indicates that the CDMI server
supports MQTT protocol version 5.0 for queue exports,
including all MQTT 5.0 extension fields defined in this
clause.

Working Draft
MQTT Exports CDMI Extension 20

Version 0.0.1

DR
AF
T



2.3 Queue object capabilities

Add the following entries to the end of the table starting on line 860 of cdmi_advanced/cdmi_capability_object.
txt, as follows:

Table 2.6: Capabilities for queue objects

Capability name Type Definition
cdmi_export_mqtt JSON String If present and "true", indicates that this queue object

may be configured with an MQTT export entry.

2.4 Queue object fields

Add "exports" to the list of optional fields in the queue object field table. The semantics of the exports field on queue
objects shall be as described in this clause. For queue objects, only export entries with "type": "MQTT" are defined
by this extension; the export protocol types defined in the exported protocols clause of the CDMI 2.0 specification apply
only to container objects and shall not be used with queue objects.

2.5 Normative references

Add the following normative references:

IETF RFC 6066, Transport Layer Security (TLS) Extensions: Extension Definitions, https://www.rfc-editor.
org/rfc/rfc6066

IETF RFC 7301, Transport Layer Security (TLS) Application-Layer Protocol Negotiation Extension, https://www.
rfc-editor.org/rfc/rfc7301

OASIS MQTT Version 3.1.1, https://docs.oasis-open.org/mqtt/mqtt/v3.1.1/os/mqtt-v3.1.1-os.
html

OASIS MQTT Version 5.0, https://docs.oasis-open.org/mqtt/mqtt/v5.0/os/mqtt-v5.0-os.html
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